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Answer AL,I, Questions

1.
)
a

How many keys a.re requi.ed for tu'o perple to comrnunicate via a cipher?
What is the difference between SubBltes and SubWord?
What requirements must a. public key cryptosystems fuIfi1l to be a secure

algorithm?
4. What characteristic:; ar:::;*t1e'i rrl ? ie clii€ hiish lunction?
5. How IPSec does offer the autnerticat:i r, aird confidentiality services?

6. What is the role of Ticl-et Grantir'g Server in inter realm operations of
Kerberos?

7. Why the leailing tvi'o octcts cf rrt::l:ag-- digt:st eLre stored in PGP message

along with enclypted message iigest I

8. What is IP address spoofing?
9. What a:e the benefits cll:.-rre" s-'ticirrl:.'
10. Why ate rrrireless rrr,'t.,r,'orks niulri":r'llL : to ,DcS a-.tacks?

FAR"{'- R {5 v '!.3 = 65 Marks)
{r:j','.,: i\* I Que,stions

11. a) (i) Drar,v the general .fnlr;ri,i'e nri'ACvanced Encryption Standard and

expltiin th e en c.,:,vptio r, Cecryption process.

(ii) Ivlentic'n ihe sii-: ,:ths, aril .,'rcakness of Advanced Encryption

Standarrl algcr:ib::l.
OR

b) Compute the out--ut : f rire [4ixColirmns transformation for the

following sequente of t'lr',rl T'ires "51 89 AB CD"' Apply the

lnv\,lixCcJumrr transf3ra11111p ic ttrre obtained result to verify your

calcllations. che.nrl:: rl t irirI. b3,le cf tkie input from '67', to 077"

perft,rm lhe Mivcr,1,,lu.q 111n5{,rrr1?t:on again for the new input, and

detentirre lr.ov,' :rr-:-ti' i:irs ha'"* cha rged in the output'
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t2. a) (i) Perform decr;":litr ilrtd '.:ter'','r-, ir'n using

q='tr 1, e:7 and Fi='i.
(ii) Trientili 'lhe pcss'Ll''le 11'rei1+-: ilrr RiSA

co itnt:r n.Jeast,l {ls.

Kl -Remember; !i2 -l.irulerstt.ta.; {: -..1ry,i t' ::-1 - !1 n')l)':'2; K5 -Evaluate; K6-Create



C,,"i.

b) Users A and B use the Diffie-He,irnari key exchange technique with a 13'K3,co2

common prime q:7land a prim;ii ,e lcc,t u==7.

(i) If user A has private ke1'Xa::q. ',r'i::ai i; A's :-,r"bli'Icey Ya?
(ii) If user B has private key Xs:il, .vhat is B's public key Ys?
(iii) What is the shared secret key?

13. a) How does PGP provide confrdeii iaiity an<1 authentication service for 13,K4'co3

e-mail and file storage applicatrons? Draw the block diagram and

explain its components.
Gfr.

b) (i) What is Kerberos? Explain hcr., it irr'c'vides auiheniicated service. 6'K2'co3

(ii) Explain the format of the X.5:9 certificai.:. 7'K2'co3

14. a) Define intrusion detection and explain the different types of detection 13'K2'co4

mechanisms, in detail.
G;i

b) (i) Explain firewalls and how'the1 prerrent intrusions. 6'K2,co4

(ii) What are the positive and negarilr t;fl:cts ci firewall? 7'K3'co4

15. a) Explain in detail about any three types cf A.ttacks That Target Wireless 13'K3'cos

Networks.
OR

b) Explain in detail about the best methcd of Authentication 13'K2'co5

PART - C (1 x L5 = 15 lWarks)

16. a) Given the plaintext {00010203G405060708090A0B0C0D0E0F} and 1s'K3'co6

the key {0101010i010101 0 i 01 0i0 101C 1 Cl0101 } :

a. Show the original contents of Siate, displayecl as a 4 x 4 matrix.
b. Show the value of State after in;'rial AdciRoundKey.
c. Show the value of State after SubBytes.
d. Show the value of State after ShiftRows"
e. Show the value of State after MixColuunns.

OR
b) Consider a banking application that is expected to provide ts,K3,co6

cryptographic functionalities. Assume that this application is running
on top of another application wherein the end customers can perform a
single task of fund transfer. The application requires cryptographic

based on the amount of transfiurrements on amount o er.
Transfer amount Cryptographv functions required
l - 2000 Message digest
2001 - 5000 Dieital sisnature
5000 and above Dieital signature and encn"otion

Suggest the security scheme to be adopted in client and server side to
accommodate the above requirements and justify your
recommendations.
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