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PART - A (MCQ) (10 x 1 =10 Marks)
Answer ALL Questions

The legal risks of ethical hacking include lawsuits due to of personal data.
(a) stealing (b) disclosure (c) deleting (d) hacking
attack is the exploitation of the web-session and its mechanism that is
usually managed with a session token.
(a) Session Hacking
(c) Session Cracking
Sniffing is also known as

(b) Session Hijacking
(d) Session Compromising

(a) network-tapping (b) wiretapping (c) net-tapping (d) wireless-tapping
In a attack, the extra data that holds some specific instructions in the
memory for actions is projected by a cyber-criminal or penetration tester to crack the
system.

(a) Phishing (b) MiTM (c) Buffer-overflow (d) Clickjacking

What is Cross-Site Scripting (XSS)?

(a) scripting language for web development

(b) technique to enhance website design

(c) an attack where malicious scripts are injected into web pages

(d) secure communication protocol

Which type of attack involves injecting malicious SQL code into input fields to
manipulate database queries?

(a) Cross-Site Scripting (XSS) (b) Cross-Site Request Forgery (CSRF)

(c) SQL Injection (d) XML External Entity (XXE)

Which of the following is the least secure method of authentication?

(a) Key card (b) fingerprint (c) retina pattern (d) Password
The HTTP request message is sent in part of three-way handshake.

(a) First (b) Second (c) Third (d) Fourth
Which of the following is a potential consequence of a successful XSS attack?

(a) Server overload (b) Data store compromise

(c) Improved website performance (d) Enhanced user experience
There are major types of passwords.

(a) 4 (b) 5 (c)6 (d)7

PART - B (12 x 2 = 24 Marks)
Answer ALL Questions
State the difference between ethical hacking and malicious hacking.

What do you mean by Session Hijacking?

Compare active and passive sniffing.

Summarize the significance of Buffer Overflow Vulnerability.
Define cross site scripting attack. How is it done?

Name some Web Application Threats.
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Differentiate between authentication and authorization.

Define Access Control.

List the steps involved in cracking a Password.

State the countermeasures to authentication attacks.
What do you mean by DOM based XSS?
Recall HTTP header injection.

b)

PART - C (6 x 11 = 66 Marks)
Answer ALL Questions
Discuss the concept involved in ethical hacking and mention the essential
terminologies involved with examples.
OR

Demonstrate the phases involved in ethical hacking. Provide a detailed explanation
of each phase including foot printing, scanning, system hacking, and session
hijacking.

Ilustrate the different types of Spoofing and Sniffing attacks with examples.
OR

Explain why do attacker need foot printing? Elaborate the objectives of foot
printing in detail.

Summarize on:
(i) Threats to web applications
(i) Web application Hacking
OR
Discuss the impact of Cross-Site Scripting (XSS) attacks on web applications and
users.

Explain in detail about HTTP Protocol in managing Requests — Responses of client
Server model.
OR

Ilustrate about Session Management in detail.

Explain the six types of password attacks in detail.
OR

Discuss in detail about the flaws in authentication mechanisms with a suitable
example.

Develop the process for exploiting HTTP header injection to bypass security
mechanisms like Content Security Policy (CSP)?
OR

Identify the various types of XSS vulnerability attack with an example.
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