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PART - A (MCQ) (10 x 1 = 10 Marks)
Answer ALL Questions
Cyber Forensics primarily deals with
(a) Recovering lost data from storage devices
(b) Identifying and preserving digital evidence
(c) Designing secure network systems
(d) Performing software testing
Which of the following principles relates to digital evidence handling?
(a) Maintain chain of custody (b) Disregard metadata
(c) Use unverified tools (d) Edit original data directly
is the most common method and offers the most flexibility for the

investigation.

(a) Creating a disk-to-image file (b) Creating a disk-to-disk copy

(c) Creating a logical disk-to-disk (d) Creating a sparse copy of a folder or file
The use of write blockers during evidence acquisition ensures
(a) Data is copied faster (b) Original data is not modified
(c) Logs are automatically generated (d) Evidence is encrypted

The process of creating an exact bit-by-bit copy of a digital storage device is
called

(@) Cloning (b) Forensic imaging

(c) Data compression (d) Data masking

The process of retrieving deleted files from digital storage media is called
(a) Data compression (b) Data recovery

(c) Data encryption (d) Data masking

loT forensics focuses on .

(a) Traditional hard disk recovery

(b) Data acquisition from interconnected smart devices

(c) Recovering files from mobile phones only

(d) Network configuration

Which of the following is not a tool used for mobile device forensics?

(a) Cellebrite UFED (b) Oxygen Forensic Detective
(c) Autopsy (d) Photoshop

Forensic report must include

(a) Personal opinions only

(b) Technical jargon without explanation

(c) Detailed description of tools and methods used

(d) Unrelated background information

In preparing for cross-examination, an expert should:

(a) Memorize unrelated laws (b) Understand all aspects of the report thoroughly
(c) Avoid discussing findings (d) Alter the report for clarity
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PART - B (12 x 2 = 24 Marks)
Answer ALL Questions

List the different types of digital crimes.

Recall the legal and ethical aspects of cyber forensics.

Outline various challenges faced during evidence collection.

Define forensic copy and mention its uses.

Compare live acquisition and static acquisition methods.

Mention two challenges faced during data recovery from damaged devices.
Infer the role of EnCase in digital investigations.

Differentiate between data recovery and forensic analysis.

Show the technical limitations in collecting cloud-based evidence.
Encryption a major issue in mobile and cloud forensics. Justify your answer.
Outline the role of an expert witness in cyber-crime cases.

List the importance of clear and concise reporting during presentation of findings.

b)

PART - C (6 x 11 = 66 Marks)
Answer ALL Questions
Apply the different steps involved in a cyber-crime investigation to trace the source
of a phishing email attack on a bank’s customers.
OR
Identify the Principles of digital evidence handling and justify how each principle
maintains the integrity of evidence.

Analyze the various evidence collection techniques used and discuss how data is
preserved in a corporate network.

OR
Discover a forensic chain of custody management suitable for cybercrime
investigations.

Demonstrate how machine learning techniques can be applied to detect anomalies in
Cyber forensic.

OR
Examine the different methods used for data recovery from damaged storage devices
and discuss their limitations.

Make use of appropriate tool, extract deleted call logs and chat messages using
mobile forensic techniques.

OR
Experiment the various forensic tools that can be applied in forensic data analysis to
uncover hidden or encrypted information with an example.

Analyze the differences in evidence collection methods between mobile devices and
cloud-based environments.

OR
Discover the forensic procedure for investigating data breaches in a cloud-based
enterprise.

Examine how ethical considerations influence documentation and expert testimony in
cyber forensics.

OR
Inspect how email metadata and keyword searches helped investigators identify
fraudulent communication by analyzing real world cyber forensic cases.
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