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  PART - A (MCQ) (10 × 1 = 10 Marks) 
Answer ALL Questions 

Marks 
K –  

Level 
CO 

1. Which of the following best describes the Internet of Things (IoT)? 
(a) A network protocol         (b) A system of interrelated devices connected via the internet 
(c) A software application    (d) A programming language 

1 K1 CO1 

2. IIoT is mainly used in which of the following sectors? 
(a) Social Media     (b) Online Shopping   
(c) Industrial and Manufacturing   (d) Online Education 

1 K1 CO1 

3. Which of the following is a core component of an IoT system? 
(a) Smartwatch  (b) Gateway   (c) Facebook   (d) Photoshop 

1 K1 CO2 

4. Which layer in IoT handles storage and data processing? 
(a) Perception  (b) Network   (c) Application  (d) Cloud 

1 K1 CO2 

5. Which of the following is NOT a type of sensor? 
(a) Temperature sensor (b) Pressure sensor  (c) LED   (d) Proximity sensor 

1 K1 CO3 

6. Which protocol is widely used for communication with field instruments in industrial 
environments? 
(a) FTP   (b) HART   (c) HTTP   (d) SMTP 

1 K1 CO3 

7. What is the main purpose of communication protocols? 
(a) To make devices look nice        (b) To enable communication between devices 
(c) To increase battery size         (d) To change device colors 

1 K1 CO4 

8. Which of these is a wireless communication protocol? 
(a) SPI    (b) I2C   (c) Wi-Fi   (d) Modbus 

1 K1 CO4 

9. The HTTPS protocol mainly provides: 
(a) Faster internet      (b) Security via encryption  
(c) HTML validation      (d) Storage optimization 

1 K1 CO5 

10. Non-repudiation prevents: 
(a) Denial of sending/receiving a message   (b) Bandwidth reduction 
(c) Software debugging     (d) Data compression 
 

1 K1 CO6 

 PART - B (12 × 2 = 24 Marks) 
Answer ALL Questions 

   

11. Define the Internet of Things (IoT) in brief. 2 K1 CO1 

12. Mention two key differences between IoT and IIoT. 2 K1 CO1 

13. What is the function of a gateway in an IoT system? 2 K1 CO2 

14. State any two disadvantages of IIoT. 2 K1 CO2 

15. Why sensor calibration is significant in industrial systems? 2 K2 CO3 

16. Summarize the issues encountered during integration of sensors with M2M 
communication. 

2 K2 CO3 

17. Explain about ThingWorx and how is it used in IIoT. 2 K2 CO4 

18. How do cloud platforms like Azure support industrial IoT? 2 K1 CO4 

19. Elaborate the concept of a layered attacker model with an example. 2 K2 CO5 
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20. Outline the significance of IoT security tomography in identifying vulnerabilities. 2 K2 CO5 

21. Differentiate between integrity and availability. 2 K2 CO6 

22. Why is message integrity critical in IoT networks? 2 K1 CO6 

     

  PART - C (6 × 11 = 66 Marks) 
Answer ALL Questions 

   

23. a) Write a note on Industrial Internet Reference Architecture (IIRA) and its 
importance. 

11 K2 CO1 

  OR    

 b)  What is the Gartner Hype Cycle? Illustrate its phases and explain how it applies to 
IIoT technologies. 

11 K2 CO1 

      

24. a) Define WSN and differentiate WSN from traditional wireless networks and 
mention the limitations of using IIoT. 

11 K2 CO2 

  OR    

 b) Explain the following terms: a) Router, b) Cloud Broker, c) Sensor Node and 
d) Gateways. 

11 K2 CO2 

      

25. a) Explain the importance of actuator selection in industrial automation and describe 
scenarios for hydraulic, pneumatic, and electric actuators. 

11 K2 CO3 

  OR    

 b) Discuss how data from various sensors can be aggregated and analyzed in IIoT for 
process optimization. 

11 K2 CO3 

      

26. a) Organize Wi-Fi and Wi-Fi Direct in terms of connectivity and use cases and 
explain how Zigbee achieves low power consumption and meshnet working. 

11 K3 CO4 

  OR    

 b) Identify and explain the role of AMQP, MQTT, COAP protocols in IIoT. 11 K3 CO4 

      

27. a) Illustrate the importance of message integrity with an example. 11 K3 CO5 

  OR    

 b) Identify the effectiveness of threat analysis techniques for IoT applications. 11 K3 CO5 

      

28. a) Examine the implementation of RBAC model to a smart healthcare IoT system. 11 K4 CO6 

  OR    

 b) Analyze how digital signatures ensure both integrity and non-repudiation. 11 K4 CO6 

 


