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SRI SAIRAM EMGINEERING COL

(©) wvision
To emerge a4 a "Centre of exceflence * offering Technical Education and Research
opportunities of wery high standards to students, develop the total personality of the
individual and instil high levels of discipline and strive 1o set global standards, making our
students technologicalby superior and ethécally stronger, who in tuen shall contribute to the
advancement of society and humankind

(#) mission

We dedicate and commit aursahees to achieve, sustain and foster unmatched excellence in
Technical Education. Tothis end, we will pursue continuous dewropmant alinfra-structure
and enhance state-of the-art equipment to provide our students a technologically up-to
date and intellectually inspiring environment of learning, research, creativity, innovation
and professional activity and inculcate in them ethical and moral values

@I Educational Organization Management System (EOMS]) Policy

W at 5ri 5al Ram Engineering College are committed to empower our students nat only to
excel scademically but akso imbibe essential values, enabling them to become exemplary
global citizens, We build a better nation by fostering excellence and innovative practices in
Engincering, Technology and Management Education. We are dedicated to consistently
enhancing our systems, mfrastructure and senvices to meet the needs and expeciaticns of
all our stakeholders for sustainable growth

"y

DEPARTMENT OF INFORMATION TECHNOLOGY

(©) VISION

To emierge as a "Centre of Excellence in the field of IT” offering Technological Education and
Research opportunities of high standards to students, develop high degree of dighal
knowledge and skillsel, making our students technologhcally superior and ethically strong,
wha in twrn shall contribute to the advancement of society and humankind.

(#) mission

Department of Infarmation Technaloegy, Sri Sairam Engineering College iscommitted to

M1 Provide guakity education in Infermation Technology and also create technologically
reenad anid Intellectually inspiring emvironment ;

M2 Focus on research and development of technologies by engaging in value added
courses and on evolution of digital evironment

M3 Design and Develop state-of-the art on learning, creativity, innovation and inculcate

in themm ethical, social and moral values,

Establish continuous Industry Institute Interaction, participation and collaboration to

contribute job arented skilled IT Engineers by improving their entreprensurial skifls
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| Curnculum /1T |

AUTONOMOUS CURRICULA AND SYLLABI

SEMESTER|  lesulations 2024
=l e COURSE TITLE ':E?TM?ET o | cRgDTs
THEORY
[ 1| 248SMA10 [Mavices and Cakubus a1 Jo[ s | 4
2 | 2ensensot | Communicanva Enghsh 3 ool 3
1 | 24B5PH101 | Engiresring Prysica a oo i 1
4| 24B5CY101 |Engreenng Chemisky 3o o[ ¢ 3
5 | 24ESCS101 | Prablam Solving and Programming = C 3joo| 3
5 | 28HSTAI0 [Hentage of Tamis v JoJe] v 1
PRACTICALS
1| 24E5GE102 | Engresrng Prackces Latoratory 0 {ofe] 4 2
2 | 24EsPL101 |Programming in C Laboratory o fof2] 1
VALUE ADOMIONS - |
1| Z4EGID101_|idea Engneering Lab - 010 2] 2 7
2| 24ENTP101 |Funchional L Skils v 8 fy] 2 1
ONLINE SUPPLEMENTARY
| s recommended by BOS
Total T
SEMESTER Il
WEEK HOURS
ol COURSE TITLE SEEL orona| CREDITS
THEORY
1| 24BSMAZ01 |Dmcrete Stucures a[1Je] s 4
2| 24HSENZD! |Professional Erglsh z [eJo| =] 2
3 | 2085PH203 | Pluyrics for Infoemation Seienca ilofa] 3 3
4 | 24BSCY201 [Chemestry for Enviranment and Sustamatiity] 3 [0 Jo | 3 1
5 | 24E56E101 |Engneerng Graphizs i lz o 3 3
& | 24H5TA201 | Tamiks and Tecmalagy 1 Jo o] 1 _
7 | 2amencz0t [NCe Course Level 1° 2 ool @ 0
PRACTICALS
1| 24BSPLI0Y |Physics and Chemisiry Laboralory 0 4| 2
2 | 241TPT201 |OOPS Using Jova Labarstorywith Theory | 1 | 0 | 4 | 5 3
VALUE ADOITIONS - 8
1| 24510201 |idea Engreerng Las - A o [o ]2 |
2 | 24ENTP201 | Digeal Dynamics N (IR E 2 ]
ONLINE SUPPLEMENTARY
1 | M4ESMCZON | WS Office (Mandstary - NC) o 9 o] o] o
Tl 22
"oy for NCC cadats
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Curricudum, JT |

AUTONOMOUS CURRICULA AND SYLLABI

SEMESTER lll Regulations 2024
b R COURSE TITLE TTT"{“P STl cReDTS
THEQRY
1 2AESMAS) | Statichcs and Linesr Algebira k| 1 0 1 4
i 24C5PWAD | Dugital Design and Compuder Qiganizalion
with Laboralary 3102 5 4
3. | ATTPCE0] | Dala Sinuciires and Algoninms i fofa 4 3
4 24ITPC302 | Software Engineening |0 |0 q 3
5 | 24ITPW3AM | Dalabase Menagemenl Systems
with Laborsary 310 |2 5 4
B | 24H3MC301 | Universal Human Values - ||
Undarstanding Harmony 3 |0 |0 3 3
7 Z4HSMCIDT | MCC course Lewel & 31014 3 ]
PRACTICALS
1+ | 24mPLant | Data Siructures an Algorithes Laboratory [ 0 [0 [ ] 4 ] 2
VALUE ADDITIONS -1l
1 [ 240301 |Innovalve Desgn Laborstory - | HERE ] 1
3| M4MTPMY | Aptitude Skils - | B |ao|z2 3 i
OHLINE SUPPLEMENTARY
1 JAESMCID | Joy of Computing using Python
[Mandasary - NC} b|:2 |0 2 0
Total 33 25
“prly for WCC cadels
SEMESTER IV
WEEHK HOURS
bl [ COURSE TITLE SRR SERios | CREOITS
THEORY
1 24BEMAL02 | Probabiity and Cuewsng Theoey 3 1 o 5 4
7 | 24MPCADT | User interfacaiLisar Expenence (LX)
Dasigning Skils ilo |0 4 3
k] 2TPCANZ | Microcargraller and Embedded Sysiam |0 |ao i 3
4| 24ITPWAT | Opersing Systam Wit Laoaralory 1|0 |z 5 4
5 | 201TPWADZ | Princigias of Compiker Desipnwin Labaralory| 3 | 0 | 2 5 3
. | 24xx0Exxx | Open Elective - I 1|0 |0 3 3
T | 24HSNC401 | NCC Course Level 3° i |0 |a 3 o
— PRACTICALS
1 24ITFT40%  |Foundations of Data Science Labaralony
with Thecry 10 |4 5 3|
VALUE ADDITIONS -V :
1 2MMo401 | innovative Design Laberatory - || 0 2 i |1
3 | 2dimTPa Skills - 1 HERE T |
CHLINE SUPPLEMENTARY
Ais racoepmanced oy BOS
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AUTONOMOUS CURRICULA AND SYLLABI
Regulations 2024
SEMESTER Vv
5 | coumse it PREREQIASITE
o | cooe o T L[T[Fler|c| comses
THEGRY )
[ Tzarrcs; Compuiar Networks ilolo)als TP
1 | 24ITPWS01 | Wes Tachnalogy wih Laboratory o254 e
3 | QAXXELEXX | Profeasional Electiva | SO OERE
4 | B4XHELSYY |Frolocsional Sactv i O ORE
§ | 2Mx00EXRK| Open Blocte - 1 ilafa]7[3 L
_| & | 24MGNCE01| Constitution of india AN 2]?“
PRACTICALS
1| 24TPL501 [ Compuster Networks Laboratony [o]e4]4T2] N
WALUE ADDTIONS - v
1_| 2AITTPS01 | 5kill Enhancement elalz]aTv] i
¢ | 24MDS0T | Prototype Devalopeert Laborasory - | ifo 2| 1 | deten, sy
ONLINE SUPPLEMENTARY
].&ammmmnraus J J
[ Total | 27 [ 20]
SEMESTER VI
5 | course WEEKHOURS | conpacy
v | “cooe COURSE TITLE L {7 | 7| Aesvons CREDITS
THECRY
| 1| 24TPC60T |infroduction 1 Ariicil ieligence ajofJo] 3 ]
2| MoELive | Profossional Blectivn -1 T i
3 | MoElivw |Professional Elactive - v 3jofof a 3
4| MoELfir [Frofessional Elective -y ylo o] 3 3
2 | 24HSMGS01 | Princples of Engrewring Management Slele] 3 | 3
| 6 | 2X40Eh [Open Elocive- HEEE 3 3
= PRACTICALS
11 | 2eree [ttt metigence Laborarory Lo le a4 g |
= VALUE ADDTIONS - 11
1| 2017P801 [Tachvical sun slof2] 2 [ a
2 | Mmosn Prototype Develapment Lab - | R F 1]
ONLUINE SUPPLEWENTARY
| 148 recommendod by 503 Totl | 3 | |
Rt~ Iﬂa)_,b,;-—'"’""
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Curticulum,/ T |

AUTONOMOUS CURRICULA AND SYLLABI

Regulations 2024
SEMESTER VII
WEEK HOURS
5 | cose COURSETME TV T#] CouTacT! crenirs
THEDAY
1 JATPCHN | Cryplography and Metwerk Security 3|0 o k| ]
2 | MoElTm | Prolessional Elsclve - V) |0 jo 3 b
3 | MuELly [Protessional Elecave - Vil 3JoJo] 3 3
4 | Z4ndOEno | Dpen Biecive - IV s |0 [o] 3 3
5 | 24MGELTD] | Craalive innovation and Enbregreneurship b b |Bo Fl 2
PRACTICALS
1 Z4TPLIDY | Metwork Secunty Laborasory BP0 |4 4 2
2| 24TPJ7T01 | Projct Work - Phase | o |0 ja]| = I
WALLIE ADOTIONS - Vi
1 | 20TTPT0N | Company Spaciic Skils IEHEN R ERANE
DOHLINE SUPPLEMENTARY
ks racormnansed by BOS [ T 1 B § T
Total 8 21
SEMESTER VIiI
- COURSE TITLE ﬁ?ﬁ ST | creDiTS
_ THEORY
1 [ 2nElen [Protessional Boctve - Vil JajJojo| 3] 3
ALS
1 [ 2arrraset [Project o - Phase If [oJoln] 2] s
VALUE ADD TIONS - VIl
1 | 2emmant [imsmehip [oeJoJe] o 3
Tolal u 12
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AUTONOMOUS CURRICULA AND SYLLABI
Regulations 2024
5 | COURSE TITLE oocor | vowa | PRERecumme
1| BAMELSY | Computer Grahics and Mulimeda m MM MITRC
2| 24ITELS0Z | Graph Theary ey
3 [ 24TELS03 | Cicwd Gompuiing HW
4

24[TELS504 Foundstion of Cryplography

Croosiarsy | uEsuag b e ]

TAITELS0S Intrusion Dalecsion Sysiers

Cyberscuty | 24iTPwen), aTecsat

24ITELS06 Wetwork Security and Progocol

Citwrsaoaty PRI, MITecs

D Sokren | 2UFPRON BRI

24TEL5D8 _| Dats Aalytics with Python

Cuty Soiwies na:sm.umf

8 | 24ITELS0S | Big Date Esseraals

Dy So0m TFEHA. TP

10 | MCIELE inT Concapts and Appicalions

Indswril T

N | 26CIELED? | Data Sciance Yar Internet of Things

I siridl |7 ZAHZMAIN, MITFTH0

3
3
3
]
5
1
Z4ITELS07_| Data Warehousing and Datta Mining ]
3
3
3
i
3
1
3

12 | BCIELs03 Dynamie Paradgm in loT Indwitrml ioT
13 | 24CSELS03 | Machine Learring Algorims Machina |saming
| 14 | MCSELSM | Macring Learming ot Inteligerd Sysiam hlaofine Loarming
15" | Z5CSELS0E | Maching Caaming Essaniials for Cyber 5 ~T
3 Mactne | g J

5. COURSE
w | eove COURSE TITLE cREDT | Doma .
1| ATELS10 | Advanced Ansysis of Aot L E ) TP
I | @i Distribulad Systema ] SHTREN, HTPwT
3| TTEE aallel Algedthrs i [T 1 | zarecznn, aurPer
; Z«II'I’EE;IS ?euure Sdbwa?:;ﬂhmnr% g Ceecunty | 34iTTRa~ Jemewiain
S EEE ;E i Ea Ot L 2 LANECS |
[] 2ATELSYE | Ml and Wirgless 3 Cytepsnurty :"WHND:.M1
7 ZHTELSYE | Loaming An Tools k| Diida Soinnca MBS
8 [ HTELS17 | Data Boence ﬁ;lr%nmem 3 Dats Soioree | J4BEMAS, MiTFTaR]
- 3 Dotn Sowncy | pemadionn serpenn, g |
10| MCIELSM4 Wah of Things 3 Incigmtiad T TR
BEREE T Wirefees Tachnaberes n
Inbemat af Things k| roumiial 1o .
12_| MCIELS06 | Duscripive Analyics Tor 107 3 el T MR |
13 | TACSELS0R | Machine Leaming for ninsion
= Detection Systams 3 | msresr
1| ZeCSELE0 | Deap Leaming Archileciures and ==
| Applcatiors ] Viackicw Lanming
15 | Z4CHELSTH | Intigeni Dincision Syaiams I P _ ‘|
Approved L ¥ f
Pp h, Gt-‘dhl!ll ;‘;uﬂiﬁs
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PROGRAM EDUCATIONAL OBJECTIVES {PEOs)

PEO1  Graduateswill embed in appiys ng the mathematical and engineering knowledge in
solving problems in digital environment and uncersta nding Industrial
requiramants

PEO2 Graduates will excel in Resaarch. des gring & developing solution for complex
probiems in the fild of IT by adapting to the rapid techn ological advancemeans,
thersby incraasing industrial collaboration.

PED3  Graduatesare inculcated with [felang kzarning to function as an indwidual or team
with ethics & social responsibilty, for the advancement of sociely and service lo
hurankind,

PEC4  Graduates are frained in techrical skills ksing modarm tools to solve real time
problems and evolve as entreprenaurs inthe fisld of Infarmation Tachnology,

PROGRAM SPECIFIC OUTCOMES (PS0s)

Information Technalogy Program Students will be shile lo:

PSO1  Ability to build netwark based wab application using different secured software
design concepls

PSO2  Abilty to design, implement and fest information systems architecture 1o maet
spacific sotwara requirements following the ethical values

COMPONENTS OF THE CURRICULUM (CocC)

Courss Companent &mﬂm;ﬂ& Trlal:mbr m':; ::::: )
_ciedits of the program| hours

Basc Soences (B5) 18 32 30
Engnaaring Sciorncas (E5) 5 16 09
Humanities and Social Sciences (HS) ] 132 13
Profossianal Elactives (EL) 16 26 26
Program Core + Program Lak (PG+PL) 17 37 29
Frogram theory with Lab (PW) /

Program Lab With Thecry (FT) 16 35 26
Opean Electve (0E) 7T 12 12
Training & Placement (TP 7 14 4
Innizreation & Devalapmant (10} Project iP) 10 32 16
Inéemships (V) 2 ] 3
Mandatory Courses (NC) MNA 4 WA
Tostal 230 168

| x | o
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PROGRAMME OUTCOMES(POs)
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SEMESTER -1

26B5MAT0
- MATRICES AND CALCULUS e HEaLe s
i & 3/1(0|4a
OBJECTIVES:

& To develop a strong foundation in maltrix algebra and its applications.

e To introduce the concepts of limits, continuity, differentiation, and
optimization for functions of several variables.

® Tofamiliarize students with the principles of vector calculus relevant
to engineering problems.

® To provide an understanding of double and triple integrals along with
their practical applications.

& Toimpart knowledge of Fourier series and its significance in
engineering analysis.

MODULEI MATRICES 12

Eigenvalues and eigenvectors of a real matrix - Properties of eigenvalues and
eigenvectors — Cayley-Hamilton theorem [excluding proof) - Symmetric and
orthogonal matrices - Reduce the guadratic to canonical form using
orthogonal transformation - Nature of quadratic forms.

MODULE Il FUNCTIONS OF SEVERAL VARIABLES 12
Limits, Continuity - Deflinitions - Partial derivatives - Taylor's series -
Jacobians, Maxima and Minima - Method of Lagrange multipliers.

MODULE IIT VECTOR DIFFERENTIATION 4

Scalar and vector valued functions - Gradient and directional derivatives —
Tangent plane - Divergence and curl - Irrotational and solenoidal vector fields -
Scalar and vector potentials - Vector identities [without proof ).

MODULEIV VECTOR INTEGRATION 8
Line integral over a plane curve - Surface integral - Area of a curved surface -
Volume integral - Greens, Gauss divergence and Stoke’s theorems - Verification

and application in evaluating line, surface and volume integrals. [Cube and
Cuboids).

MODULEV  MULTIPLE INTEGRALS 12
Double integrals — Change of order of integration — Double integrals in polar
coordinates — Area enclosed by plane curves — Change of variables from
cartesian to polar coordinates - Triple integrals — Volume of solids (Spherical
and Cylindrical polar coordinates].



MODULE V1 FOURIER SERIES 12

Fourier series - Convergence of Fourier series - Hall range sine and cosine
series—Parseval's theorem.

TOTAL: 60 PERIODS
TEXT BOOKS:
1. Advanced Enginecring Mathematics, Erwin Kreyselp, 9th Edition, lehn
Wiley & Sons, 2006,

2, Calculus and Analytic geometry, GB. Thomas and R.L. Finney, 9th Edition,
Pearson, Reprint, 2002,

REFERENCES:
1. Higher Engincering Mathematics, B. V. Ramana, 11th reprin, Tata MeGrav-
Hill, New Delhi, 2010,

2. Engincering Mathematics for first vear, T. Veerarajan, Tata MeGraw-Hill,
New Delhd, 2008,

3. A text-book of Engineering Mathematics, NP Bali and Manish Goyal, 9th
Edition, Laxmi Publications, Repring 2008,

4. Higher Engineering Mathematics, B. 5. Grewal, 40th Edition, Khanna
Publishers, New Delhi, 2007,

WEE REFERENCES:

1. https://testbool.com/maths /cayley-hamilton-theorem

2. hrtpsi/ fwwwiitgacingrafik/Tutorials /MA-102/2013 flect-10,pdf

3. https://msunimelb.edu.au/__dara/assets/pdf_file/0007 /2516596,
functions_sev_varpd(

hrips: £ fwwwomecmarh.net/VectorCalculus. pdf

hitps:/ fegyankosh.ac.in/bitstream/ 123456789 /64855 1 /Unitd.pdf
hitps:/ fwilliamsg].people.charleston.edu/Fourier¥:20Se ries pdf

B

ONLINE RESOURCES:

https:/ femwweyoutube.com Swatch?v=a] DI ¥v-mM
https: / fwww.youtube com fwatch?v=8h3yY0im5XU
https: / fwwwyoutube.com fwatchfv=LGxE_yZYigl
hutps: / fwwwoyoutube.com /watchtv=mal QmE 15131
https: / fawwyoutube.com fwatchTv=QPw4GY25Une
https: / /www.youtube.com fwatch?v=1mMYaPkXcNI

CU U o
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COURSE QUTCOMES:
Upon completion of the course, the student should be able to:

L

Diagonalize the matrix using orthogonal transformation and apply Cayley

Hamilton Theorem to find the inverse and integral powers of a square
matrix, [K3)
. Evaluate the limit, examine the continuity and use derivatives to lind

extreme values for functions of several variables, (K3)

. Compute the derivatives of scalar and vector point functions. (K3)

. Use the vector point function to establish the relation bebween line, surface
and volume integrals, (K3)

. Apply double and triple integrals to find the area and the volume of a
region. (K3}

Compute Fourier series expansion of a function. (K3)

CO-POMapping:

PO

POz

cod

3

coi

1

SEMESTER - 1

24HSENTOT

S0G NO. &

COMMUNICATIVE ENGLISH

OBJECTIVES:
Develop the basic LSRW skills

Acquire enhanced knowledge of English grammar

Improve modern and technical vocabulary

Enhance the communicative and cognitive skills
Interpret the texts and write reviews critically

Recommendad by

Bosrd of Studen of I 5 st
Meeting No. £ Dated: gr'llﬂ"‘m'lff‘

airman
Board of Stugias
of Hurnaniiles & Scimn-as
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| Syllabus /T |
MODULE-1 COMMUNICATION PROCESS B
Listening - Informal conversations - Speaking - basics in speaking - speaking
on given topics & situations - recording speeches and strategies to improve -
Reading comprehension - skimming/ scanning/ predicting - question &
answers - objective and descriptive answers - Writing - paragraph writing,
personal notes - Language Development - parts of speech. prefix, suffix, word
formation

MODULE-Il  LANGUAGE BARRIERS, LEVELS AND CHANNELS 8
Listening -interviews - Speaking - describing a simple process - asking and
answering questions - Reading - critical reading - finding key informationina
given text — ideation, mind mapping - Writing - dialogue, instructions -
Language Development - regular, irregular verbs, tenses, framing questions,

MODULE-1II NARRATION AND SUMMATION 2]

Listening - long texts - TED talks - extensive speech on current affairs -
Speaking - role plays - asking about routine actions and expressing opinions -
Reading- longer texts & making a critical analysis of the given text - Writing -
essay [comparative J/ analytical), jumbled sentences, recommendations -
Language Development - writing single sentence definitions, sequence words

MODULE-IV WRITING MECHANICS 7
Listening -debates and discussions - practicing multiple tasks -Spealding - self
introduction about friends/ places/ hobbies - Reading -Making inference from
the reading passage - Predicting the content of the reading passage - Writing -
informal letters, e-mails - accuracy, coherence, brevity - Language
Development- single word substitutes, compound words- conditionals

MODULE-V  INTERPRETATION SKILLS 7
Listening- popular speeches and presentations - Speaking - Impromptu
speeches -Reading - articles - magazines - Writing - review writing, channel
conversion - bar diagram/ table, poster/ picture interpretation - Language
Development - modal verbs, eollocations, 215t century vocabulary

MODULE-¥1 COGENTEXPOSITIONS 7
Listening - Motivational speeches - Speaking - Debates and discussion -
Beading - analytical reading - newspapers - Writing - process description -
Language Development - volces, sentences expressing purpose, synonyms &
antonyms

TOTAL: 45 PERIODS

Recommended by

it =
Board of Studies of ,FJ‘LEI“ ‘ | 4 | gﬂﬂmtfjaﬁlﬂ?
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D=parimant of Humanities & Scencas




Syllabus 7 IT |
TEXT BOOKS:
L Board of Editors. Using English: A Coursebook for Undergraduate
Engineers and Technologists. Orient Blackswan Limited, H yderabad: 2015.
2. A Course in Technical English, D, Praveen Sam and K.N. Shoba, Cambridge
University Press, 2020

REFERENCES:

L. Anderson, Paul V. Technical Communication: A Readar — Centered
Approach, Cengage, New Delhi, 2008,

2. Smith-Worthington, Darlene & Sue |efferson. Technical Writing for
Success, Cengage, Mason, USA, 2007.

3. Grussendorf, Marion, English for Presentations, Oxford University Press,
Oxcford, 2007,

4. Chauhan, Gajendra Singh and et.al Technical Communication (Latest
Revised Edition). Cengage Learning India Pvt, Limited, 2018,

WEB REFERENCES:
L. https:/ /onlinecourses.nptelacing/nocl 9 hs31/preview
2. hrtps:/ S www.iyenglishpages.com,/speaking / #google_vignette

ONLINE RESOURCES:

1. https:/ /wwPearson.com/english/catalogue /business-english /technical-
english.html

4. https://ww.eambridgeenglish.org/learning -english/free -resources/

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Improve understanding and application of listening, speaking reading.
and writing skills [K2)

2. Demonstrate the ability to write personal notes, clear and coherent
paragraphs (K2

3. Apply analytical skills to write essays, rearranpe jumbled sentences, and
lormulate recommendations (K3)

4. Apply skills to develop email etiquette and construct professional emails
and informal letters [K3)

5. Analyze and interpret data to write comprehensive and effective reviews
(K3)

6. Enhance vocabulary, improve grammatical accuracy, and confidently
engage in debates (K2)

Recommended by
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SEMESTER - 1
24BSPH101 L|T|P|CPC
. ENGINEERING PHYSICS
SOG NO. 47,911 3|0/0|3|3
OBJECTIVES:
¢ Tounderstand the basic concepts of mechanics and its use in
engincering applications.

¢ Tounderstand the concept of waves and lasers and its applications.

e Taoillustrare the various laws of electromagnetic waves and its
applications.

®  Toapply the concepts of quantum mechanics to engineering studies,

Ta understand the basics of crystal for engineering applications.

& Toidentify the basic principles involved in thermal physics and its
applications.

MODULE-T PROPERTIESOF MATTER H
Elasticity - Hooke's law- Paisson's ratio - Stress - strain diagram and its uses -
Twisting couple - shaft - Torsion pendulum: theory and experiment - bending
of beams - bending moment - cantilever: theory and experiment - uniform and
non-uniform bending: theory and experiment - I-shaped girders.

MODULE-Il MECHANICAL WAVES AND LASERS 7
Waves on a string - standing waves - traveling waves — Energy transfer of a
wave = Reflection and refraction of light waves - interference <Theory of air
wedge and experiment - Theory of laser - characteristics = Spontaneous and
stimulated emission - Einstein's coefficients — population inversion - Nd-YAG
laser, CO2 laser - Basic applications oflasers in industry.

Recommended by 16| :
Board of Studies of H‘E"-gmdl. E;‘},lwv,rwﬁﬂﬂ“ﬂ -
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Sylisbus / JT |
MODULE - 11 ELECTROMAGNETIC WAVES 8
The Maxwell's equations - wave equation; Plane electiromagnetic waves in
vacuum, Conditions on the wave field - properties of electromagnetic waves:
speed, amplitude, phase, orientation and waves in matter - pelarization -
Producing electromagnetic waves - Energy and momentum in EM - Reflection
and transmission of electromagnetic waves from a non-conducting medium
vacuum interface for normal incidence.

MODULE - IV BASICAND APPLIED QUANTUM MECHANICS 7
Black body radiation = Planck's derivation - Electrons and matter waves ~The
Schrodinger equation (Time dependent and time independent forms) -
significance of wave function - Normalization -Free particle - particle in a
infinite potential well: 10, 20 and 30 Boxes; - Barrier penetration and
quantum tunneling {[qualitative] - Scanning Tunneling Microscope.

MODULE-Y CRYSTAL PHYSICS 8
Single crystalline, Polycrystalline and Amorphous materials - single crystals:
unit cell, crystal systems, Bravais lattices, directions and planes in a crystal -
Miller indices - Interplanar distance - X-Ray diffraction - Calculation of
number of atoms per unit cell - Atemic radius - Coordination number -
packing. factor for SC, BCC, FCC and HCP structures - Polymorphism and
allotropy. Crystal Growth: Chochralski technigue - Molecular beam epitaxy.

MODULE-VI THERMAL PHYSICS 7

Transfer of heat energy - Conduction, Convection and Radiation - Thermal

conductivity, Forbe's method and Lee's disc method - Conduction through

compound media - series and parallel methods - Heat exchangers -

Refrigerators and Solar water heaters,

TOTAL: 45 PERIODS

TEXT BOOKS:

. D.K. Bhattacharya & TPoonam, “Engineering Physics”. Oxford University
Press, 2015.

2. RK Gaur & 5L Gupta, “Enginecring Physics”. Dhanpat Ral Publishers,
2012,

3. BK. Pandey & S.Chaturvedi, “Engineering Physies”, Cengage Learning
India, 2017,

4. V. Rajendran, “Engineering Physics”, Me Graw Hill Publications Ltd. New
Delhi, 2014,

5. M.N. Avadhanulu And P.G. Kshirsagar, “A textbook of Engineering Physics”,
S.Chand & Co Ltd. 20146,
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REFERENCES:

1. D.Halliday, Resnick & . Walker, "Principles of Physics”, Wiley, 2015.

2. RA Serway, & LW, Jewett, “Physics for Scientists and Engineers", Cengage
Learning, 2010,
3. N.K.VermaPhysics for Engineers”, PHI Learning Private Limited, 2014,
4. A Tipler & G, Mosca "Physics for Sclentists and Engineers”, W H.Freeman,
2020.
. Brijlal and Subramanyam, “Properties of Matter”, 5. Chand Publishing,
2018,
b. Shatendra Sharma & Jyotsna Sharma, “Engineering Physics”, Pearson,
2018.
7. Arthur Beiser. "Concepts of Modern Physics’, MeGraw-Hill, 6th Edition.
2003,
8. Charles Kittel, "Introduction to Solid State Physics”. John Wiely & Sons. Bth
Edition, 2005,

L

OUTCOMES:

Upon completion ofthe course, the stndentwill be able to:

1. Apply the coneepts ol stress, torslon, and bending to study the mechanical
behavior of structural elements using theoretical and experimental
methods. (K1)

2. Analyze wave phenomena and interference to study energy transfer, and
evaluate laser principles with thelr industrial applications. {K4)

3. Examine Maxwell's equations and electromagnetic wave theory tn analyze
wave propagation, polarization and reflection-transmisgion phenomena in
different media (K4)

4. Utilize the principles of quantum mechanics to explain black body
radiation, matter waves, particle confinement in potential wells and
tunneling phenomena., (K3)

5. Examine and compare the characteristics of various crystal structures,
palymorphic forms, and crvstal growth techniques. (K4)

6. Apply the principles of heat transfer to determine the thermal conductivity
and explain the role of heat exchangers in refrigerators and solar water
heaters. (K3)
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OBJECTIVES:
®  Toenumerate the importance, synthesis, and applications of
polymers.

& Toimpart basic knowledge of chemistry and the principles invalved in
electrochemistry, energy storage devices, and thelr commercial
applications.

& Tofamiliarize the fundamental laws and concepts of important
photophysical and photochemieal processes, as well as spectroscopy.

® Toexplore the fundamental concepts, laws, and principles of
thermodynamics, and apply its derlvations to aptimize and innovate
engincering processes across various disciplines.

& Tocomprehend the chemistry of fuels and combustion, and their
applications across various engineering and industrial processes.

& Togain an understanding of the emergence and challenges of
nanomaterials and nanotechnology across various scientifie and
technological disciplines,

MODULE-1 POLYMERCHEMISTRY 8
Polymers: Definition, Degree of polymerization, Functionality of monamer,
Classification of polymer with examples, Types of polymerization, Mechanism
of addition polymerization {Free radical mechanism].
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Plastics: Definition and Characteristics - Thermoplastics & Thermosets,
Preparation, properties and engineering applications of plastics -PVC, Teflon,
Kevlar and Bakelite.

Fibers: Characteristics fibers - Preparation, properties and applications of
Nylon and Dacron. Blodegradable polymers & Conducting Polymers:
Characteristics, Classification and theirapplications.

MODULE-11 ELECTROCHEMISTRY AND BATTERY TECHNOLOGY 7
Electrochemistry: Types of Cells (Electrochemical and Electrolytic cell) -
Redox reaction - Single and Standard electrode potential, Reference
electrodes - SHE, Calomel electrode, Measurement of Single Electrode
Potential, Nerns't equation (Derivation & Problems), Blectrochemical series
and its significance.

Batteries: Evolution of batteries — Primary and Secondary battery (Lead acid
battery). Mext Generation Battery Technology (NGBT) - Solid-state batteries
{Lithium-ion), Sodium-ion batteries.

MODULE-1T PHOTOCHEMISTRY & SPECTROSCOPY 7

Photochemistry: Laws of photochemistry - Grotthuss-Draper law, Stark-
Einsteln law and Lambert-Beer Law. Quantum elficiency - determination-
Photo processes - Jablonski diagram (Internal Conversion, Intersystem
crossing, Fluorescence, Fhosphoreseence), Chemiluminescence and Photo-
sensitization.

Spectroscopy: Electromagnetic spectrum - Absorption of radiation -
Electronic, Vibrational and Rotational transitions. UV-visible and IR
spectroscopy - principles, instrumentation (Block diagram only).

MODULE-TV CHEMICAL THERMODYNAMICS i
Terminology of Thermodynamics - Laws of Thermodynamics - | law —
significance - Mathematical formulation and its applications. Il law - Need for
the L law, Second law: Entropy - entropy change for an ideal gas, reversible and
irreversible processes, entropy of phase transitions; Clausius inequality.
Helmholtz and Gibbs free energy functions, Criteria of spontaneity, Maxwell
relations, Gibbs-Helmholtz equation, Van't HofMlsotherm and Isochore,

MODULE-V FUELS a8

Fuels: Introduction -Classification of fuels - Coal - Analysis of coal [ proximate
and ultimate). Carbonization - manufacture of metallurgical coke (Otto
Holfmann method) = Petrolewm - manufacture of synthetic petrol [Bergius
process). Knocking - Octane number and Cetane number - Gaseous fuels -
Liquefied petroleum gas (LPG). Biotuels -

|10 i -
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Combustion of fuels: Introduction - Calorific value - Higher and Lower
Calorific values- Theoretical caleulation of Calorific value{Dulong formula) -
Flue pas analysis [ORSAT Method).

MODULE-¥1 NANOCHEMISTRY 7
Introduction - Tvpes of nanomaterials - Emergence and challenges in
nanotechnology- Synthesis routes for nanomaterials: Bottom-up and top-
down approaches - Sol-gel, precipitation, Thermaolysis, Laser ablation,
Chemical Vapour Deposition (CVD), Electro deposition - Properties of
nanomaterials- Mechanical properties, Chemical, Optical, Electrical and
Magnetic properties-applications of nanomaterials [Gold nanoparticles as an
example). Quantum Dots - concept, properties and applications.
TOTAL: 45 PERIODS
TEXT BOOKS:
1. 5.5 Daraand 5 5. Umare, "A Texthook of Engineering Chemistry”, 5. Chand
& Company LTD, New Delhi, 2015,
2. P.C.Jainand Monika Jain, “Engineering Chemistry” Dhanpat Rai Publishing
Company [P)LTD, New Delhi, 2015,
3. S Vairam, P Kalyani and Suba Ramesh, "Engineering Chemistry”, Wiley
India PVT, LTD, New Delhi, 2013.
4, Ravikrishnan A, ‘Engineering Chemistry’, S5ri Krishna Hitech Publishing
Company Pvt Lid, New Edition 2024,

REFERENCES:

1. Friedrich Emich, "Engineering Chemistry”, Sclentific International PVT,
LTD, New Delhi 2014,

2. Prasanta Rath, "Engineering Chemistry', Cengage Learning India PYT, LTD,
Delhi, 2015,

3. Shikha Agarwal, “Engineering Chemistry-Fundamentals and Applications”,
Cambridge University Press, Delhi, 2015,

4. Chemistry of Nanomaterials Vol.1 5.5.R Kumar Challa (Ed].

5. Advanced chemistry by Phillip Matthews Vol.1 and Vol 2.

6. Chemistry In Engineering and Technology Vol. 1 & 2, |.C. Kuriacose and |.
Rajaram.

7. Applied chemistry - A textbook for Engineers and Technologists by H.I.
Gesser

8. Chemical and Electrochemical Energy Systems, R. Narayanan, R,
Viswanathan, University Press India Limited.
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OUTCOMES:
Upon completion of the course, the student will be able to:

1

.

Explain the importance of polymers in science and technology, describe
their roles in different applications and discuss their impacts on modern
advancements. (K3)

Recognize the basic principles of electrochemistry and describe their
application in battery technologies. (K3)

Apply the concepts of key photophysical and photochemical processes, as
well as spectroscopy, to develop and optimize various applications. (K3)
Describe the principles of the second law of thermodynamics and its
derivations to analyze engineering ap plications across all disciplines. (K3)
Categorize the chemistry of fuels and combustion and their applications at
various levels. [K3)

Demanstrate the knowledge of nanomaterials, including their properties,
behavior, interactions and applications across various disciplines of
science and technology. (K3)
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OBJECTIVES:

® [nterpret Mathematical problems using ﬂt,gol'ith ms, flowchart and

pseudocode.

¢ Tounderstand the programming language.
e Todevelop C Programs using basic Programming Constructs, Loops,

Arrays and Strings.

& Todevelop applications in C using Funetions, Pointers and Structures,

rations and File Handling in C.
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MODULE -1 INTRODUCTION TO PROGRAMMING AND ALGORITHMS

FOR PROBLEM SOLVING 7
Introduction to Problem Solving through programs- Algorithm-
Flowchart-Pseudocode-Memory, Variables, Values, Instructions, Programs-
compilation process-Syntax and Semantic Errors- The language of C : Phases
of developing a running computer program in C - Character set - Constants -
Keywords - Primitive data types -Declaration, Type Conversion.

MODULE-I1 BASICS OF C PROGRAMMING 7
Sequential- Arithmetic Operators, Relational Operators, Logical Operators,
Increment Decrement Operators, Bitwise Operators, Assignment Operators
and Expressions, Precedence and Order of Evaluation, selective - If, Else-If,
Switch- repetitive structures-for, while, do while, Nested loops, go to, brealk,
continue -Finding maximum of 3 numbers, Unit converters, Interest
calculators, multiplication tables, GED and LCM, Prime number generation.
MODULE- 111 ARRAYS ANDSTRINGS a
Introduction te Arrays: Declaration, Initialization - One DMmensional Array -
Fxample Program: Computing Mean, Median and Mode - Two Dimensional
Arrays - Example Program: Matrix Operations [Addition, Scaling,
Determinant and Transpose) - String Operations: Length, Compare,
Concatenate - Copy = Selection Sort - Linear and Binary Search.

MODULE- IVFUNCTIONS AND POINTERS 9
Introduction o Functions: Function Prototype, Function Definition, Function
Call, Built-in Functions [String Functions, Math Functions) - Recursion -
Example Program: Computation of Sine Series - Scientific Calculator using
Bullt-in Functions - Binary Search vsing Recursive Functions - Factorial and
Fihonacci Generation - Towers of Hamoi prohlem - - Pointers - Polnter
Operators — Pointer Arithmetie - Arrays and Pointers -Array of Pointers
Example Program: Sorting of Names - Parameter Passing: Fass by Value - Pass
by Reference - Example Program: Swapping of Two Numbers using Pass by
Reference,

MODULE-V STRUCTURES 7
Structure - Nested Structures - Pointer and Structures = Arrvay of Structures -
Example Program using Structures and Pointers - Self Referential Structures -
Dynamic Memory Allocation - Singly Linked List- Typedef.

MODULE- VI FILEPROCESSING 7

Files — Types af File Processing: Sequential Access, Random Access -
Sequential Access File - Example Program: Finding Average of Numbers stored
in Sequential Access File - Random Access File - Example Fr\}gj_r\am:

|13 | &
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Transaction Processing Using Random Access Files - Command Line
Arguments.

TOTAL: 45 PERIODS

TEXT BOOKS:

1. RG Dromey, "How to solve it by Computers™, Reprint, PHI Publishers,
2011.

2, Reema Tharefa, "Programming in €% Oxford University Press, Second
Edition, 2018.

3. Kernighan, B.W and Ricchie .M, "The C Programming language’, Second
Edition, Pearson Education, 2015,

REFERENCES:
1. Yashwant Kanetkar, "LetusC", 18th Edition, BPB Publications, 2021,

2. Byron Gottfried, "Programming with C", Fourth Edition, Tata McGraw Hill
Education, 2018,

3. Paul Deitel and Harvey Deitel, “C How to Program’, Seventh edition,
Pearson Publication, 2015,

4. Jeri K. Hanly & Elliot B.Koffman, "Problem Solving and Program Design in
C" Pearson Education, 2013,

5. Pradip Dey, Manas Ghosh, "Fundamentals of Computing and Programming
in C*, First Edition, Oxford University Press, 2009,

. Anita Goel and Ajay Mittal, "Computer Fundamentals and Programming in
C*, Dorling Kindersley (India) Pvt. Ltd., Pearsan Education in South Asia,
2011.

7. Hanly | R & Koffman E.B, “Problem Solving and Programme design in C°,
Pearson Education, 2009,

WEB REFERENCES:

1. https:/ fwwwlearn-corg/

2. https:/ feodeforwinorg/

3. httpsy/ /www.eprogramming.com

ONLINE RESOURCES:

1. hueps:/ fwwwlinuxtopia.org fonline_books/programing_booksfgnu_c_
programming_tutorial

2, hups://nptelacin/courses/ 106105171
3. hutps:f fswayamgoving/ndl_nocl9_cs42/preview
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OUTCOMES:
Upon completion of the course, the student will be able to:
1. Solve basic problems using algorithms, flowcharts, and pseudo code.[K3]

2. Analyze the various programming constructs for basic computational
problems.[K4)

3. Implement simple C programs using arrays and strings, (K3)

4, Use functions, recursion, and polnters to perform calculations, searching,
and sorting.[K3)

5. Apply structures and dynamic memory allocation in handling complex
programming tasks. (K3)

6. Organize sequential and random file processing techniques to provide
solutions for real-world computational problems. (K4)
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OBJECTIVES:

+  Develop interes! for classical language and literature to promote Tamil hentage
+  Understand the ancient Tamil sculpiures, folk and martial arls and confribution of
Tamil o the freedom of India
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UNITI LANGUAGEAND LITERATURE 5
Language Families in India - Dravidian Languages — Tamil as a Classical Language -
Clazsical Literature in Tamil - Secular Mature of Sgngarm Literature — Distrbutive Justice in
Sangam Literature - Management Principles in Thirukural
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Unithl MEDIEVAL AND MODERN LITERATURE §
Tamil Epics and Impact of Buddhism & Jainism in Tamil Land - Bakthi Literature Azhwars
and Nayanmars - Forms of mingr Poetry - Development of Modem literature in Tamil -
Conirbxution of Bharathiyar and Bharathidhasan,
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UNITII  HERITAGE - ROCK ART PAINTINGS TO MODERNART - SCULPTURE 5
Hero slone to moderm sculpture - Branze ioons - Trites and their handicrafts - Art of tample
car making - Massive Terracotta sculplures= Vilage deifies> Thinnalluvar Statue al
Kanyakumari> Making of musical instraments - Mridhangam® Parai> Veerais Yazh and
Madhaswaram - Bole of Temples in Soc@ and Economic Lie of Tamis.
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UNITIV ~ FOLKAMD MARTIALARTS 3
Therukoathu, Karagattam, Vilu Patiu, Kaniyan Koothu, Ovillstiam, Leather puppefry,
Silambattam, Valan, Tiger dance - Sports and Games of Tamiks.
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UMITY  THINAICONCEPT OF TAMILS 5
Flora and Fauna of Tamils & Aham and Puram Concept from Tholkappiyam and Sangam
Literature - Aram Concapt of Tamils - Education and Litesacy during Sangam Age - Ancient
Cities and Ports of Sangam Age - Export and Import during Sangam Age - Overseas
Conguestof Cholas.
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UNITVI  CONTRIBUTION OF TAMILS TO INDIAN NATIONAL MOVEMENT AND
INDIAN CULTURE 5
Contribution of Tamils to Indian Freedom Struggle - The Cutural Infiuence of Tamils over the
other parts of India — Self-Respect Movement - Role of Siddha Medicine in Indigenous
Systems of Medicine - Inscriplions & Manuscnpis - Print History of Tamil Books.

TOTAL: 30 PERIODS
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5. SacialLife of Tamils (Dr.K K Pilay} A joint publication of TNTB & ESC and RMRL - (in
print)

B. Soclal Life of the Tamils - The Classical Period (Dr.S Singaravelu) (Published by
Intemnational Institute of Tamil Studies

7. Historical Heritage of the Tamils {Dr.8 V. Subatamanian> Dr.K.D. Thirunavukkarasy
(Published by: International Institule of Tamil Studies).

f. The Contributions of the Tamils io Indlan Cultera (OrM.Valarmathe) (Published by
International Institute of Tamil Studies. )

9. Keeladi - Sangam City Cwvilization on the banks af river Vaigai. .. (Jointly Published
by: Department of Archagology & Tamil Nadu Text Book and Educabonal Services
Corporation= Tamil Nadu)

10. Studses in the History of India with Special Refarence to Tami Nadu (Dr.K.K Pillay)
(Published by: The Authar)

11, Porunal Crilization {Joinfly Published by: Department of Archaeology & Tamdl Nadu
Teat Book and Educational Services Corporations= Tamil Madu)

12. Joumney of Civiization Indus 1o Vaigai (R Balakrighnan) (Published by RMRL) -

7
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QUTCOMES:

Upan completion of the course, the leamers will ba able to:

1 Gwnfld gEoudsdlar wrorg  womh silp BosSuksmer
wHliGdinriant Students evaluate the history of language famiies and Tamd
Iiteratures (K3}

2 uwagl wrysellsl srésd Guim suly Eed o smed
ufiggi@anaidiprias Sudents understand Tamil lieraturas nflvenced by
Phlmphlc-alanﬁraigmuslmdmma

3 sulyesddler urem, #Hud, amﬁllmm- semay LUyl Lgliumiey
Gledidlpriset Students anakyze the artislic tradiions of Tamil Nadu such as rock
art, sculpture, and painting [K3)

4 siblys pol (Blund samsmet i smeriys sensiseatlsr i e
e e g Garailnnraat Sludents realize the significance of Tamil Nadu's folk
arts and martial arts (K3}

5 updmblpfet B sumpsiluenan famie Geddlnries Sudants
re-examine the ecological lifestyls (Thinal-based life) of the ancient Tamils (K3)

6. Cadh Slidad igud Gedhul ustm o sblgissia unssfdsms
rHlememeym. irflmmiramet Stadents racall the contribution of Tamds to the Mationa!
Movement and Indian culture (K3)
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SEMESTER -1
Seseee ENGINEERING PRACTICES | L | T P [CP C
i LABORATORY 0/0a|s2

OBJECTIVES:

& To provide exposure to the students with hands-on experience on
various basic engincering practices in Electrical and Electronics
Engineering, Civil and Mechanical Engineering.

ELECTRICAL ENGINEERING PRACTICE

1. Residential house wiring using switches, fuse, indicator, lamp, and
energy meter,

2. Fluorescent lamp wiring.

3. Staircase wiring.

4. Measurement of electrical quantities - voltage, current, power & power
factor in RLC circuit.

Measurement of energy using single phase energy meter.
6. Measurement of resistance to carth of clectrical equipment.

tn

ELECTRONICS ENGINEERING PRACTICE

1. Swudy of Electronic components and equipment - Resistor- eolour
coding, measurement of AC signal parameter (peak-peak RMS, period,
frequency) using CRO,

2. Study of logic gates AND, OR, EX-0OR, and NOT.

1. Generation of Clock Signal.

4. Soldering practice - Components, Devices, and Circuits - Using general
purpose PCH,

5. Measurement of ripple factor of Half Wave Rectifier and Full Wave
Rectifier.

6. Simulation of Half Wave Rectifier and Full Wave Rectifier using
TinkerCAD.

CIVIL ENGINEERING PRACTICE

Buildings:
Study of plumbing and carpentry components of residential and industrial

15, »
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Plumbing Works:
1. Study of pipeline joints, its location and functions: valves, taps,
couplings,unions, reducers, elbows in household fittings.
Study of pipe connections requirements for pumps and turbines.
3. Preparation of plumbing line sketches [or water supply and sewage
works.
4, Hands-on-exercise: Basic pipe connections - Mixed pipe material
conneetion = Pipe connections with Cifferent joining components.
5. Demonstration of plumbing requirements of high-rise buildings.
Carpentry using Power Tools only:
1. Study of the joints in roobs, doors, windows and furniture.
2. Hands-on-exercise: Wood work, joing: by sawing, planing and cutting.

2 pa

MECHANICAL ENGINEERING PRACTICE

Welding:

1. Preparation of butt joints, lap ioiggs and T+ joints by Shielded metal arn
welding.

2. Gas welding demo practice.

Basic Machining:

1. Simple Turning and Taper turning,

2. Drilling Practice,

Sheet Metal Work:

1. Forming & Bending,

2. Medel making - Trays and funnels

3. Different type of joints,

Demonstration on:

1. Smithy operations, upsetting, swaging, seiting down and bending,
Example = Exeroise - Praduction of hexagonal headed halt.

2. Foundry operations like mould preparation for gear and step cone
pulley.

3. Fitting - Exercises - Preparation of square fitting and V - fitting models.

TOTAL: 60 PERIODS

LIST GF EQUIPMENT FOR A BATCH OF 30 STUDENTS
Electrical
1. Assorted electrical components for housa wiring 15 5ets
2. Elecrrical measuring instruments 105ets

3. Recamgended iy
" lrrahi:iifaaang'TEE'!uIiHil'. mergency lamp } Each
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4. Megger 250V /500V) 1No
5. PowerTools:
Range Finder 2Nos
Digital Live-wire detector 2 Nos
Electronics
1. Solderingguns 10 Nos
2. Assorted electronic components for making circuits 50 Nos
3. Small PCBs 10 Nos
4. Multimeters 40 Nos
Ciwil

1. Assorted components for plumbing consisting of metallic pipes,
plastic pipes, flexible pipes, couplings, unions, elbows,

plugsand otherfittings. 155ets
2. Carpentry vice [fitted to work benth). 15 Nos
3. Standard woodworking tools. 155ets
4. Models of industrial trusses, door joints, furniture joines Seach
5. Power Toaols:
Rotary Hammer 2Muas
Demalition Hammer 2Nos
Circular Saw 2 Nos
Planner 2MNos
Hand Drilling Machine 2 Nos
figsaw  2ZNos
Mechanical
1. Arcwelding transformer with cables and holders 5Nos
2, Arcwelding transformer with cables and holders 5Nos
3. Welding accessories like welding shield, chipping hammer,
wire brush, etc. 5 Sets
4, Oxygenandacetylene gas cylinders, blow pipe and other
welding outfit, 2Nos
5. Centre lathe, 2Nos
6, Hearth furnace, anvil and smithy tools. 25ets
tools, £ 5e1s
Grinder. 2Nos
ntrifugal pump, air-conditioner. _ leach
¢ b d L prmell] =
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OUTCOMES:
Upon completion of the course, the student will be able to:
L. Infer the values of resistance, peak to peak RMS values, time period,
frequency. [K2]
2. Outline the logic gates, rectifier, timer circuits and soldering practices. |K2]

3. Demanstrate the measurement of electrical parameters such as voltage,
current, resistance, power and energy. [K2)

4. Wustrate the residential wiring, staircase wiring and fluorescent lamp
wiring. [K2]

5. Preparethe carpentry and plumbingjoints. (K2)

Perform the basic operations of welding. sheet metal work and basic

machining operations in Lathe and Drilling (K2]

e
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OBJECTIVES:

® To develop programs in C using hasic Programming Constructs
o Todevelop applications in C using Arrays and Strings
® Todesign and implement applications in C using Functions, Structures

pwlicatipns in C using Files Y {Cornem=t
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LIST OF EXPFERIMENTS

2.
3.

-,

=D

11
. Write a program to display all prime numbers between two intervals

13.

14.

15.

16,

i7.
18,

19,

(@)

()
20

Write a program using |,/0 statements and expressions.

Write programs using decision-making constructs,

Write a program to find whether the given year is a leap vear or not?
(Hint: not every century is a leap. For example 1700, 1800 and 1900 is
not a leap vear)

Write a program to perform the Calculator operations, namely, addition,
subtraction, multiplication, division and square of a number.

Write a program to check whether a given number is an Armstrong
number or not?

Write a program to check whether a given number is odd or even?
Write a program to find the factorial of a given number.

Write a program to find out the average of 4 integers.

Write a program to print half pyramid of *,

. Write a program to display array elements using two dimensional

Arrays.
Write a program to perform swapping using a function.

using functions,
Write a program to solve towers of Hanol using recursion.
Write a program to gel the largest element of an array using the
function.
Write a program Lo concatenate bwo strings.
Write a program Lo find the length of String.
Write a program ta find the frequency of a character in a string
Write a program to store Student [nformation in Structure and Display
it
The annual examination s conducted for 10 students for five subjects,
Write a program to read the data and determine the following:
Total marks abtained by each student,
The highest marks in each subject and the marks of the student who
secured it
The student who obtained the highest total marks.
Write a program to demonstrate file operations (eg. count the number
of characters, words and lines in a file, replace a specific word with the
given word in the same file).

TOTAL: 30 PERIODS
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OUTCOMES:
Upon completion of the course, the student will be able to:
1. Apply basic constructsarraysstrings,functions and recursion for
executing C programming applications. (K3
2. Analyze Cprograms involving pointers and structures. [K4)
3. Evaluate applications using sequential and random aceess files.[K5)
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OBJECTIVES:

& Tounderstand the significance of Millennium Development Goals
(MDGs) and Sustainable Development Goals [SDGs) of the United
Nations

* Tofamiliarize with SDG targets and indicators

& Toidentify the Constitutional implementation pertaining to 5DGs in
Panchayat Raj

& Toacquire knowledge of the State and the Central government
welfare schemes

¢ Torecognize the role of educational Institutions in community
development

# Todevelop critical thinking skills to address complex societal
challenges through an Immerslon program

MODULE-1 United Nations Sustainability and the Sustainable
Development Agenda 3

Introduction to Sustainability

Indian Rural Enviromment: Necessity and Sustainability

Millennium Development Goals (MDGs)

United Nations Sustainable Development Goals (SDGs) & the Agenda

Overview of the Sustainable Development Goals [SDGs)

Recommended by | 24 |

sowt st sutine o V4’5 {"‘&"t'%%:.?w

Mesting No. _ £ Dated: 3’-[/{]"11‘)}? Board of Studies

Department of Humangies & Soeioes




MODULE-2  Universal SDG Targets 4
® 506G Framework

Hey Components

Fillars of the SDGs

Targets of the Goals

Indicators of the Targets

MODULE-3  SDG and Indian Gram Panchayat k]
®  Gram Panchayat
® Salient Features of Constitutional Amendments
®  Transition from SDGs to LSDGs (Localizing Sustainable Development
Goals)
MODULE-4  Govermment Schemes 4
® Introduction to State and Central Government Schemes
® Overview of Government Schemes
® [localization and Implementation at the Regional Level
® Impact on Local Communities

MODULE-5  Community Engagement 4
® HKey Recommendations of Lthe National Education Policy

Guidelines for Fostering Social Responsibility

Awareness

Participation

Collaboration

MODULE-6  Idea Generation 12
® [mmersion Program
® Focus Areas
® Channelizing ldeas
® Forming Working Teams for SDGs [Sustainable Development Goals)
TOTAL: 30 PERIODS

REFERENCES:

1. Joy Elamon and Ms, Mariamma Sanu George,"The Handbook on
Sustainable Development Goals and Gram Panchayats”, Stare Institute for
Rural Development [SIRD).

2. DrCH.Rene Robin, DrPAShanthi , DrB.Thanuja & DrVYuvaraj Sairam
SDG Idea Engineering Lah 1, Sri Sairam Engineering College.

Recommended by
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WEB REFERENCES

1. UNSustainable Development Goals

2. hups:/ /srmunivdigimat.in/nptel /courses/video/ 109106200 fL30.html
3. https://avecedigimat.in/nptel feoursesfvideo 109106200/ L26.html

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Analyse and apply the concepts of sustainability, Rural environment,Gram
panchayat and various government schemes to design innovative practical
golutions that address real life rural challenges. [K2)

2. Compare MDG's,SDG's and LSDG's to analyse village topology and identify
specific development targets to propose innovative rural solutions. (K4)

3, Analyse the attainment levels of SDG's and write a reflective report on local
community(K4])

4. Formulate problem statement based on local community needs and

propose innovative ideas for community development. (K4)

Perform an individual presentation of field observation by mapping them

with relevant $DG's and justify thelr significance for rural development

(K1)

5.'|
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OBJECTIVES:

& Resolve commaon communication problems
& (Observe the effectiveness of nonverbal messages
& Communicate precisely through the digital media
& Understand the importance of empathetic listening
® Explore reading and speaking processes
MODULE -1 LISTENING 5
Technigues of effective listening
Listening and comprehending
Probing questions
Barriers to listening
Reflection from listening

MODULE- T SPEECH MECHANICS 5
Pronunclation

Enunciation

Vocabulary

Fluency

Common errors

MODULE-1I  READING SKILLS 5
Techniques of effective reading

Kinds of reading

Gathering ideas and information from the text

Evaluating the ideas and information

Interpreting the text from multiple angles

MODULE -1V WRITING ASPECTS 5
Writing process

Effective writing strategies

Different modes of writing

Optimizing the use of resources

Editing
Recommended by '
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MODULE -V FRESENTATION SKILLS 5
Types of presentations

Nonverbal communication

Understanding the purpose and the audience

Beginning and closure of presentations

Presentation tools and strategies

MODULE -Vl ARTICULATION ASPECTS 5
Perforim exercises
Slow speeches
Long speeches
Monologues, Dialogues and Conversation
Feedback necessity
TOTAL : 30 PERIODS

REFERENCES:

1. Sen, Madhuchanda.2010, An Introduction to Critical Thinking. Delhi,
Pearson.

2. Effective Communication Skills Strategies for Success. Edited by MNitn
Bhatnager and Mamta Bhatnager. 2023, Pearson

3. Technical Communication: Principles and Practice, Meenakshi Raman and
Sangeeta Sharma, Oxford University Press, 2015

WEB REFERENCES:
1. https:/ fswayam.govin/nd1_nocl9_hs31/preview
2. https:/ fwwwmyenglishpages.com/speaking/#google_vignette

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Employ reading, writing, and listening skills to communicate clearly in
academic and professional contexts.

2. Demonstrate confident oral communication and presentation skills using
appropriate tools and technlques.

3. Interpret ethical, Inclusive, and culturally aware communication in team
and societal settings
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OBJECTIVES:
o Tounderstand the fundamental concepts of logic, rules of inference, and
guantifiers.

® To learn the principles of mathematical induction, permutations, and
combinations.

® Togain knowledge of groups and normal subgroups in abstract algebra.

® To develop graph algorithms using the foundational concepts of graph
theory.

& To understand the concepts of lattices and Boolean algebra and their
applications.

MODULE-1  LOGICS 9

Basic Connectives - Truth Tables - Logical Equivalence - The Laws of Logic-
Logical Implications - Normal Forms - Rules of Inference - The use of
Quantifiers.

MODULE-11 COMBINATORICS 9
The Principles of Mathematical Induction - Basic counting techniques -
Inclusion and exclusion - Plgeonhole principle - Permutation - Combination.

MODULE-11l ALGEBRAICSTRUCTURES WITH ONE BINARY

OPERATION 12
Semi Groups- Monoids- Groups - Subgroups - Cosels- Normal subgroups
-Lagrange's theorem.

MODUL-IV ~ GRAPHS 12
Graphs - Definition -Special types of Graphs- Matrix representation of Graphs -
Graph isomorphism- Path, Cycle, Connectivity - Eulerian and Hamiltonian
Graphs.

MODULE-V  LATTICES 9
Partial ordering - Posets - Lattices as Posets - Properties of lattices - Lattices as
algebraic systems - Sub lattices - Direct product and homomaorphism - Some
special lattices,

Recommended by
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MODULE-VI BOOLEANALGEBRA 9
Boolean Algebra - Definition - Identities of Boolean Algebra -Demorgan's
laws,

TOTAL: 60 PERIDDS
TEXT BOOKS:

1

Discrete Mathematics and its Applications: with Combinatorics and Graph
Theory, Kenneth H. Rosen, 7th Edition, Tata McGraw - Hill Education Pvt.
Ltd., 2015,

Discrete Mathematical Structure with Applications to Computer Science’,
|.B. Tremblay and R. Manohar, Reprint, McGraw-Hill Education (India),
19467,

REFERENCES:

1L

2

Discrete Mathematics with Applications, Susanna 5. Epp, 4th edition,
Brooks/Cole, Cengage Learning, 2010,

Discrete Mathematics, Norman L. Biggs, 2nd Edition, Oxford University
Press, 2002,

Discrete Mathematics, Seymour Lipschutz, Mare Lipson, Schaum’s Outlines
Series, 3rd edition, McGraw-Hill Education, 200%,

Elements of Discrete Mathematics: A Computer Oriented Approach, C. L.
Liu and D. P. Mohapatra, 4th Edition, Tata MeGraw -Hill Education Pvt. Lud,,
2012

WEB REFERENCES:

1.
2. hutps:/ fwww.es.cornell.edu/~rafael (discmath.pdf

3

4. hetps:/ /drive.google.com/file/d/1-PqMUIqDim 1-AHQKS_zL.3419721

hutps:,/ fweb.stanford.edu fclass/cs103x/ cs103x-notes.pdf
hutp:/ fhome.iitkac.in/ ~arlal fbook/mth202.pdf

VW15 view

ONLINE RESOURSES:

1
2.

https://nptelacin/courses,/ 106106183
https:/ /www.youtube.com/watchTv=xIUFkMKSB3Y&list=PLOBGZD 14
947252020

. https:/ fwww.youtube.com/watchlv=4LITmsfDS4Y &list=PLEAYkSg4u

5Q2Wic_|4QEZUSRdx2 2cPai0&index=13

. hittps:/ fwww.youtube.com/watch?v=jBsEKyxbRjD& st =PLwidnzlViog

oVxVRCTH45pDVM Lao YoMHT

. https:/ fwww.youtube.com/watchTvardXw7Ps9vxcElist=PLHXZ90Q0
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COURSE OUTCOMES:
Uponcompletion of the course, the student should be able to:

1. Construct mathematical arguments using logical connectives, guantifiers
and verify the correctness of an argument using symbalic logic, truth
tables. (K3)

Z. Apply counting principle and mathematical induction to solve
combinatorial problems. (K3)

3. Explain the fundamental concepts of algebraic structures such as groups
and Boolean algebra. (K3)

4. WMustrate the concepts of graphs. (K3)
Apply the concepts of Lattices in the field of computer seience. [K3)
6. Applythe concepts of Boolean algebrain logical circuits. (K3]

L
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OBJECTIVES:
®  Acquire technigues for comprehending and critically analyzing
passages

& |mprove the communicative competence

& Enhance learners’ ability to read and write complex texts, summaries,
definitlons and reports

®  Write effective formal letters and reports
Develop skills for preparing cffective job application

Recommended by |32 |
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MODULE-1 EFFECTIVE COMMUNICATION 6
Listening - Listening to conversations - Speaking - making conversations in
real life occurrences - Reading - short stories, happenings - Writing -
autobiographical writing, preparation of checklist - communication and types
of communication - Language Development — subject - verb agreement,
commonly confused words - spellings

MODULE-11  BASICSOF TECHNICAL WRITING 5
Listening - listening to advertisements and products - Speaking - creating
greetings/wishesfexcuses and thanks - Reading - articles/novels - Writing -
summary of articles, writing modes, formats, compositions - Language
Development - reported speech, numerical adjectives

MODULE-III REPORTWRITING 4
Listening - listening to podcasts - Speaking - practicing telephonic
conversations - observing and responding. Reading - regular columns of
newspapers/ magazines - Writing - reports - feasibility, accident, preparation
of agenda and minutes - Language Development - cause & effect expressions,
discourse markers

MODULE-TV DIVERSE WRITING SKILLS 5
Listening = documentaries, anccdotes and short stories - Speaking -
expressing opinions using verbal and non-verbal communication - Reading
biographies/autoblographies, travelog, — Writing — formal letters — inviting
guests - acceptance/declining letters - Language Development- degreas of
comparison - embedded sentences - acronyms and abbreviations

MODULE-V  CAREER COMPETENCIES 6
Listening - expert talks - recommending suggestions & solutions - Speaking -
Debate- participating in a group discussion - learning GO strategies — Reading
- innovations, ideations - Writing - Job application, resume, - proposals
Language Development - verbal analogies — phrasal verbs

MODULE-V1 LEXICAL ENHANCEMENT 4
Listening - technical and general talks - Speaking - oral presentation with
visual aids - Reading - successiul stories/fautobiographies - Writing - writing
blogs - Language Development - common errors in English, idiomatic
EXpressions

TOTAL: 30 PERIODS

Recommended by
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TEXT BOOKS:
1. Board of editors. Fluency in English: A Course book for Engineering and
Technology. Orient Blackswan, Hyderabad 2016.

Z. Raman, Meenakshi, Sharma. Sangeeta [2019). Professional English. Dxford
University Press.

REFERENCES:

1. Bailey, Stephen. Academic Writing: A Practical Guide for Students.
Routledge, New York.201 1.

2. Raman, Meenakshi, Sharma, Sangeeta, Technical Communication.
Principles and Practice, Oxford University Press, New Delhi, 2014,

3. Muralikrishnan & Mishra Sunitha, Communication skills for Engineers 2nd
ed, Pearson, Tamil Nadu, India 2011, P. Kiranmai and Rajeevan. Geetha.
Basic Communication Skills, Foundation Bools, New Delhi, 2013,

4, Vesilind Aarne P, Public Speaking and Writing Skills for Engincering
Students {2nd Ed), Lakeshore press, 2007

5. Richards, Jack C. Interchange Students” Book - 2. Cambridge University
Press, New Delhi, 2015.

WEE REFERENCES:

1. https://swayam.govin/nd1_noc20_hs21/preview

2. https://nptelacin/content/storage2 fnptel_data3 /heml/mhrd/fict/
text/ 109106122 /lec1.pdf

3. https://takelessons.comfen-in/search?service=English&sort=1%utm_

ONLINE RESOURCES:

1. https:/ fwww.coursera.org/specializations fimprove-english?

2. https:/ /www.fluentu.com/blog/educator-english/business-english-
conversation-topics/

OUTCOMES:

Upon completion ofthe course, the student will be able to:

1. Demonstrate an understanding of various types of communication and
prepare effective checklists.(K2)

2, Summarize articles) write ups [K2)

1. Construct feasibility reports, accident reports, survey reports and meeting
minutes (K3]

4. Apply skills to compose official letters with emphasis and clarity (K3)

Recommended by
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5, Composejohapplications and technical proposals (K3)
6. Demaonstrate the ability to express opinions in both oral and written forms
of communication (K2)
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OBJECTIVES:

& Tounderstand the essential principles of physics of conducting
materials, superconducting and optical properties of materials

& Toeducate the basic principles of semiconductor device and electron
transport properties

¢ Tobecome proficient in magnetic materials
& Toacquaint the basics of superconducting and optical materials
& Toacquire the basic working of nanoelectronic devices
# Tounderstand the basics of quantum computing
MODULE-1 CONDUCTING MATERIALS 8

Classical free electron theory - Expression for electrical conductivity - Thermal
conductivity expression - Wiedemann-Franz law - Success and failures -
Fermi- Diracstatistics - Density of energy states - Electron in periodic potential
- Energy bands in solids - Electron effective mass - Concept of hole,

MODULE-11 SEMICONDUCTOR MATERIALS 7
I.‘.I:recr and Inl:lirett han:! gap semiconductors - Intrinsic Semiconductors -
intrinsic semiconductors - Extrinsic semiconductors
Recommended by
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- Carrier concentration in N-type & P-type semiconductors - Variation of
carrier concentration with temperature - Variation of Fermi level with
temperature and impurity concentration - Carrier transport in
Semiconductor: random motion, drift, mebility and diffusion - Hall effect and
devices,

MODULE - 1Ll MAGNETIC PROPERTIES OF MATERIALS B
Magnetic dipole moment - atomic magnetic moments - magnetic permeability
and susceptibility - Magnetic material classification: diamagnetism -
paramagnetism - lerromagnetism - antiferromagnetism - ferrimagnetism -
Ferromagnetism: Domain Theory - M versus |1 behaviour - Hard and soft
magnetic materials - applications - Magnetic principle in computer data
storage - Magnetic hard disc - GMR sensor,

MODULE-IV SUPERCONDUCTING & OPTICAL PROPERTIES OF

MATERIALS 7
Superconductivity - Type-l and Type-1l superconductors - Properties and
applications - Classilication of optical materials - Absorption and emission of
light in metals, semiconductors and insulators - Carrier generation and
recombination processes - Photo current in a P-N diode - Solar cell - LED -
Organic LED- Optical data storage techniques and devices.

MODULE-V NANODEVICES 8
Introduction - Size dependence of Fermi energy - Quantum confingment -
Quantum structures - Density of states in quantum well, quanturs wire and
quantum dot structure - Band gap of nanomaterials - Tunneling: single
electron phenomena and single electron transistor - Quantum dot laser -
Carbon nanotubes: Properties and applications,

MODULE - V1 QUANTUM COMPUTING 7
Quantum system for information processing - quantum states - classical bits -
quantuim bits or gubits - multiple gubits - Bloch sphere - Superposition -
Entanglement - quantum gates - CNOT gate - Types of Quantum Computer:
Quantum Annealer- Analog uantum- Universal Quantum.

TOTAL: 45 PERIODS

TEXT BOOKS:

1. [aspritSingh, “Semiconductor Devices: Basic Principles’, Wiley 2012.

2. Kasap, 5.0, "Principles of Electronic Materials and Devices”, McGraw- Hill
Education, 2017.

- *Introduction to Solid State Physics”, Wiley, 2018,

| 36 |
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4, S.0.Pillai,“Solid State Physics, New Academic Science’, 2017,

5. DK.Bhattacharya & Poonam Tandon., "Physics for Information Science and
Electronics Engineering”, Oxford Higher Education”, 2017.

REFERENCES:

1. Garcia, N. & Damask, A, "Physics for Computer Science Students”,
Springer-Veriag, 2012,

2. Hanson, GW, "Fundamentals of Nanoelectronics”,  Fearson Education,
2009,

3. Rogers, B, Adams, |, & Peanathur, S, "Nanotechnology: Underseanding
Small Systems”, CRC Press, 2014,

OUTCOMES:

Upon completion ol the course, the student will be able to:

1. Explore the basic concepts of free electron theory of solids and apply it to
determine the conducting properties, carrier concentration and effective
mass of anelectronin conductors (K3)

2. Analyzethe band structures and carvier concentrations of semiconductors,
study their varfations with temperature, and examine carrier transpart
mechanisms [K4)

3. Have an insight into the different types of magnetic materials and magnetic
data storage device [(K3)

4. Analyze the properties of superconductors and optical interactions in
materials and explain the working of opteclectronic and optical storage
devices [K4)

5. Examine quantum confinement and quantum structures, analyze the
working principles of quantum devices, and explore the applications of
carbon nanotubes (K4)

6. Apply the basic concepts of quantum computing to demonstrate the
aperation of guantum gates and the formation of entangled states (K3
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248SCY201 | cyemISTRY FOR ENVIRONMENT | L |T | P |CP|C
S0G N0 AND SUSTAINABILITY 3

ORBJECTIVES:

® ‘Togain a comprehensive understanding of environmental science, the
intricate relationships within ecosystems, and the crucial role of
hindiversity conservation..

® Tointroduce the structure and components of the atmosphere, and
provide an overview of the photochemical reactions imvolved,

® Tofoster a sound understanding of water quality parameters and
water treatment technigques.

e Toexplore the various components of soil and understand the steps
involved in Solid Waste Management (SWM).

& Toadvocate the benefits of renewalble energy and promote awareness
of sustainable energy practices.

» Toimplement the principles of Green Chemistry in alignment with the
Sustainable Development Goals (SDGs).

MODULE-1 INTRODUCTION TO ENVIRONMENTAL SCIENCE 8
Environment: Definition, concept of environment and  its components -
scope and importance of environment - need for publicawareness.
Ecosystem: Structure and functions: Structures - Biotic and Abiatic
components. Functions - Energy flow in ecosystems, food chaing and food
: cles[C.N&P), Eealogical succession.
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Biodiversity and its conservation: Definition, types, importance of
biodiversity, values and threats to biodiversity. Endangered and endemic
species - concept and basis of identification of ‘Hotspots’; hotspots in India.
Strategies for blodiversity conservation: in situ, ex situ and in vitro
conservation,

MODULE-1T ATMOSPHERIC CHEMISTRY 7
Atmospheric Chemistry - Composition and structure of atmosphere. Climate
change - greenhouse effect - role of greenhouse gases (CO2, CH4, N20, CFCs)
on global warming. Chemical and photochemical reactions in the atmosphere -
Formation of smog, PAN, acld rain {causes, effect and control measures).
Oxvgen and ozone chemistry - Ozone layer depletion [causes, effect and
control measures).

MODULE - 11l WATER CHEMISTRY B

Importance and scope of water chemistry - Sources and impurities in water -
Water Quality Parameters - Specifications as per WHO/BIS standards.
Hardness of water, lypes, numerical problems on hardness of water.
Softening of water - Internal trestment {Lime-soda, Phosphate, Calgon,
Sodium Aluminate and Colloidal conditloning). External treatments: lon
exchange and Zeolite processes. Municipal water treatment: primary
treatment and disinfection [UV, Dzonation, break-point chlorination].
Desalination of brackish water by Reverse osmosis, Sustainable water
management practices {waler recycling and rainwater harvesting)

MODULE -1V SOILCHEMISTRY AND SOLID WASTE MANAGEMENT 7
Soil Chemistry: Chemical composition of soil, Acid-Base and lon-Exchange
Reactions in Soil, Soil acidity and salinity. Importance of NPK in Soill Fertility.
Modern agriculture - lmpacts of both excessive and insufficient fertilizer use,
alongside the effects of pesticides on soil chemistry and the environment.
Sustainable agriculture - Approaches to improve soil salinity (leaching, soil
amendments, crop rotation), Design and use of green pesticides for
sustainable farming.

Solid Waste Management System: Sources and tvpes of solid waste,
Elements of solid waste management, Methods of residential and commercial
waste collection, Treatment / processing - Incineration, Composting, Landfill -
Dumpsite rehabilitation,

MODULE-V ENERGY ANDENVIRONMENT ]

Energy sources = Renewable and non-renewable energy sources, Principle
and generation of solar energy (solar collectors, photo-voltaic modules, solar
ponds), wind energy, geothermal energy; tidal energy, OTEC energy from
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biomass, biofuels, Nuclear energy - fission and fusion, Nuclear fuels, Nuclear
reactor - principles and types. Need for energy efficiency, Energy conservation
and sustainability - action strategies for sustainable energy management from
afuture perspective,

MODULE -Vl GREEN CHEMISTRY AND SUSTAINABILITY 7
Green Chemistry: Introduction to green chemistry, Principles of Green
Chemistry {12-principles), the concept of atom economy and chemical
synthesis, Important techniques used in green chemistry. Application of green
chemistry, viz. replacement of ozone depleting substances including CFCs,
manufacture of biodegradable polymers, use of H202 as benign bleaching
agents in the paper industry.
Sustainable Development: Definition and concepts of sustainable
development, Need for sustainable development; Sustainable development
goals - 17 5DG goals.
Sustainable practices: Zero waste and R concept, Circular economy, 150
14000 Series, Material Life cycle assessment and Environmental Impact
Assessment.

TOTAL: 45 PERIODS

TEXTBOOKS:

1. Benny Joseph, ‘Enviranmental Science and Engineering; Tata McGraw-Hill,
Wew Delhi, 2006,

2. Gilbert M.Masters, 'Introduction to Environmental Engineering and
Sclence’, 2nd edition, Pearson Education, 2004.

3. Ravikrishnan A, ‘Environmental Science and Engineering, 5ri Krishna
Hitech Publishing Company Pvt, Ltd, Revised Edition 2020,
4, Vogel's Textbook of Quantitative Chemical Analysis [Bth edition,2014).

REFERENCES:

1. Dharmendra 5 Sengar, ‘Environmental law’, Prentice hall of India PVT LTD,
New Delhi, 2007.

2. Erach Bharucha, "Textbook of Environmental Studies”, Universities
Press(1) PVT, LTD, Hyderabad, 2015.

3. G. Tyler Miller and Scott E. Spoclman, “Environmental Seience”, Cengage
Learning India PYT, LTD, Delhi, 2014.

4. Chemistry for Environmental Engineering, Clair N. Sawyer. Perry L. Mc
Carty, Gene F. Parkin, 4th Edition, McGraw-HilL
5. Environmental Chemistry - Stanley Manahan, 11th Edition, CRC Press.
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OUTCOMES:

Upon completion of the course, the student will be able to:

1. Develop a foundational understanding of environmental science, the
interactions within ecosystems, the significance of biodiversity, and the
importance of conservation strategies for maintaining ecological balance,
(K3)

2. ldentily the primary components of the atmosphere, explain the causes of
atmospheric pollution, and propose basic strategies to promote a
sustainable and clean atmosphere. [K3)

3. Demonstrate complex water quality parameters, and develop innovative
methods for producing cost-effective soft water suitable for both industrial
use and potable consumption, (K3)

4, Describe the composition and functions of soil components, analyze the
sources and characteristics of solld wastes, and evaluate the methods and
stratesies employed in solid waste management (SWM). (K3)

5. Explain renewable and non-renewable resources, describe various
methods for harnessing energy from different sources and explain their
applications in various contexts. (K3]

6. Tustrate a comprehensive understanding of green chemistry principles
and their alignment with sustainable development goals, preparing them
Lo contribute to environmentally friendly and sustainable practices in their
future careers.(K3)
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; ‘ ENGINEERING GRAPHICS T [P ICPIC |
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OBJECTIVES:

s Todevelop in students, graphic skills for communication of concepts,
ideas and design of engineering products.

e Tovisualize the job in three dimensions.

® Tohave a clear conception and appreciation of the shape, size,
proportion and design.

e Toexpose the student community Lo existing national standards
related to technical drawings.

MODULE-1 PLANE CURVES 6+4
Basic Geometrical constructions, Curves used in engineering practices: Conics
- Construction of ellipse, parabola and hyperbola by eccentricity method -
Construction of cvcloid on Horizontal Surfaces — Drawing of tangents and
normal to the above curves.

MODULE-11 PROJECTION OF POINTS, LINES AND PLANES f+4
Projection of Points (Concept only). Projection (Elevation and Planjol straight
lines. inclined to both reference planes by rotating line method. Projection of
plane surfaces, inclined to one of the reference planes by rotating object
method,

MODULE - 111 PROJECTION OF SOLIDS 6+4
Projection of regular solids (Prisms, Pyramids, Cylinder and cone) in first
quadrant, by rotating object method when the axis is inclined o one of the
reference planes.

MODULE -1V ORTHOGRAPHICPRO] ECTION fi+d
Orthographic Projection - Principles of orthographic projections,
Orthographic projection of objects from pictorial view.

MODULE-V SECTIONAND DEVELOPMENT OF LATERAL SURFACE  6+4

Projection of sectioned solids (Prisms, Pyramids, Cylinder and cone) and true
shape of the sections, when \he axis of the solid is perpendicular 1o HP alone
and cutting plane inclined to HP only, Development of lateral surfaces of

L abgolids [Prisms, Pyramids, Cylinder angl Cone) with

Recommendad B o i only. %-T‘(Esfw-wt

| 42 CHAIRMAN
Board of Siudiea
Mechanleal Engineeriig




| Syltabus / IT |
MODULE -VI ISOMETRIC PROJECTIONS 6+4
Isometric projection - Principle, isometric scale, lsometric views and
Isometric projections of truncated solids - Prisms, Pyramids, Cylinder and
Cone insimple vertical pesitions only,
TOTAL: 60 PERIODS

TEXT BDOKS:
1. Venugopal K. and Prabhu Raja V. "Engineering Graphics”, New Age
International (P Limited, 2011,

2. T Jeyapoovan, “Engineering Graphics using AUTOCAD®, Vikas Publishing
House Pvt Ltd, 7th Edition.

REFERENCES:
1. N % Parthasarathy and Vela Murall, “Engineering Graphics”, Oxford
University, Press, New Delhi, 2015.

2. Bhatt N.D. and Panchal V.M., "Engineering Drawing’, Charotar Publishing
House, 50th Edition, 2010,

3. Natrajan K.V, “A text book of Engineering Graphics’, Dhanalakshmi
Publishers, Chennal, 2009,

WEBE REFERENCES:
1. hetps:/ farchivenptelacin/courses/112/102/112102304/

ONLINE RESOURCES:
1. hups:/ fmprelacin/courses 105,/ 104105104148/
2. hupsy//nprelacin/courses/112/103/112103019/

OUTCOMES:

Uponcompletion ofthe course, the student will be able to:

1. Perform free hand drawing of conical sections and cycloids. (K3)

2. Sketeh the orthographic projection of lines and plane surfaces of rectangle,
square, pentagon and Hexagon. (K3)

3. Draw the orthographic projection of regular solids like prism, pyramids,
cylinder and cone using change of position method. (K3)

4. Draw plan, elevation and side views for the 3dimensional isometric
drawing by using the concepts of orthographic projection. (K3}

5. Draw the section and development of lateral surfaces for the regular solids

Vvlinder and Cone for the axis perpendicular to HE.
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6. Draw the isometric view, projection for regular and truncated solids like
Prism, Pyramid, Cylinder and Cone. (K3}
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Lmzﬂm TAMILS AND TECHNOLOGY '1- '; : ‘-;"[f
OBJECTIVES:

*  Understand the lechnigues that help for a better livelihood
*  ldentify the methods used for scientific Tamil computing

UNIT-1  WEAVING AND CERAMIC TECHNOLOGY 3
Weaving Industry during Sangam Age - Ceramic technology - Black and Red Ware
Polleries (BRW) - Graffiti on Potteries,

UNIT-Il  DESIGNAND CONSTRUCTION TECHNOLOGY 3
Designing and Structural consiruction House & Designs in household materials during
Sangam Age - Building materials and Hero stones of Sangam age — Detais of Stage
Constructions o Silappathikaram - Sculptures and Temples of Mamallapuram - Great
Temples of Cholas and other worship places - Temples of Nayaka Perod - Type study
(Madurai Meenakshi Temple)- Thirumalai Nayakar Mahal - Chetti Nadu Houses, Indo -
Saracenic architecture at Madras during British Perigd,

UNIT-Il MANUFACTURING TECHNOLOGY 3
Art of Ship Building - Metallurgical studies - Inon industry - ron smeiting, steed -Copper and
golg- Coins as source of history - Minting of Cains - Beads making-industries Stone beads -
e Hacommandsd Byoo: - ell beads/ bone beats - Archeological evidences - Gem
EIVOES DascTioed i ‘. kﬂ'ﬁm. %-{'QENU“WII-
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[Sytatus
UNIT-IV  AGRICULTURE AND IRRIGATION TECHNOLOGY 3
Dam, Tank, ponds, Sluice, Significance of Kumizhi Thoompu of Chola Period, Animal
Husbandry - Wels cesigned for cat®e use - Agricuiture and Agro Processing - Knowledge of
Sea - Frshanes - Paard - Conche giving - Ancent Knowdedge of Ooaan - Knowleoge Spacfic
Saciaty,

UNIT-V  SCIENTIFIC TAMIL & TAMIL COMPUTING i
Developmant of Scientific Tamil - Tamil comauting —= Dagitalizaton of Tamil Books =
Development of Taril Sofware — Tamil Videsl Academy - Tami Digital Library - Onling
Tamil DicEonanias - Sorkuvai Project.

TOTAL : 15 PERIODS
TEIT-CUHREFEFIEHEEBM UGl - G508, Sehenen {
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5. Social Life of Temds (Dr K. K. Piltay) A joint publication of TNTB & ESC and RMRL = (in
print)

6. Social Life of the Tamils - Tha Classical Period (v 5, Singaraveiu) (Publshed by:
International Institute of Tamil Studies,

7. Hislorical Hertage of the Tamils (D5 \V.Subatamanian, Dri.D. Thinnavukkarasu)
(Published by: International Insfitute of Tami! Studies}.

&  The Contributions of the Tamis 1o Indian Culture (Dr M. Valarmalh) {Published by:
Intemational Institute of Tamil Studies |

9 Keeladi -'Sangam City Civilzation on the banks of mver Yaigal® (Jointly Published by:
Depariment of Archaeology & Tamil Madu Text Book and Educational Services
Corporation, Tamil Nadu)

10, Studwes in the Histary of India wik Snecial Referenca to Taml Nadu (DrE K. Pillay)
(Published by The Author)

1. Porunal Civilization {Jeinily Pubkshed by: Departrent ol Archasclogy & Tamil Nadu
Text Book and Educational Services Corparation, Tamil Madu

12, Journey of Civilization Indus to Vaicas (R.Balaknishnan) (Published by RMRL) -
Raferanca Book
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5 Social Life of Tamils {Dr KK Pillay) Ajoint publication of TNTB & ESC and RMAL -
{in print)

G Social Life of the Tamis - The Classical Pencd (Or.5. Singaravalu| (Publshad by
internalj be of Tamil Studiss.
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To gain knowledge on manufacturing and metallurgical technologles of ancient

Tamils. (K3)

5  Casrmemien, dilumsemd odgeh s shertQanflagy uksmart ubdl
izt Gl o s
To understand agncultural> imgation> and manne technologies of ancient Tamil

society.(K3)
afleilusigibly whgun seflssdfatamisHauugh st sodfisf

L se Lo (Rassmengin s g Gl g s,
To understand the development of Scientific Tamil and its applications. in Tamil
computing. (K3)
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DG ND. & 2/|0(0)|2 |0
ARMY WING
NCCGENERAL G
MCC1  Aims, Objectives & Organization ol NCC 1
NCC2  Incentives Z
KCC3  Dutlesof NCC Cadet 1
MCC4  MCCCamps: Types & Conduct 2
NATIONALINTEGRATION AND AWARENESS 4
NIl National Integration: Importance & Necessity 1
Nz Factors Affecting National Integration 1
Ni3 Unity in Diversity & Role of NCC in Nation Building
NI 4 Threats to National Security 1
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PERSONALITY DEVELOPMENT 7
FD1 Self-Awareness, Empathy, Critical & Creative Thinking, Decision
Makingand Problem Solving 2
FD2 Communication Skills 3
PD3 Group Discussion: Stress & Emotions 2
LEADERSHIP 5
L1 Leadership Capsule: Traits, Indicators, Motivation, Moral Values,
Honour Code 3
L2 Case Studies: Shivaji, |hasi Ki Rani 2
SOCIALSERVICEAND COMMUNITY DEVELOPMENT &
551 Basics, Rural Development Programmes, NGOs, Contribution of
Youth 3

554 Protection of Children and Women Safety 1
885 Road / Rail Travel Safety 1
556 New Initiatives 2
857 Cyber and Mobile Security Awareness 1
TOTAL: 30 PERIODS

NAVAL WING

NCCGENERAL i
NCC1  Aims, Objectives & Organization of NCC 1
MCC2 Incentives 2
MCC3  Dutiesof NCC Cadet 1
NCC4  NOCCamps: Types & Conduct 2
NATIONALINTEGRATION AND AWARENESS 4
Mi1 National Integration: Importance & Necessity 1
M2 Factors Affecting National Integration 1
M3 Unity in Diversity & Role of NCCin Nation Bullding 1
N4 Threatste National Security 1
PERSONALITY DEVELOPMENT 7

FD1 Seli-Awareness, Empathy, Critical & Creative Thinking, Decision
Makingand Problem Salving 2

PD2 Communication Skills 3

PD3 Group Discussion: Stress & Emotions 2
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LEADERSHIP 5
L1 Leadership Capsule: Traits, Indicators, Motivation, Moral Yalues,

Honour Code 3

L2 Case Studies: Shivaji, |hasi Ki Rani 2

SOCIALSERVICEAND COMMUNITY DEVELOPMENT i
851 Basics, Rural Development Programmes, NGOs, Contribution of

Youth 3

554 Protection of Children and Women Safety 1

555 Road / Rail Travel Safety 1

556 New Initiatives 2

1

557 Cyber and Mobile Security Awareness
TOTAL: 30 PERIODS

ARMY WING
MCC GENERAL 6
MCC1  Aims, Objectives & Organization of NCC 1
KCC2  Incontives 2
MNCC3 Duties of NCC Cadet 1
WCC4  NCCCamps: Types & Conduct FA
NATIONAL INTEGRATION AND AWARENESS 4
Mi1 Mational Integration: Importance & Necessity 1
M2 Factors Affecting Mational Integration 1
MI3 Linity in Diversity & Role of NCC in Nation Building 1
M4 Threats to National Security 1
PERSONALITY DEVELOPMENT 7
rD1 Seli-Awareness, Empathy, Critical & Creative Thinking, Decision
Making and Problem Solving z
PN 2 Communication Skills 3
PR3 Group Discussion: Stress & Emotions 2
LEADERSHIFP 5
L1 Leadership Capsule: Traits, Indicators, Motivation, Moral Values,
Honour Code 3
L2 Case Studies: Shiva]l, [hasi Ki Rani 2
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SOCIALSERVICE AND COMMUNITY DEVELOPMENT a
851 Basics, Rural Development Programmes, NGOs, Contribution of

Youth 3

554 Protection of Children and Women Safety 1

855 Road / Rail Travel Safety 1

556 New Initiatives 2

557 Cyberand Mobile Security Awareness 1
TOTAL: 30 PERIODS

SEMESTER - 11
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SDG NOL 6313217 LABORATORY 0(0 & | &

PHYSICS LABORATORY (Any Five Experiments to be conducted)
OBJECTIVES:
& Demaonstrate the wave nature of light using diffraction and
interference properties.
Study the thermal conductivity of a bad conductor
e Verify experimentally the elastic properties of materials,

Lo

SLNo. Name of the Experiment
1 (a) Determination of wavelenpgth of Laser

(b) Determination of numerical aperture and acceptance angle in
an optical fiber:

(] Determination of particle size using laser source,
2 Determination of thermal conductivity of a bad conductor - Lee's
Disc method.

i Determination of Young's modulus by non-uniform hending
method.

4 Determination of the period of ascillation of a given torsional

pendulum for a fixed length and find the rigidity modulus of the

WIre.

Find out the thickness of the given wire by air wedge method.

Caleulation of lattlce cell parameter - X-ray diffraction method,

Determination of Planck’s constant.

Determination of wavelength of mercury spectrum - spectrometer

rating.
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9 Determination of velocity of sound and compressibility of liguid -
Ultrasonic Interferometer.

10 Determination of band gap of a semiconducton

11 Determination of Hall coefficient by Hall Effect experiment.

12 Determination of solar cell characteristics,

CHEMISTRY LABORATORY [Any Five Experiments to be conducted)
OBJECTIVES:
® To acquaint students with practical knowledge of the basic concepts of
chemistry that they will encounter during their studies and in the
industry and engincering fields.
® To acquaint students with the determination of the molecular weight of
a polymer by viscometry.
® To develop and understand the basic concepts of acidic and basic
nature using pH.

SL.No. Name of the Experiment

1 Conductometric titration of strong acid vs strong hase.

2 Determination aof chloride content of water sample by
Argentometric method.

3 Determination of strength of acids in a mixture of acids using
conductivity meter.

4 Determinarion of total, temporary & permanent hardness of water
by EDTA method.

5 Estimation of iron content of the given solulion using
potentiometern

i Determination of DO content of water sample by Winkler's
method.

7 Determination of strength of given hydrochloric acid using pH
meter

8 Estimation of iron content of the water sample using
spectrophotometer (1,10- Phenanthroline / thiocyanate method).

a9 Estimation of Sodium and Potassium in the given sample of water
using Flame Photometer,

] Determination of molecular weights of polymer sam ples using
Ostwald's Viscometer,

11 Synthesis of nano-CdS by precipitation. [ Demonstration only)

12 Corrosion experiment-weight loss method,

TOTAL: &0 PERIODS
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TEXT BOOKS:
1. Engineering Physics Lab, Dr. G, SenthilKumar, VRE publishers. (2019)
2. Engineering Physics Practical, Dr. B Mani, Dhanam Publications. (2020]

TEXTBOOK:

1. Vogel's Texthook of Quantitative Chemical Analysis (8th edition, 2014).

2. Practical Physical chemistry by B. Viswanathan, P. 5. Raghavan
(Vivabooks), 2009,

3. Foundation of Experimental Chemistry by Jubaraj B. Baruah, Parikshit
Gogoi, 2010,

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Apply the principles of elasticity and thermal physics to evaluate the
various modulus of elasticity and conductivity of a bad conductor, (K3)

2. Explicate the properties of semi conductors by evaluating the band gap, I-V
characteristics of solar cell and Hall effect ofthe matcrials. (K3)

3, Describe multiple measurement technigues, including volumetric
tltrations, conductivity, pH, redox potential and optical density
measurements, used Lo estimate the amount of substance present in a
solution, [K3)

4. Apply spectroscopic technigues, viscometry, synthesize nang particles,
analyze the corrosion behaviour of materials in different environments,
(K3)
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SEMESTER - 11
24TPT201 [ 0P USING JAVA LABORATORY | L | T |P |CP C
506 NO. 4,9 WITH THEORY 1/0(|&|5 3
OH]'EL'I."IVES:

# Tounderstand Object Oriented Programming concepts and principles
of Packages, Inheritance and Interfaces

To have the understanding of Exceptions and to make use 10 streams
To develop a Java application with threads and generic classes,

To illustrate concepts of Java collection framework

To design and build simple Graphical User Interfaces

MODULE-1 INTRODUCTION TO QOP AND JAVA FUNDAMENTALS 8

Object Oriented Programming - Abstraction - Ubjects and Classes -

Encapsulation— Inheritance - Fulymorphism- OOF In Java - Characteristics of

Java - The Java Lnvironment - Java Source Flle - Compilation - Fundamental

Programming Structures in Java - Defining Classes in Java - Constructors -

Methods -Access Specifiers- Statle Members - Comments - Data Types

Variables - Operators - Control Flow - Arrays - Packages - Javadoc Comment

LISTOFEXPERIMENTS

2. Writea program Lo find the sum of individual digits of a posiliveinteger.

h. Writea program Lo generate the Arstn terms af the sequence.

¢, Writea program to generateall the prime numbers between Land n, where
i ks a value supplied by the user.

d. Write a program to find both the largest and smallest number in a list of

integers.

e. Write a program to find factorial of list of number reading input as
commant

MODULE-11 INHERITANCE AND INTERFACES 8

Inheritance - Superclasses- Subclasses -Protected Members - Constructors

in SubClasscs- The Object Class — Abstract Classes and Methods- Final

Methods and Classes - Interfaces - Defining an Interface - Implementing

Interface - Differences Between Classes and Interfaces - Extending Interfaces -

Object Cloning - Inner Classes - Array Lists- SIFNRS.

LIST OF EXPERIMENTS

a. Develop a java application with an Employee class with Emp_name,
Emp_id, Address, Mail_id, Mobile_no as members, Inherit the classes,
Programmer, Assistant Professor Associate Professor and Professor from

L LA
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employee class, Add Basic Pay (BP) as the member of all the Inherited
classes with 97% of BP as DA, 10 % of BP as HRA, 12% of BP as PF, 0.1% of
BP for staff club funds, Generate pay slips for the employees with their
gross and net salary

b. Write a Java Program to create an abstract class named Shape that contains
two integers and an empty method named print Area(). Provide three
classes named Rectangle, Triangle and Circle such that each one of the
classes extends the class Shape. Each one of the classes contains only the
methed printArea () that prints the area of the given shape, Use interface

¢ Write a program to perform string operations using ArrayList. Write
functions for the following a. Append - add at end b. Insert - add at
particular index c. Search d. Listall string startswith given letter

MODULE - 11l EXCEPTION HANDLING ANDL/O 8

Exceptions - Exception Hierarchy = Throwing and Catching Exceptions -

Builtln Exceptions - Creating Own Exceptions - Stack Trace Elements - Input

JOutput Basics — Streams - Byte Streams and Character Streams - Reading and

Writing Console - Reading and Writing Files,

LISTOF EXPERIMENTS

a. Implement exception handling and creation of user defined exceptions

b. Design a Java interface for ADT Stack Implement this interface using an
array. Provide necessary exception handling in both the implementations.

c, Write a Java program that reads a file name from the user displays
information about whether the file exists, whether the file is readable, or
writable, the type of file and the length of the file in bytes

MODULE-1V MULTITHREADING AND GENERIC PROGRAMMING 7

Differences between Multithreading and Multitasking - Thread Life Cycle -

Creating Threads - Synchronizing Threads - Inter-Thread Communication -

Daemon Threads - Thread Groups - Java Concurrency Packages - Generic

Programming - Generic Classes - Generic Methods - Bounded Types -

Hestrictions and Limitations.

LIST OF EXFERIMENTS

a. Write a java program that implements a multi-threaded application that
has three threads. First thread generates a random integer every 1 second
and if the value is even, the second thread computes the square of the
number and prints. 1f the value is odd, the third thread will print the value
af the cube of the number.

B, Write a program to implement the concept of importing classes [rom user
defined package and creating packages

Wﬁnd the maximum value from the given type of
emants using ageneric function
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MODULE-V COLLECTION FRAMEWORK T
Collections overview, Collection interfaces - List, Set, Map, List - ArrayList,
LinkedList, Vector, Sel - HashSei, TreeSet, Map - HashTable, HashMap,
Accessing a collection via an lterator, Comparator, comparable,
LISTOF EXPERIMENTS
a. Write a Java program to create a new array list, add some colors and print
the collection,
b, Write a Java program to shuffle elements in array list
¢ Write a Java program to fterate through all clements in alinked list
d. Write a Java program to create an ArrayList of Student ( id,name deptage)
objects and search for particular Student objects based on id number.
e Write a Java program to create an ArrayList which will be able to store anly
char and String but notany other data type.
. Write a Java program using Queue Collection for Cinema Ticket Sale,

MODULE- VI GUIPROGRAMMING WITH APPLET AND SWING 7
Applets - Applet Class, Applet Skeleton, Simple Applet, Delegation Event Model
- Events, Event sources, Fvent Listeners, Event classes, Handling mouse and
keyboard events, Swing - |Label and Image icon, JTextField, |Button,
[CheckBox, [RadinButton, [ComboBox
LIST OF EXPERIMENTS
a. Develop an Applet program to accepl two numbers Trom the user and
output the sum and difference in the respective text boxes.
b, Write i program that identilies key-up key-down event user enlering lext
ina Applet
c. Write a Java program to design student registration form using Swing
controls. The form which having the following fields and butlon SAVE
d. Write a program to display the digital watch in swing
TOTAL: 45 PERIODS

TEXT BOOKS:

1. Herbert Schildt, "Java - The Complete Reference”, 8th Edition,
McGrawHill Education, 2011,

2, E. Balapurusamy - "Programming with Java’, 6th Edition,
MeGrawHill Education, 2019.

REFERENCES:
1. Paul Deitel, Harvey Deitel, “Java SE 8 for Programmers”, 3rd Edition,
earsom, 2015,
2| stelectuhmented Bylackpook’, Dream Tech Press, 2011,
A -
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3. Timothy Budd, "Understanding Object-Oriented Programming with java’,
Updated Edition, Pearson Education, 2000.

WEB REFERENCES:

1. https://wwww3schools.com/fjava/java_oop.asp

2. https://www.edureka.co/blog/object-oriented-programming/

3. hups:/ fwwwintu.edu.sg/homefehchua/programming/|ava/|3a_00pP
Basics. hitml

&, https:/ fintrocs.cs.princeton.edu fjava flectures/

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Apply object-oriented programming principles, inheritance, and interfaces
to construct modular |ava applications. [(K3)

2, Implement exception handling, 1/0 operations, multithreading, and
generic programming to develop reliable software solutions. (K3)

3. Analyze data structures using the collection framework for designing
Interactive applications with Applets and Swing [(K4)
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OBJECTIVES:

To impart the basics of technologies that are used to identify sustainable
solutions to societal problems
o  To Provide awareness on Printed Circuit Board (PCE) design using
ORCAD software.
o To Raise awareness of at least three Internet of Things (10T projects
and their applications.
o  To Upskill learners through practical experience with 3D printing and
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To prepare the learners to correctly align the ideas to SDGs

To comprehensive knowledge on entreprencurship and effective idea
presentation techniques.

To evaluate the effectiveness of SDGS and Implementation strategy

MODULE-1 BASICS OF DESIGN THINKING IN ELECTRICAL AND

ELECTRONIC COMPONENTS 4
Awareness Session on Basics of Design Thinking
Study of Active & Passive Electronic Components
Study of Basic AC & DC Electrical Clrouits
Study of Microprocessors & Microcontrollers
Demonstration of Arduine Board, ESP 32 Board Raspberry Pi Board &
PCR design software-Eagle
Demonstration of PCB design using the software’s Orcad, Eagle etc.

MODULE-Z EMEBEDDED SYSTEMS, 10T AND ROBOTICS L

Study of sensors and transducers
Study of embedded protocols, 10T Protocols & Embedded C
Demonstration of Robotics & Drone models

MODULE-3 BASICS OF MECHANICAL ENGINEERING 4

Study of Mechanical Modeling using Fusion 360
Dempnstration of 3D Scarmer, 3D Printer, Laser Culler &RD Warks
Software

Study of Slicer Software & Master Caim Software

MODULE 4 ALIGNMENT AND MAPPING OF IDEAS 4

Project Title: justification of SDG and SAF - Prablem Statement &
Solution

MODULE-5 ENTREPRENEURSHIP SKILLS 4

Startup Awarcness
Entreprencurship Opportunities
Mock Presentations

Innovation

Nowvelty

Feasibility

Presentation Skills L rJL Aroaky {M

Chairman
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MODULE-6 SCOUT for SDG IDEATHON 12
Evaluation Stages:
®  First Round
® Second Round
® |deaPitching
TOTAL: 30 PERIODS
REFERENCES:

1. DFKothariand L] Nagarath, “Basic Electrical and Electronics Engineering”,
MeGraw Hill Education (India) Private Limited, Second Edition, 2020

2. 5.K.Bhattacharya, Basic Electrical Engineering, Pearson Education, 2019

3. Elements of Mechanical Engineering by N M Bhatt and | R Mehta, Mahajan
Publishing House

4. Basic Mechanical Engineering by Pravin Kumar, Pearson Education

5. Robert Barton, Patrick Grossetete, David Hanes, Jerome Henry, Gonzalo
Salgueiro, “1oT Fundamentals: Networking Technologies, Protocols, and
Use Cases forthe Internet of Things”, CISCO Press, 2017,

6. RE.Mittal and L].Magrath, Robotics and Control, Tata McGraw Hill, New
Delhi,4th Repring 2017,

7. John].Craig Introduction to Robatics Mechanics and Control, Third edition,
Pearson Education, 2009,

WEB REFERENCES

1. htps:/ fonlinecourses.nptelac.in/noc4_eel 12/ preview

2. https:/ fonlinecourses.nptelacin/noc24 cs115/ preview

3. https:/fonlinecourses.nplelacin/nocZ4_me 104 /preview

4. https:/fonlinecourses.nptelacin/noc24_meB8/preview
OUTCOMES:

Upon completion of the course, the student will be able to:
Gainthe knowledge on Basic Electronics & Electrical Circuits (K2)
Understand the Basics of Embedded systems 10T & Robotics (K1)
Explorethe the Basicsofl Mechanical Modeling (K2)
Interpretthe mapping of SDGs to ideas. (K4]

lllustrate the ideas inthe Ideathon event emphatically (K4)
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- DIGITAL DYNAMICS
5DG NOL & 110(1|2(0
OBJECTIVES:

¢ Explore online communication

Master computer skills

Use virtual platforms

Understand digital ethics and cyber security
Observe and follow do's and don'ts

MODULE -1 DIGITAL CULTURE AND SOCIETY [
Adapting to changes

Importance in today's digital landscape

Digital identity and self- presentation

Online communities and forums

Digital divide and consequences

Online collaboration and collective action o MM
Chairma
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MODULE-1 DIGITAL LITERACY AND ACCESS TO TECHNOLOGY 5
Compurerskills
Social and cultural understanding
Social media campaign and Activism
MNetiquettes
Trending Technologies
Digital tools and soflwares

MODULE- 111 DIGITAL ETHICS 3
Digital ethics and moral panics

The artof protecting secrets

Overview of digital tools

MODULE- 1V CYBERSECURITY 3
Threats, vulnerability and conseguences

Data making and usage practice

Importance of security

MODULE-V DIGITALNETWORKING 7
Remaote work and virtual reams

Authenticity in digital interactions

Engaging content creation

Toolsand and techniques for insightful usage

Ralancing online and offfine Interactions

Collaboration for research and innovation

MODULE - VI BUREAU OF INDIAN STANDARDS (BIS): BASIC CONCEPTS,
STANDARDS FORMATION PROCESS AND CHALLENGES [
Standardization -Basic Concepts:

Basicconcepts of standardization

Purpose of standardization, marking and certification of articles and
processes

Importance of standards to industry, policy makers, trade, sustainability and
innovation

Standards Formulation Process and Challenges:

Objectives, roles and functions of BIS, Bureau of Indian Standards Act, 150/ 1EC
Directives

W ResaTPmR nded drgtandgrdization ol b J»:
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World of Standards:
Important Indian and International Standards
TOTAL: 30 PERIODS

REFERENCES:

1. Communication Skills and Soft Skills - an Integrated Approach. Edited by E.
Sureshkumar, P Sreehari and |. Savithri, Pearson.

2. Silvia. PJ.2007. How to Read a Lot Washington DC, American Psychological
Association.

WEB REFERENCES:

1. https://swayam.govin/ndl_nocl9_hs31/preview

2. https:/ fwww.sscnasscom.com/ssc-projects fcapacity-building-and-
development /training/ghis/

OUTCOMES:

Upon completion of the course, the student will be able to:

1. Apply online communication technigues and collaboration skills (K3)
2. Enumerate the principles of digital ethics in online interactions (K2)
3. Understand the importance of Bureaw of Indian Standards (BIS). (K2)
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: STATISTICS AND LINEAR ALGEBRA = 1 [P [CP C
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OB|ECTIVES:

& The main objective of this course is to provide students with the
foundations of statistics and linear algebra mostly used in varied
applications in engineering.

MODULE-] BASICSTATISTICS 9

Measures of Central tendency - Dispersion - Moments, Skewness and Kurtosis
- Correlation and regression - Rank correlation

MODULE-I1  TESTSOFSIGNIFICANCE FOR LARGE SAMPLES 9
Sampling distributions - Statistical hypothesis - large sample test for single
proportion, difference of proportions, single mean, difference of means.

MODULE-IIl  TESTSOF SIGNIFICANCE FOR SMALLSAMPLES 9

Tests hased on t-distribution - single mean, Difference of means -paired t test,
F test -Chi-sguare test for independence of attributes and Goodness of fit.

MODULE-IV VECTORSPACES 9
Vectors and Linear combinations - Vector spaces [ Delinitions and examples)-
Subspaces [Delinitions and examples) - Linear independence and linear
dependence - Bases and dimensions.

MODULE-YV  LINEAR TRANSFORMATION AND DIAGONALIZATION 12
Linear transformation - Null spaces and ranges - Dimension theorem
(Seatement only] - Matrix of a lincar transformation - Eigenvalues and
elgenvectors - Diagonalizability- Test for Diagonalization,

MODULE-VI  INNER PRODUCT SPACES 12

Inner product- norms - Gram Schmidt orthogonalization process - Adjoint of
linear operator - Least square approxi mation.

TOTAL : 600 PERIODS

TEXT BOOKS:
1. Basic Statistics,

Retommended by
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2. Linear Algebra, Stephen Friedberg, Arnold Insel and Lawrence Spence,
Sth Edition, Pearson, 2018..

3. Elementary Linear Algebra, Howard Anton and Chris Rorres, 11th Edition,
Wiley Publications, 2014 (Units - IV, V & V1).

4. Linear Algebra and Learning from Data, Gilbert Strang. 1st Editlon,
Wellesley-Cambridge Press, 2019

REFERENCES:
1. Schaum’s Outline on Probability and Statistics, Spiegel M. R,, Schiller |.and
Srinivasan K. 4., 2nd Edition, McGraw-Hill Education, 2000,

2. Probability and Statistics for Engineers and Scientists, Walpole R. E,
Myers . H., Myers S, L.and Ye K. Bth Edition, Pearson Education, Asia,
2007,

3. Linear Algebra - A Geometric Approach, Kumaresan S., Reprint, Prentice
Hall of India, New Delhi, 2010,

4, Advanced Engineering Mathematics, Kreyszig E. . 8th Edition, John Wiley,
1999,

WEB REFERENCES:
1. heps://nptelacin/courses/111105041/
2. https:/ /wwwimsc.res.in/~svis/Algebra/Sunder-LinearAlg-notes.pdf

OMNLINE RESOURCES:

1. https://ocw.mitedu/courses/mathematics/18-06-linear-algebra-
spring-2010/video-lectures/

2. hups//wwwkhanacademyorg/math/statistics-probability /significanc
e-tests-one-sample/more-significance-testing-videos /v/hypothesis-
testing-and-p-values

COURSE OUTCOMES
Upon completion of the course, the student should be able to:
1. Compute measures of central tendency, dispersion, moments, skewness,

leurtosis, correlation, regression, and rank correlation for given data sets
using appropriate statistical methods, (K3)

2. Formulate and analyze the null and alternative hypothesis for large
samples using proportions and means of samples. (K4]

3. Analyze the null and alternative hypothesis for small samples using t-
tests, F-test, and Chi-square tests. [(K4)

4, DPetermine the bases and dimension of vector spaces and subspaces, (K3)

Recommended by D
Ay Y f@;ﬁ“
Nesting No. b M-}Hr Board of Studiag

] Deparimant of Humenses & Scindad




| SySabus /[T |
Analyze the matrix of a linear transformation for its rank, nullity and
diagonalizability. [K4)
6. Apply the Gram-Schmidt orthogonalization process to construct an
orthonormal basls from a glven set of vectors and solve least squares
approximation problems. [K3]

w1
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OB[ECTIVES:
® Toacquire the knowledge in digital fundamentals and its
simplification methods.
® To familiarize the design of various combinational digital circuits
using logic gates.
# To realize various sequential circuits using Aip Aops.

& Tounderstand the basic structure, operations along with
implementation of fixed point and floating-point arithmetic
operations.

& To study the design of data path unit and control unit for processors
and introduce the parailel processing techniques,

® Tounderstand the concept of various memories and interfacing,

MODULE-1 BOOLEAN ALGEBRA AND LOGIC GATES B

Digital Systems - Number-base conversions - Complements of Numbers -
es- Boolean Algebra and Logic Gates — Theorems and Properties of
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Beolean Algebra - Boolean Functions - Canonical and Standard Forms -
Digital Logic Gates - Gate-Level Minimization - The Map Method - Four-
Variable K-Map - NAND and NOR Implementations.

MODULE-II  COMBINATIONAL LOGIC 7
Combinational Circuits = Analysis and Design Procedures = Binary Adder
Subtractor - Decimal Adder - Binary Multiplier — Magnitude Comparator -
Decoders - Encoders - Multiplexers.

MODULE-III  SYNCHRONOUSSEQUENTIAL LOGIC B
Sequential Circuits - Storage Elements: Latches, Flip-Flops - Analysis of
Clocked Sequential Circults - State Reduction and Assignment - Design
Procedure - Registers and Counters

MODULE-IV  BASICSTRUCTUREANDARITHMETICOPERATIONS 7
Functional Units - Basic Operational Concepts - Performance- MIPS
Addressing-Addition and Subtraction - Multiplication - Division - Floating
Point Representation - Fioating Point Operations

MODULE-YV  PROCESSOR, CONTROL UNIT AND PARALLELISM g
Bullding a Datapath- Pipelining-Pipelined datapath and control - Handling
Data Hazards & Control Hazards-Parallel processing challenges - Flynn's
classification - SISD, MIMD, 5IMD, SPMD, and Vector Architectures - Hardware
multithreading- Multi-core processors-Introduction to Graphics Processing
Units, Clusters, Warehouse Scale Computers and other Messape-Passing
Multiprocessors.

MODULE-VI MEMORY &1/0SYSTEMS 7
Memory Hierarchy - memory technologies - cache memory - Measuring and
Improving Cache Performance - Virtual memory, TLB's - Accessing 1/0
Devices - Interrupts - Direct Memory Access = Bus structure - Bus operation -
Arbitration - Interface circuits - USE

LISTOF EXPERIMENTS: 15
Implementation of Boolean expression using logic gates.
Design of Adders
Design of Subtractors,
Design of Multiplexers & Demultiplexers.
Design of Encoders and Decoders.
ean function using a multiplexer. gL H[;L\
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7. Verification oftruth-tables of different types of flip-llops

8. Designand implementation of shift registers
9. Designand implementation of counters
TOTAL: &0 PERIODS

TEXT BOOKS:

1. M. Morris . Mano, Michael D. Ciletti, “Digital Design: With an
Introduction to the Verilog HDL. VHDL, and SystemVerilog”, 6th Edition,
Pearson Education, 2017,

2. David A, Patterson and John L. Hennessy, Computer Organization and
Design: The Hardware /Software Interface, Fifth Edition, Morgan
Kaufmann / Elsevier, 2014,

3. Carl Hamacher, Zvonko Vranesic, Safwat Zaky and Naraig Manjikian,
Computer Organigation and Embedded Systems, Sixth Edition, Tata
MeGraw Hill, 2012,

REFERENCES:

1. G. K. Kharate, “Digital Electronics”, Oxford University Press, 2010,

2. |ohn E Wakerly, “Digital Design Principles and Practices”, Fifth Edition,
Pearson Education, 2017,

3. William Stallings, “Computer Organization and Architecture - Designing

tor Performance”, Eighth Edition, Pearson Education, 2010.

4, John 1. Hennessey and David A. Patterson, "Computer Architecture - A
Quantitative Approach”, Morgan Kaufmann, Elsevier Publishers, Filth
Edition, 2012,

OUTCOMES

Upon completion of the course, the student will be able 1o:

L

Make use of Boolean algebra and number systems to simplily Boolean
expressions through Karnaugh Maps (K-Map). (K3)

Construct various combinational logic circuits based on given functional
requirements, (K3)

Analyze the operation and behavior of synchronous sequential logic
circuits under different input conditions, (K4)

4. Implement arithmetic operations and Moating-point com putations using
the basic structural units and operational concepts of a computer
system, (K3)
5. Demonstrate the roles of hardware components and memory units in a
computer system. (K3)
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6. Utilize knowledge of computer hardwaire and memory organization to
relate components to their specific functions, [K3)
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OBJECTIVES:

® Tointreduce the concepts of Abstract Data Types (ADTs) and provide
a thorough understanding of Stacks and Queues

To develop proficiency in implementing linked list structures

To Impart knowledge on tree data structures

To Familiarize with the fundamentals of graph theory

To provide foundational skills in algorithm design and analysis

MODULE-1 STACKS AND QUEUES B
Stacks-and-Queuves: Abstract-Data-Types-[ADNTs): Stack ADT: Operations -
Applications - Evaluating arithmetic expressions - Infix, Prefix and Postfix
expression - Operations - Queue ADT: Operations - Circular Quewe - Prioricy
Queune - Dequene

MODULE-1I LINKED LIST 7

Linked List: List ADT - Array-Based Implementation - Linked List
[mplementation -- Singly Linked Lists- Circularly Linked Lists- Doubly-Linked
Lists - Applications of Lists - All Operations (Insertion, Deletion, Merge,
Traversal).
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MODULE- 11l TREES 7
Trees = Tree Traversals - Binary Tree ADT = Expression Trees - Binary Search
Tree ADT -Threaded Binary Trees- AVL Trees - B-Tree -Heap

MODULE-1V GRAFPHS 8
Graphs: Definition - Representation of Graph - Types of Graph - Breadth First
Traversal ~Depth First Traversal - Topological Sort - Dijkstra®s algorithm -
Bellman-Ford algorithm - Floyd's Algorithm - Minimum spanning tree -
Prim’s and Kruskal ‘s algorithms

MODULE-V SORTING AND SEARCHING ALGORITHMS 8

Bubhble sort - Selection sort - Insertion sort - Divide and Conquer - Merge sort
- Quick sort-Analysis of sorting al gorithm - Linearsearch - Binary search,

MODULE - V1 ALGORITHM ANALYSIS TECHNIQUES 7
Fundamentals of Algorithmic Problem Solving - Fundamentals of the Analysis
of Algerithmic Efficiency -Asymptotic Notations and their properties -
-Empirical analysis - Mathematical analysis for Recursive and Non-recursive
algorithms-Greedy Technigue- 071 Knapsack problem

TOTAL : 45 PERIODS

TEXT BOOKS:

L. M. A Weiss, "Data Struclures and Algorithm Analysis in €, Pearson
Education Asia, 2002

2, AnanyLevitin, “Introduction to the Design and Analysis of Algorithms®,
Third Edition, Pearson Education, 2012,

3. Ellis Horowilz, Sartaj Sahni and Sanguthevar Rajasekaran, *Computer
Algorithms/ C++", Second Fdition, Universilies Press, 2007

REFERENCES:

1. Thomas H. Cormen, Charles E, Leiserson, Ronald L.Rivest, Clifford Stein,
“Introduction to Algorithms”, Second Edition, Mcgraw 11ill, 2002,

2. Stephen G. Kechan, “Programming in €', 3rd edition, Pearson Education.
3. Aho, Hoperoft and Ullman, “Data Structures and Algorithms”, Pearson

Education, 1983

4. Yashavant Kanetkar” Data Structures Through C°, BPB, ISEN-13:978-
9388511391,2019,

WEE REFERENCES :
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2. bttp://masterraghu.com/subjects/ Datastructures/ebooks / remathare
japdf
3. https://archivenptelacingnoc/courses fnoc1B/SEM 1 fnocl8-cs257
https:/ /mptelacin/courses/ 106102064

OUTCOMES
Upon completion of the course, the student will be able to:
1. Develop the ADT for stack and Queue Data Structures [(K3)

2. Build the ADT for Linked List Data Structures [K3).

3. Apply the Tree Data Structures in Real World Problems.[K3)

4. Construct Non-Linear Graph Data Structures for an application.(K3).

5. Utilize sorting and searching algorithms to compute Lime and space
complexity. (K3)

A,

Analyze Recursive and Non Becursive Algorithms to develop selutions
for optimization problems[K4)
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ez SOFTWARE ENGINEERING =1 P CP.C
SDGNO. G ED 3/0|0 &|3
OBJECTIVES:

® Toaddress the real time complex engineering problems using
innovative approaches with strong core computing skills

& Toapply core-analytical knowledge and appropriate technigues and
provide solutions to real time challenges of national and global

Retommmendad by
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#  Apply ethical knowledge for professional excellence & leadership for
the betterment of the society
® llse software design principles and tools to create modular,
maintainable and scalable software architectures
®  Develop life-long learning skills needed for better employment and
entreprencurship

MODULE-1 SOFTWARE PROCESS AND AGILEDEVELOPMENT 7
Introduction to Software Engineering - Software Process Model - Agile Model-
Waterfall Model- V-Model- Incremental Model- RAD Model- Iterative Model-
Spiral Model- Prototype Model- Perspective and Spedalized Process Models -
Introduction to Agility - Agile process - Extreme Programming -XPProcess

MODULE-1l REQUIREMENTS ANALYSIS AND SPECIFICATION B
Software Requirements: Functional and Non-Functional -User requirements -
System requirements - Software Requirements Document - Requirement
Engineering Process: Feasibility Studies, Requirements elicitation and
analysis, requirements validation, requirements management-Classical
analysis: Structured system Analysis, PetriNets-DataDictionary

MODULE- I SOFTWARE DESIGN B
Design process - Design Concepts - Design Model - Design Heuristic -
Architectural Design - Architectural styles - Architectural Design -
Architectural Mapping using Data Flow - User Interface Design: Interface
analysis, Interface Design - Component level Design: Designing Class based
components traditional Components

MODULE-IV TESTING AND MAINTENANCE L
Software testing fundamentals-Internal and external views of Testing-white
bax testing - basis path testing-control structure testing-black box testing-
Regression Testing - Unit Testing = Integration Testing - Validation Testing
~System Testing And Debugging -Software Implementation Technlques:
Coding practices-Refactoring-Maintenance and Heengineering-BFR model-
Reengineering process model-Reverse and Forward Engincering

MODULE-V PROJECT MANAGEMENT 7
Software Project Management: Estimation - LOC, FP Based Estimation,
Make/Buy Decision, Uncertainties in Effort Estimation, Building Effort
Estimation Models, A Bottom-Up Estimation Approach, COCOMO 1& 11 Model -
Project Scheduling - Scheduling, Earned Value Analysis Planning - Project
Plan, Planning Process, RFP

Recommended by
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MODULE-VI RISK MANAGEMENT &
Risk Management - Identification, Projection - Risk Management-Risk
Identification - RMMM Plan (Risk Mitigation, Monitoring and Management
Flan] - CASE TOOLS: CASE Tools, Scope, Benefits of CASE Tool, support In
Software Life Cycle, Architecture of CASE Environment, Types of CASE Tools
TOTAL : 45 PERIODS

TEXT BOOKS:

1. Software Engineering A Practitioner's Approach, Roger 5 Pressman, 6th
edition. McGraw Hill International Edition,

2. Software Engineering, lan Sommerville, Tth edition, Pearson education.

1. Gene Kim, Jez Humble, Patrick Debois, and John Willis, The DevOps
Handbook- How to Create World-Class Agility, Reliability, & Security in
Technology Organizations, IT Revolutlon Press,2nd Edition,2016

REFERENCES:

1. Rajib Mall, —Fundamentals of Software Engineering, Third Edition, PHI
Learning Private Limited, 2009

2. Pankaj Jalote, —Software Engineering, A Precise Approach, Wiley India,
2010,

3. Relkar 5.A, —hoftware Engineering, Prentice Hall of India Pvt Led, 2007,

4. Stephen R.5chach, —Sollware Engineering, Tata MeGraw-Hill Publishing
Company Limited, 2007

OMLINE RESOURCES:

http:/ fwwwoassut acin flecture_noteslocture 1428551142 pdf

https:/ /freevideol ectures.comfcourse/ 23 18/ software-engineering
https:/ foourses.cs washingtonedu fcourses fese403 f01au/ lectures
https:/ /fwww.ece rutgers.edu/ ~marsic/books /SE finstructor/slides/
https:/ fswayam.gowin/nd1_noclY_csaéq /preview

https:/ /mptelacin/noc/courses fmocl 9 /SEM2 /noc19-c569

https:/ fnptelacin/courses 106 /105106105182

NN e

ODUTCOMES

Upon completion of the course, the student will be able to:

1. Apply Agile Practices and Software Process Models (K2)

2, Identify the various Requirement Analysis and Documentation
Techniques (K3)

3. Apply Software Design Principles and Models (K3)

Tategies and Debugging Techniques (K4)

T
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5. Make use of the Project Management Techniques for Effort Estimation
and Scheduling (K3)

6. Examine the ways of Mitigating Risks in Software Development [K4)
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OBJECTIVES:
® Todesign database and database queries using ER diagrams and SQIL
respectively

® Tounderstand Dependencies and various types of normalization in
database application

& Tounderstand the concepts of concurrent Transaction Processing and
recovery procedures

o  Tounderstand the cursoer, procedure and contral structure in PL/SQL

¢ Toobtain knowledge about the Distributed, Object Databases XML
and NOSQL databases

MODULE-1 DATABASE DESIGN AND RELATIONAL DATABASES L]
Purpose of Database System-Views of Data-Database System Architecture-
Data Models-Entity Relationship Model-ER Diagrams-Enhanced ER Model-

Introduction to Relational Databases - Relational Model-ER-to-Relational
Mapping- Keys -Relational Algebra - 5L Fundamentals

=
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MODULE-11 FUNCTIONAL DEPENDENCIES AND NORMALIZATION 7
Functional Dependencies-Non-loss Decompaosition - First - Second - Third
Mormal Forms - Dependency Preservation - Boyee,/Codd Normal Form - Multi
Valued Dependencies and Fourth Normal Form=[ein Dependencies and Fifth
Narmal Form

MODULE- I PL/SQL PROGRAMMING 9
Introduction of PL/SOL -Advantages of PL/SQL- PL/SOQL Block Structure,
PL/SQL Data Types, Variable, Constant- Control Structure- Conditional
Control, Iterative Control, Sequential Control- Exception handling Predefined
Exception, User defined Exception-Cursors- Implicit and Explicit Cursors,
Declaring, opening and closing cursor, fetching a record from cursor cursor for
loops, parameterized cursors- Procedures- Advantages, Create, Execute and
Delete a Stored Procedure.

MODULE - IV CONCURRENT TRANSACTION PROCESSING 7
Transaction Concepts - ACID Properties — Schedules — Serializability -
Concurrency Control-Need for Concurrency-Locking Protocols-Two Phase
Locking-Deadlock-Transaction Recovery-5ave Points-1solation Levels- SQL
Facilities for Concurrency and Recovery.

MODULE-V FILE ORGANIZATION AND QUERY PROCESSING 7
RAID - File Organization - Organization of Records in Files - Indexing and
Hashing ~Ordered Indices — B+ Tree Index Files - B Tree Index Files — Static
Hashing - Dynamic Hashing - Query Processing Overview - Algorithms for
SELECT and JOIN operations = Cuery optimization using Heuristics - Cost
Estimation.

MODULE- VI OBJECT ORIENTED DATABASE XML DATABASE AND

NOSQL 7
Distributed Databases-Architecture-Data Storage-Transaction Processing-
Object Based Databases - Object Database Concepls - Object Relational
Features - ODMG Object Model - ODL - DQL - XML Databases - XML
Hierarchical Model-DTD-XML Schema-Xguery. Introduction to NoSQL-Four
types of NoSQL database

LISTOF EXPERIMENTS 15

1. Data Definition Commands, Data Manipulation Lommands for inserting,
deleting, updating and retrieving Tables and Transaction Contraol
statements,

Recommended by
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.5 :)ﬂtabaae Querying-Simple querfes. Nested queries, Sub queries and
oins.
Implementation of Views, Sequences and Synonyms.
Implicit and Explicit Cursors
Procedures and Functions,
Triggers.
Exception Handling
Develop any one application using the following steps
i) Database Design using ER Model
itf] Normalization
iti) FrontEndand Back End Design and connectivity

R

TOTAL: 60 PERIODS
TEXT BOOKS:

1. Abraham Silberschatz, Henry F Korth, 5. Sudharshan, "Database System
Concepts”, Seventh Edition, Tata McGraw Hill, 2020.

2. Ramez Elmasri, Shamkant B.Navathe, "Fundamentals of Database
systems”,SeventhEdition, PearsonEducation, 201 6.

REFERENCES:

1. CJ.Date, AKannan, 5. Swamynathan, An Introduction to Database
Systems",Eighth Edition, Pearson Education, 2006,

2. Raghu Ramakrishnan, "Database Management Systems , Fourth Edition,
McGraw-Hill Education,2015.

3. G.K.Gupta."Database Management Systems”, Tata McGrawHill.2011.

WEE REFERENCES:

1. https:/ /swayam.govin/nd1_nocl9_cs46/

2. heopef fwwwonptelvideos.in/ 2012/ 11 fdatabase-management-
system.html

3. https:/ fwwwiclasscentral.comfocourse fswayam-database-management-
system-9914

4. http:f flearnsgl.com

5 https:/ fwwwwischools.com/sql/defaultasp

6. hetps:)/ fwwwkhanacademyorg,/com puting/computer-
programmingy sql
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OUTCOMES

Upon completion of the course, the student will be able to:
1.

5.-1

Sketch the principles of Relational databases to design the Entity
relationship diagrams for any given scenaric. {K3)

Demonstrate the use of normalization and functional dependencies to
refine the database system, [K4)

Implement basic control structures, Exceptions, Cursors, Procedures in
PL/S0L. (K3)

Examine various SQL gueries for Transaction Processing and Locking
using the concept of Concurrency control. (K3)

Demonstrate indexing and hashing techniques for the organization of
databases and Lo perform advanced query processing. (K5)

Examine the various types of modern and traditional databases (K4]
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|SDGND.4 &5 UNDERSTANDING HARMONY |3/0/0|3 ‘ 3
OBJECTIVES:
s Development af a holistic perspective hased on self-exploration aboul

themselves (human being), family, society and nature fexisténce,

& Developing clarity with harmony in the human being, famlly, society
and nature /existence
& Strengthening of self-reflection.
#  Development of commitment and courage to act.
# Recognizing the potential of excellence than competition
1_ Recommended by | 76 | bl v
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SYLLABUS:
Thecourse has 2B lectures and 14 practice sessions in & modules:

MODULE-1 COURSEINTRODUCTION - NEED, BASIC GUIDELINES,
CONTENT AND PROCESS FOR VALUE EDUCATION (5+2)
1. Purpose and motivation for the course, recapitulation from Universal
Human Values-I
2. Sell-Exploration-what is it? - Its content and process; "Natural Acceptance’
and Experiential Validation- as the process lor self- exploration
. Continuous Happiness and Prosperity- A look at basic Human Aspirations
4. Right understanding, Relationship and Physical Facility- the basic
requirements for fulfilment of aspirations of every human being with
their enrrect priority
5. Understanding Happiness and Prosperity correctly-A eritical appraisal of
thecurrent scenario
include practice sessions to discuss natural acceptance i human being as the
innate acceptance for living with responsibility (living in refationship,
harmony and co-existence] rather than as arbitrariness in cholee based on
liking-disliking

MODULE-T1 UNDERSTANDING HARMONY IN THE HUMAN BEING -

HARMONY IN MYSELF (5+2]

6. Method to fulfil the above luman aspirations: understanding and living in
harmony arvarious levels,

7. Understanding human being as a co-cxistence of the sentient "I and the
material "Body”

8. Understanding the needs of Self {'1'] and 'Body' - happiness and physical
tacility

9, Understanding the Body as an instrument af 1" (1 being the doer, seerand
enjover)

10 Understanding the characteristics and activities of I and harmony in 1

11. Understanding the harmony of | with the Body: Sanyam and Health;
correct appraisal of Physical needs. meaning of Prosperity in detail

Include practice sessions to discuss the role others have played in making

material goods available to me, ldemifying from one's own life. Differentiate

between prosperity and accumulation, Discuss program for ensuring health vs

dealing with disease
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MODULE- 1 UNDERSTANDING HARMONY IN THE FAMILY AND SOCIETY
HARMONY IN HUMAN-HUMAN RELATIONSHIP (6+2)
12, Understanding values in human-human relatlonship; meaning of Justice
(nine universal values In relationships) and program for its fulfilment to
ensure mulual happiness; Trust and Bespect as the [oundational values
ofrelationship
13. Understanding the meaning of Trust; Difference between intention and
competence
14, Understanding the meaning of Respect, Difference between respect and
differentiation; the other sallentvalues in relationship
15, Understanding the harmony in the seclety {society being an extension of
family): Resolution, Prosperity, learlessness (trust) and co-existence as
comprehensive Human Gaoals
Inchude practice sessions to reflect un relationships [n family, hostel and
institute as extended family, real life examples, teacher-student relationship,
gnal of education etc. Gratitude as a universal value in relationships. Discuss
with scenarios. Elicit examples from studenislives.
MODULE -1V UNDERSTANDING HARMONY IN THE NATURE AND
EXISTENCE- WHOLEEXISTENCEASCOEXISTENCE  [642)
16, Understanding the harmony inthe Nature
17. Interconnectedness and mutual Fulfilment among the four orders ol
nature- recyvclability and sell- regulacion in nature
18, Understanding Existence as Co-existence of mutually interacting units in
all-pervasive space
19. Holistic perception of harmony st all levels of existence.
Include practice sessions to discuss human heing as cause of imbalance in
nature (film "Home" can be used), pollution, depletion ofresources and role of
technology ete.
MODULE - ¥ IMPLICATIONS OF THEABOVE HOLISTIC UNDERSTANDING
OF HARMONY ON PROFESSIONAL ETHICS [4+4)
20, Visualizing a universal harmonious order in society- Undivided Sociery,
Universal Order- from family to world family
21, Natural acceptance ofhuman values
22. Definitiveness of Ethical Human Conduet
23. Basis for Humanistic Education, Humanistic Canstitution and Humanistic
Universal Order
24, Competence in professional ethics: a. Ability to utilize the profiessional
competence for augmenting universal human order b Ability to identify
the scope and characteristics of people- friendly and cco friendly
production systems, ¢. Ability to identify and develop appropriate
techaologies and management patterns for above production systems.
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MODULE - VI UNIVERSAL HUMAN ORDER (#+3)

&y
2o,

27,

28.

Programs to ensure Sanyam and Health

Case studies of typical holistic technologies, management models and
production systems

Strategy for transition from the present state to Universal Human Order- a,
At the level of individual: as socially and ecologically responsible
engineers, technologists and managers b At the level of society: as
mutuzlly enriching institutions and organizations

Sum up.

Include practice Exercises and Case Studies will be taken up in Practiee
(tutarial) Sessions og. 1o discuss the conduct as anengineer orscienlist etc

TOTAL : 45 PERIODS

TEXT BODKS:

i

A Foundation Course in Human Values and Professional Ethies, B R Gaur,
R Asthana, G P Bagaria, 3rd Revised Edition, Excel Books, New Delhi,
2019, ISEN 978-03-87034-47-1.

REFERENCES:

L

AICTE Model Curriculam in Humanities, Social Science and
Management Courses (UG Engineering & Technology ) leevan Vidya: Ek
Farichaya, A Nagaraj, Jeevan Vidva Prakashan, Amarkantak, 1999,

2. Numan Vatues AN. Tripathi, New Age Intl. Publishers, New Delhi, 2004

3. The Stery of Stuff {Rook).

4. The story of My Experiments with Truth - by Mohandas Karamechand
Gandhi

5. small is Beautiful - E, F Schumacher

6. Slow is Beautiful - Cecile Andrews

7. Economy of Permanence-JC Kumarappa

8. Oharat Mein Angreji Raj- Pandit Sunderlal

9. Rediscovering India- by Dharampal

10 Hind $waraj or Indian Home Rule - by Mohandas K. Gandhi

11. India Wins Freedom - Maulana Abdul Kalam Azad

12, Vivekananda- Romain Rolland {English)

13. Gandhi - Rumain Rolland [English)

OUTCOMES

Upon completion of the course, the student will be ahle to;

1.

Express the harmony of relationship amuong human being, family,
society, nature amd existence with right understanding and right feeling,
(K2)
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2. Develop the responsibility of handling problems by finding holistic and
sustainable solutions based on the natural acceptance for maintaining
mutual human relationships, [K2)

3. Develop a holistic perspective of life based on self-exploration about
self, family, society and naturefexistence. [K2)

4, FElucidate a critical ability for dedicative commitment towards human

values, relationships and society, (K2) -
5. Implement the process of verification and validation of learning in daily
life. (K2)

6. Develop self reflection, commitment and courage to act in life
challenging situations. (KZ)
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ARMY WING
PERSONALITY DEVELOPMENT 9
PD3 Group Discussion: Change your mindset, Time Management, Social
Slkills fi
PDS PublicSpeaking 3
LEADERSHIP 7
L2 Case Studies: AP] Abdul Kalam, Deepa Malik, Maharana Pratap, N
Marayan Murty, Ratan Tata, Rabindra Nath Tagore, Role of NCC
cadets in 1965 7
Recommended by 179 | 1{ .
|Boord of studen of 17 gupt. i Lnf‘fmh.m..{
Mesting No. & Datad: 2ifo Board of Studies
- Deparirment of Hamanities 3 Scences




[ Sylbus [/ JT ]

DISASTER MANAGEMENT 13
DM1 Disaster Management Capsule: Organisation, Types of Disasters,
Essential Services, Assistance, Civil Defence Organisation 3
DM2  Initiative Training, Organising Skills, Do's & Don't's, Natural
Disasters, Man Made Disasters 9
o3 FireService & Fire Fighting 1

ENVIRONMENTAL AWARENESS & CONSERVATION

EAL Environmental Awareness and Conservation 3
GENERAL AWARENESS

GAl General Knowledpe 4
ARMED FORCES 6

AF1 Armed Forces, Army, CAPF, Police [

ADVENTURE 1

AD1 Intreduction to Adventure Activities 1
BORDER & COASTAL AREAS z
BCA1 History, Geography & Topography of Border /Coastal areas 2
TOTAL: 45 PERIODS
NAVALWING
PERSONALITY DEVELOPMENT 9
FD3 Group Discussion: Change your mindsel, Time Management. Sacial
Skills o
FD5 Public Speaking 3
LEADERSHIP 7
L2 Case Studies: AP] Abdul Kalam, Deepa Malik, Maharana Pratap, N
Marayan Murty, Ratan Tata, Rabindra Math Tagore, Role of NCC
cadets in 1965 7
DISASTER MANAGEMENT 13
DM Disaster Management Capsule: Organisation, Tvpes of Disasters,
Eszential Services, Assistance, Civil Defence Organisation 3
DM2 Initiative Training, Organising Skills, Do's & Don't's, Natural
Disasters, Man Made Disasters 9
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ENVIRONMENTAL AWARENESS & CONSERVATION 3
EA 1 Environmental Awareness and Conservation 3
GENERALAWARENESS 4
GAl General Knowledge 4
NAVALORIENTATION &

AF1 Armed Forces and Navy Capsule E]
EEZ1  EEZMaritime Security and 106G 3

ADVENTURE 1

AD1 Intreduction to Adventure Activities 1

BORDER & COASTAL AREAS 2

BCA1  History, Geography & Topography of Border /Coastal arcas 2

TOTAL: 45 PERIODS

AIR FORCE WING

PERSONALITY DEVELOFMENT 9

Po3 Group Discussion: Change your mindset, Time Management, Social
Skills f

PDS Public Speaking 2

LEADERSHIF 7

L2 Case Studies: AP] Abdul Kalam, Deepa Malik, Maharana Pratap, N
Narayan Murty. Ratan Tata, Rabindra Nath Tagore. Role of NCC
cadetsin 1965 7
DISASTER MANAGEMENT 12
DM1 Disaster Management Capsule: Organisation, Types of Disasters,
Essential Services, Assistance, Civil Defence Organisation 3
DMz Initiative Training, Organising Skills, Do's & Don't's. Natural
Misasters, Man Made Disasters 9
DM 3 Fire Service & Fire Fighting 1
ENVIRONMENTALAWARENESS & CONSERVATION 3
EAal Environmental Awareness and Conservation 3
Recommended by I ¢ :
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GENERAL AWARENESS 4
GA1 General Knowledge 4
GENERALSERVICE KNOWLEDGE f
GSK1  Armed Forces & IAF Capsule 2
GSK2  ModesofEntry in IAF Civil Aviation 2
GSK 3 Aircrafts - Types, Capahilities & Role 2
ADVENTURE
AD1 Introduction to Adventure Actitivities 1
BORDER & COASTAL AREAS 3
BCA1  History, Geography & Topography of Border/Coastal areas 3
TOTAL :45 PERIODS
SEMESTER - 111
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SDG NO. & ALGORITHMS LABORATORY 0/0 4|4 2
OBJECTIVES:

e To i,||:'p.h}mrm and demonstrate basic data structures

& Tounderstand and apply algorithmic paradigms
o Toapply graph algorithms and optimization techniques
s Todevelop and analyze efficient searching and sorting techniques
& Toimplement advanced data structures and algorithms
List of Experiments:
1. Implement the basic operations of a stack using arrays (push, pop, peek,
and isEmpty).
Z. Implement the basic operations of a queue using arrays (enqueue,
dequeue, front,rear, and isEmpty).
3. Implement the conversion of an inflx expression to a postlix expression
usingastack.
4, [mplement a singly linked list with basic operations such as insertion,
deletion, and traversal.
5. Implement a doubly linked list with basic operations such as insertion,
deletion, and traversal.
6. Implement a binary tree and perform basic operations like insertion,
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7. Implementation of AV tree(all operation],
Implementation of Priority quewe using Heap.

9. Graph representation and Traversal algorithms a) Depth first Search b)
Breadth First Search,

10. Implement Dijkstra’s algorithm to find the shortest path from a source
vertex toall other verticesinagraph.

11. Implement linear search and Binary search.

12. Implement merge sortand quick sort for Divide and Conquer.

13, Implement the 01 Knapsack Problem using the Greedy technigue

14, Analyzeand implement a recursive algorithm (Tike factorial or Fibonacei)

TOTAL: 30 PERIODS

LAB REQUIREMENTS : Turbo C/Dev C++, Bordand C or GCC equivalent

OUTCOMES

Upon completion of the course, the student will be able to:

1. Apply basic linear and non linear data structures (K3)

2. Analyze and compare various trees, searching and sorting algorithms
(K4)

3. Apply algorithmic strategies such as greedy and graph-based technigues
(K3])
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SEMESTER - 111
26ITID301
: INNOVATIVE DESIGN LAB -1 |- -T [PlcPIC]
SDG N, 41115 0|0 22|11

OBJECTIVES:

& To provide opportunities for students to develop an entrepreneurial
mindset and explore real-world problem-solving through a startup-
centric approach.

nce inidentifying market needs
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Toenable development of skill sets for designing, validating, and realizing
aMinimum Viable Product [MVF) for an entrepreneurial venture.

To guide students in validating market opportunity, and formulating a
solution with realistic constraints.

To inculcate ethical research practices, foster a commitment to lifelong
learning and promote the development of socially responsible and
sustainable innovations aligned with relevant Sustainable Development
Goals (SDGs).

To prepare students to design sustainable business models and present
entrepreneurial ideas through structured, outcome-driven business
pitches using core startup frameworks.

COURSE METHODOLOGY:

This initiative is designed to inculcate ethical principles of research and
to get involved in a life-long learning process for the students,
specifically through the lens of entreprencurship and innovation.

The project work must involve identifying a problem, validating market
opportunity, and developing a selution with realistic constraints,
culminating in a business plan and prototype/MVP. It must also include
appropriate elements of the following: market research, competitive
analysis, value proposition design, business model development,
financial feasibility, go-to-market strategy, and potentially
software/hardware development for the MVE,

Project can be individual work or a group project, with a maximum of 3
students. In case of a group project, the individual project report of each
student should specify the individual's contribution to the group
project. The roles and responsibilities of all team members must be
well-defined and documented.

On completion of the project, the student shall submit a detailed project
report outlining their emtrepreneurial journey, solution development,
and business plan. The project should be reviewed and the report shall
be evaluated, and the students shall appear for a viva-voce oral
examination on the projectapproved by the Coordinator and the project
guide,

EVALUATION:

L.

First evaluation [Milestone 1 - Week 4): 20 marks [Focus on Problem
Identification, Opportunity Discovery, Customer & Markets, Value
Proposition)

Second evaluation (Milestone 2 - Week 8): 30 marks (Focus on
Competitive Advantage, Business Model, and MVP Development)
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3 Final evaluation [Milestone 3 & 4 - Last week of the semester): 50
marks (Focus on Financial Feasibility, Co-to-Market Strategy, Growth
and Scale, Funding Strategy, and Overall Project Report & Viva-Voce)
Note: All three evaluations are mandatory for course completion and for

awarding the final grode.
TOTAL: 45 PERIODS

OUTCOMES:

At the end of the course, the student should be able to:

1. Apply entrepreneurial thinking to identify and articulate real-world
problems and explore market needs using structured approaches. (K3)

2. Develop skill sets to design potential solutions and validate market
opportunities within realistic constraints, (K4)

3. Evaluate sustainable, ethical, and responsible innovation strategies, and
communicate husiness models effectively. (K5)
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SDG NO. & APTITUDE SKILLS - | ololz]2
APTITUDE & COGNITIVE SKILLS - PHASE 1
OBJECTIVES:
L] :E::;: students on quantitative ability, reasoning ability, and verbal

# Build a strong foundation for solving recruitment-based problems
with speed and accuracy.
& [Enhance creative thinking skills and Strengthen problem-solving

skills.
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MODULE-1  QUANTITATIVE ABILITY 22z

Number Froperties, Speed Math, HCF and LCM, Percentages. Time and Work,
Time Speed and Distance, Ratio Proportion and Variations, Averages Mixtures
and Alligation

MODULE -1l QUANTITATIVE ABILITY AND REASONING ABILITY 16

Profit and Loss, Simple Interest and Compound Interest, Blood Relation,
Directions, Codingand Decoding, Series, Ranking and Arrangements

MODULE- 111 VERBAL ABILITY 7
Verbal Analogy - Vocabulary building - Sentence Structures - Comprehension
-correct usage of words - Error deduction

TOTAL: 45 PERIODS
REFERENCES:
Quantitative Aptitude for Competitive Examinations - R.S. Aggarwal
A Modern Approach to Logical Reasoning - RS, Aggarwal
Hizh School English Grammar & Composition - Wren & Martin
‘Word Power Made Easy - Norman Lewis.
Fast Track Objective Arithmetic - Rajesh Verma

e gl . o e

LIFE SKILLS, RANGER AND ROVER & BIS STANDARDS - PHASE 2
OBJECTIVES:
® Familiarize the team and leadership skills,
®  Lain Scouting spirit.,
#® Undersiand the standards relevant to IT.

MODULE -1 JEEVAN KAUSHAL 2.0 - TEAM SKILLS AND

LIFE SKILLS 12
Trust and Collaboration: Importance of Trust in Creating a Collaborative
Team- Agree to Disagree and Disagree to Agree - Spirit of Teamwork -
Understanding Fear of Being Judged and Strategies to Overcome,
Brainstorming: Basics and the process - Effective technigue for ideation -
Types - Importance and Benefits
Internal Communication: Internal Communication = Meaning and the Need,
Use of Various Channels for Transmitting Information to Team Members
including Digital and Physical.
Leadership Skills: Leadership concept - Leadership skills - Leadership
muoralities = Leadership models

Recommended by
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MODULE-TI RANGER AND ROVER 10
Four Bonds of BSG: Sign. Salute, Left Handshake, Moto and Good Turn.
Diseipline and Uniform: Uniform of Rovers and Rangers, 14 Programme ideals.
Knowledge of Merit: Know about Knowledge of Merit Badges (Proficiency
Badpe).
Sustainability E-learning: (Online Course Awvailable in WOSM Learning
Zone).
Activating the Earth Tribe Initiative in your Commumnity.

MODULE-M  ELECTROMAGNETIC COMPATIBILITY (EMC) AND
ELECTROMAGNETICINTERFERENCE a8

Introduction to the concept of Electromagnetic compatibility of electrical
andfor electronic equipment, between themselves and with electrical power
networks including electromagnetic interference and measurement and
calculation methods to assess human exposure to electric, magnetic and
electromapgnetic flelds. Discussion on 15 14700/ 1EC 61000 series of
Standards.

TOTAL: 30 PERIODS

REFERENCES:
1. Curriculwm and Guidelines for Life Skills [Jeevan Kaushal] 2.0, UGE, New
Delhi

2. A World Built on Standards: A Textbook for Higher Education, Published
by: Danish Standards Foundation, 2015,

3. 50/ IEC Guide 59, BIS Standards Formulation Manual, 2nd Revision,
2022,

ONLINE RESOURCES
1. hetps:/ fwww.ecambridgeenglish.org/learning-english
2. https://lms.scout.org/course_items,/show/1172182%course_id=
214307 #course-item-id=1172 182
3. https://Ims.scout.org/courses;show/2141237orce_course_hub=true

OUTCOMES

Upon completion of this course, the students will be able to:

1. Apply quantitative aptitude for solving numerical problems [K3|

2. [}e;qrnhﬂngjcal reasoning to tackle emotional challenges. [K2]

jon and comprehension skills through grammar
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4. Apply critical thinking and problem-solving skills in various cognitive
scenarios, [K3]

5. Interpret language nuances in diversified situations and exhibit scouting
spirits amidst communities, [K2]

6. Explain the basic principle of RIS Standards relevant to EMCand EMIL [K2)
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24BSMA40Z | pROBABILITY AND QUEVEING |L|T P cP|c|
SONG MO, & THEORY 3(1|0|5|&

OBJECTIVES:

® Toimpart necessary basic knowledge in Probability theery, Random
Processes and Queueing models which are invariably used in
Computer science courses

MODULE-1 PROBABILITY AND RANDOM VARIABLES 9
Probability — Axioms of probability - Conditional probability - Baye's
theorem- Discrete and Continuous random variables - Moments - Moment
generating functions.

MODULE-II  DISCRETEAND CONTINUOUS DISTRIBUTIONS 9
Binomial, Poisson, Geometric, Uniform, Exponential. Erlang and Normal
distributions,

MODULE-1  TWO-DIMENSIONAL RANDOM VARIABLES 12
Joint distributions - Marginal and Conditional distributions - Covariance -
Correlation and Linear Regression - Transformation of Random Variables -
Central Limit Theorem (for independent and identically distributed random
variables].

MODULE-IV RANDOM PROCESSES 12

Classification - Stationary process - Markov process - Poisson process -
Discrete parameter Markov chain - Chapman Kolmogorov equations -
Limiting distributions,

MODULE-V  QUEUEING MODELS 9

Markovian queues - Birth and Death processes - Single and multiple server
Queveing models - Little's formula - Queues with finite waiting rooms.

MODULE-VI  ADVANCED QUEUEING MODELS 9

Finite source models - M/G/1 gueue = Pollaczek-Khinchin formula - M /D1

and M/EK/1 asspecial cases - Series queues - Open Jackson networks.
TOTAL: 60 PERIODS
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TEXT BOOKS:

1.

Fundamentals of Applied Probability and Random Processes, lbe, 0. C,
2nd edition, Elsevier, 2019, (1.1, L3, 1.6, 1.7 (1.7.1), LB, 1.13 - exercise
problems in the these sections; 2.1 -2.8,3.1-3.5,3.9,4.1-43,44-44.2,
47-411,51-57,6,1-63 6.8.6.10,81-85,10.5 (1005.1 - 10,5.6]), 10.46,
10.7(10.7.1- 10.7.5)) (Module 111,111 & V),

2. Fundamentals of Queueing Theory, Gross, D., Shortle, |.E Thompson, |.M
and Harris. CM,, 4th Edition, Wiley Student, 2014.(1.1-1.5,1.7,2.1- 2.7,
4.1,4.2,5.1[5.1.1) (Module V & V1).

REFERENCES:

1. Schaum's Outline Theory and Problems of Probability, Random variables
and Random Processes, Hwei Hsu, 1st Edition, Tata Megraw Hill Edition,
Mew Delhi, 2004.

2. Operations Research, Taha, H. A, 10th Edition, Pearson India Educalion
Services, Delhi, 2019,

3. Probability and Statistics with Heliability, Queuweing and Computer
Science Applications, Trivedl, K. 5. 2nd Edition, John Wiley and Sons,
2002,

4, Probability and Stochastic Processes, Yates, H. (1 and Goodman, D, |, Znd
Edition, Wiley India Pvt. Lid., Bangalore, 2012,

5. Probahiliy and Srtatistics, Random Processes and Queueing Theory,

Veerarajan T, 4th Edition, Tata McGraw Hill Education Pyt Lid, New
Delhi, 2015,

WEB REFERENCES:

1.
2.
3.

hetps:f faptelacin/courses 117103017/

https:/ /archive.nptelacin/courses/111/102/111102111/

Lecture Notes | Probability and Random Variables | Mathematics | MIT
OpenCourseWare

https:/ /diposit.ub.cdu/dspace /bitstream /2445 /127366/3 /memoria.
pdfl

ONLINE RESOURCES:

1.

B

hrtps:/ /nptel.acin/courses/111105041/

https:/ farchivenptelacin feourses /111/102/111102111/
https:/ farchive.nptelacinfcourses /111 /104 /1111040797
https: / farchivenptelacin/courses /111 /1021111021607
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COURSE OUTCOMES

Upon completion of the course, the student should be able to:

1. Apply probability concepts, random variables, and moment-generating
functions to solve engineering problems invelyving uncertainty. (K3

2. Apply discrete and continuous probability distributions to model and
solve engineering problems invelving random phenomena, (K3)

3. Apply joint, marginal, and conditional distributions along with correlation
and regression concepts to analyze relationships between two random
varialiles in engineering problems. (K3)

4. Apply concepts of random processes, including Markov and Poisson
processes, to model and analyze stochastic systems evalving over time.
(K3)

5. Apply Markovian queweing models and related concepls to analyze and
solve problems involving service systems with waiting lines. [K3)

6 Apply advanced queueing models and network theories to analyze
complex service systems and thelr performance, (K3}
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SEMESTER - IV

24ITPC4O0T | ysER INTERFACE / USER EXPERIENCE | L | T |P CP|C
SDG NO. & & 9 (UIUX) DESIGNING SKILLS 3/l0/0|&!3
OBJECTIVES:

® Tolearn the basics of User Interface/User Experience Designing Skills

& Tobecome familiar with the design technologles for Individuals and
persons with disabilities

# Tobe aware of Mobile HCI

N T T ——
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® Tolearn the guidelines to design user interface
® Todesign an Ul using UX skills.

MODULE-1  OVERVIEW OF USERINTERFACE 8
Importance of User Interface - Definition - Importance of Good Design -
History of HCI- Blossoming of the World Wide Web - Characteristics of
Graphical and Web User Interface - Interaction Styles - The Graphical User
Interface - The Weh User Interface - The Merging of Graphical Business
Systems and the Web

MODULE-I1  USERINTERFACE DESIGN PROCESS a
Principles of User Interface Design - Obstacles and Pitfalls - Usability - Human
Considerations in the Design of Business Systems - Business Function -
Determining Basic Business Functions - Design Standards or Stvie Guides -
system Training and Documentation Needs — Usability Testing - Purpose -
Importance —Scope- Prototypes - Kinds of Tests

MODULE-TII  UIELEMENTS 8
System Menus - Navigation Schemes - Window -Characteristics -
Companents- Presentation Styles - Types - Screen based Controls - Graphics,
lcons, lmages - Colors - Case Study: Creation of Visual designs and clickable
prototypes,

MODULE-IV  OVERVIEW OF USER EXPERIENCE 7
UX Design Concepts - Intersection of Design, Technology, & Business- Knowing
Your User - User Rescarch Through Interviews - Relining Uiser Research and
Lreating Personas- Synthesis of User Research, Jou rney Maps, and User Flows

MODULE-V  USEREXPERIENCE ELEMENTS 7

Wireframing - Types of Wireframing - Sketching - Navigation Design -
Interaction Design - Prototyping - Tyvpes —lterating the Prototype -
Introduction to Sketeh - U1 Design - User Testing

MODULE-VI  WEBINTERFACE DESIGN 7

Designing Web Interfaces - Drag and Drop - Direct Selection - Contextual Tools

* Overlays, Inlays and Virtual Pages - Process Flow - Case Studies -

Introduction te Figma - Tools in Figma - Figma Layers Panel - Components -

Design Panel - Libraries — Code Panel - Prototyping - Masks - Figma Exports -
Laipud = rrukins - Wireframing in Figma

Recommends TOTAL : 45 PERIODS
Board of Shudies of o " ==
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TEXT BOOKS:
1. Edward Stull, "UX Fundamentals for Non-UX Professionals User

Experience Principles for Managers, Writers, Designers, and
Developers”, Apress, Spinger Nature Link, 2018,

2. Wilbert 0, Galitz, “The Essential Guide to User Interface Design: An
Introduction to GUI Design Principles and Techniques®, 3rd Edition,
Wiley Publishing Inc, 2007,

REFERENCES:

1. Brian Fling, “Mobile Design and Development, First Edition”, O Reilly
Media Inc., 2009,

2. Bill Scott and Theresa Neil, “Designing Web Interfaces”, First Edition,
O'Reilly, 2009,

3. Yvonne Rogers, Helen Sharp, lenny Preece, “Interaction Design: beyond
human-computer interaction”, Second Edition, John-Wiley and Sons
Ine, 2009,

4. DovTe-eni, Janc Carey, Ping Zhang, “"Human-Computer Interaction:
Developing Effective Organizational Information Systems”, John-Wiley
and Sons Inc., 2007.

WEB REFERENCES:

1. hetps:ffonlinecoursesnptelacin/noc23_esllé

2. 1/ Design With Figma : 5+ Real World Projects | Udemy

3. hups:/ fwww.nobledesktop.com/outlines fux-and-ui-design-certificate-
syllabus.pdf

ONLINE RESOURCES:

1. hitps:f ffreevidenlectures.com frourse /4491 foptel-introduction-
human-compuler-interaclion

2. https:f fvenwioreacin/sites fdefault/files flecture_notes/HC1%2
DLECTURE%ZONOTES.pdl

3. httpsf/mrcetcom,/ pdl/Lab%20Manuals/1T/R15A0562%20HCLpdf

OUTCOMES

Upon completion of the course, the student will be able to:

1. Utilize the basic concepts of User Interface and its types to design. (K3)
2. Make use of the design process and its testing strategy in real time Ul

designs, [K3)

3. Examine various Ul elements in real time visual designs and prototypes.
(k)
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4. Experiment with the basic fundamentals of UX designing. (K3)
5. Inspect wireframing, sketching and prototyping and test with usability
testing. [k4)

6. Dissect the Web Based User Interface Design for
Multimedia/Ecommetce/ E-Learning Websives using Figma, (K4)
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241TPC402 MICROCONTROLLERSAND L | T [P |CP C
=R EMBEDDED SYSTEMS 3/o(o]a(3
OBJECTIVES:

# Tounderstand the Architecture of BOB6 microprocessor

To learn the design aspects of 170 and Memory Interfacing circuits

To interface microprocessars with supporting chips

To study the Architecture of 8051 microcontroller and ARM processor
To design a microcontroller based system

MODULEl MICROPROCESSOR 9
Introduction to BOBG - Microprocessor architecture - Addressing modes -
Instruction set and assembler directives - Assembly language programming -
Modular Programming - Linking and Relocation-Stacks - Procedures - Macros
- Interrupts and interrupt service routines-Byte and String Manipulation.

MODULENl MICRDCONTROLLER 7

Architecture of 8051 - Special Function Registers(5FRs) - 1,/0 Pins Ports and
Circuits - Instruction set Examples « Addressing modes - Assembly language
programming- Timers and counters in #051- Introduction to microcontraller

Recommended by ™ L -
Board of Studies of _ (11 dopl. HAIRMAN

Board of Sluﬂlr:
[T F DII'('I! i" h'a ation Techr il
m




| Syllabus / T |
MODULE-IN  1/OINTERFACING B
Memory Interfacing and [/0 interfacing - Parallel communication interface -
Serial communication interface - DA and A/D Interface - Timer -
Keyboard /display controller - Interrupt controller - DMA controller -
Programming and applications Case studies: Traffic Light control, LED display,
LCD display, Keyboard display Interface and Alarm Controller.

MODULE-IV  INTRODUCTION TO EMBEDDED SYSTEM DESIGN AND

REAL TIME SYSTEMS !
Embedded system design process - Design example: Model train controller -
Design methodologies - Degign Mows - Requirement Analysis - Specifications
- System analysis and architecture design = Structure of a Real Time System =
Estimating program runtimes -Task assignment and scheduling.

MODULE-V  ARMPROCESSOR 7
ARM Architecture Versions - ARM Architecture - Instruction Set - Stacks and
Subroutines — Features of the LPC 214X Family -ARM Pipeline and Pipelining
Hazards- Interfacing with External Devices using ARM-Memory Hierarchy in
ARM Systems.

MODULE-V] PERIPHERALS 7
Peripherals - The Timer Unit - Pulse Width Modulation Unit - UART - Block
Diagram of ARMY and ARM Cortex M3IMCU- Analog to Digital Converter
(ADC)-Digital to Analog Converter - Ethernet Controller,

TOTAL : 45 PERIODS

TEXT BOOKS:

1. Yu-Cheng Liu, Glenn A Gibson, “Mierocomputer Systems: The 8086 /
A088 Family- Architecture, Programming and Design”, ZndEdition,
Prentice Hall of India, 2007

2. Mohamed Ali Mazidi. Janice Gillispie Mazidi, RolinMcKinlay, "The 8051
Microcantroller and Embedded Systems: Using Assembly and €7,
2ndEdition, Pearson education, 2011

3. Marilyn Wolf, "Computers as Compoenents - Principles of Embedded
ComputingSystemDesign’, 3rdEdition, Morgan Kaufmann Publisher (An
imprint from Elsevier), 2012

4. JaneW.S.Liv,"Real Time Systems” Pearson Education Third Indian
Reprint.2003
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REFERENCES:

1. Douglas VHall,"Microprocessors and Interfacing. Programming and
Hardware"TMH, 2012,

2. AK.RayKM.Bhurchandi, "Advanced Microprocessors and Peripherals”,
3rdEdition, TataMcGrawHill, 2012,

3. LylaB.Das” Embedded Systems: An Integrated Approach” Pearson
Education, 2013,

4. C.M.Krishna, KangG.Shin,'Real-Time Systems'International Editions,
MeGrawHillL2017.

WER REFERENCES:
1. hitps:/ /swavam.govin/nd1_noc20_eed42/preview
2. hetps:/ /nptelacin/courses,/ 108105102/

ONLINE RESOURCES:
1. https://freevideolectures.com/course 3018/ microprocessors-and-
microcontrollers

2. http:/ /www.satishkashyap.com/2012/02 /video-lectures-on-
microprocessors-and. himl

OUTCOMES

Upon completion of the course, the student will be able to:

1. Apply the addressing modes and Instruction sets of the BOHA
microprocessor o develop assembly language programs for specific
tasks.[K3)

2. Utilize the instruction set and addressing modes of the ARM processor to
execule programs.(K3)

3. Evaluate different microprocessor architectures (8086, ARM) based on
specificapplication requirements.[K5)

4. Analyze the internal architecture and Tunctional blocks of the 8051
microcontroller{K4)

5. Implement parallel and serial communication interfaces using the 1/0
interfacing concepts.(K3)

6. Design embedded systems incorporating various peripherals like timers,
PWM units, UART, and ADC/DAC for specific control and communication
applications{K5)
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_“m OPERATING SYSTEM WITH L T|P|CPC
SDG NO. & & 9 LABORATORY 302|554
OBJECTIVES:
& Tounderstand the hasic concepls, funclions of Operating Systems,
Processes and Threads
& Toanalyze Scheduling algorithm and understand the concept of
Deadlock

& Toanalyze various memory management schemes

To Understand 1/0 systems basies and various file systems.

&  To be familiar with the basics of virtual machines and Mobile 05 like
05 and Android,

MODULE-1 OPERATING SYSTEM OVERVIEW 7
Introduction - Computer System Organization — Computer System
Architecture - Operating System Owverview- Objectives and Functions -
Evolution of Operating System - Computer System Organization Operating
System Structure and Operations - System Calls - System Programs - 08
Generation and System Boot

MODULE-I1 PROCESS MANAGEMENT B
Processes - Process Concept - Process Scheduling - Operations on Processes -
Inter-process Communication - CPU Scheduling - Scheduling Criteria -
Scheduling Algorithms- Multiple - Processor Scheduling - Threads -
Multithreading Models - Threading lssues - Process Synchronization - The
Critical - Section Problem - Synchronlzation Hardware - Mutex Locks -
) Bl b ms ol Synchronization - Critical Regions

|97 | ~ o
CHAIRMAN
Board of Studies

Infarmanon Techneiogy




MODULE -1l DEAD LOCK 7
Monitors - Deadlock - System Model - Deadlock Characterization - Methods for
Handling Deadlocks - Deadlock Prevention - Deadlock Avoidance - Deadlock
Detection- Recovery from Deadlock

MODULE-IV MEMORY MANAGEMENT 8
Main Memory - Background, Swapping, Contiguous Memory Allocation -
Paging - Segmentation - Segmentation with Paging - Virtual Memory -
Background - Demand Paging - Page Replacement - Allocation of Frames-
Thrashing - Allocating Kernel Memory

MODULE -V FILESYSTEMSAND /0 5YSTEMS B8
Overview of Mass Storage Structure - Disk Structure - Disk Scheduling and
Management - Swap Space Management - File-System Interface - File Concept -
Access Methods - Directory Structure - Directory Organization - File System
Mounting - File Sharing and Protection - File System Implementation- File
System Structure = Directory Implementation - Allocation Methods - Free
Space Management - [ /0 Systems - 1/0 Hardware - Application [ /O Interface -
Kernel 1/0 Subsystem.

MODULE -Vl CASESTUDY 7
Linux System - Design Principles - Kernel Modules - Process Management -
Scheduling - Memory Management - Input-Output Management - File System -
Inter-Process Communication - Mobile 05 - 108 and Android.

LISTOF EXPERIMENTS: 15
Study UMIX Commands & Utilities.
Process Management using System Calls.
Implement the various CPL Scheduling Algorithms.
Implementation of Semaphore and Multi-threading
Implementation of Deadlock avoidance using Banker's Algorithm.
Implementation of Deadlock Detection Algorithm,
Implementation of First-fit, Best-fit and Worst-fit memory allecation
strategies,
Implementation of page replacement algorithms.
9. Implementation of disk scheduling algorithms.
10. Implementation ofthe following File Allocation Strategies
a) Sequential b) Indexed ] Linked

e 56~ LT LY

TOTAL: 60 PERIODS
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LAB REQUIREMENTS

1. Sstandalone desktops with C f C++ / Java / Egquivalent compiler 30 Nos, with
Linux 05

TEXT BOOKS:

1. Abraham Silberschatz, Peter Baer Galvin and Greg Gagne, "Operating
System Concepts”, 9th Edition, John Wiley and Sons Inc, 2012,

2. William Stallings, "Operating Systems - Internals and Design
Principles”,7th Edition, Prentice Hall, 2011

REFERENCES:
1. Ramez Elmasri, A. Gil Carrick, David Levine, "Operating Systems - A Spiral
Approach”, Tata MeGraw Hill Edition, 2010,

2. AchyutS.Godbole, Atul Kahate, "Operating Systems’, McGraw Hill
Education, 2016,

3. Andrew 5 Tanenbaum, “Modern Operating Systems”, Second Edition,
Pearson Education, 2004,

4. Gary Nutt, "Operating Systems”, Third Edition, Pearson Education, 2004,
5. Harvey M. Deitel, "Operating Systems”, Third Edition, Pearson Education,

2004,
WEB REFERENCES:
1. hops:f/nptelacin/courses/106,/106/106106144/
2. https:/ fwww.coursera.org/ coursesTquery=operating?20system
3. hups: /S www.computerhope.com/jargon fo/os. html
4, https: fwww.os-book.com /059 /slide-dir/
5. http://web.iitd.ac.in/~minati/MTL458.htm}
ONLINE RESOURCES:

1. https://onlinecourses.swayam2.acin/ntr5_ed41/preview
2. hetps:f fwwwudacity.com fcourse fintroduction-to-operating-systems--

ud923

3. https://freevideolectures.com/course /3670 introduction-tooperating-
SYslems

OUTCOMES:

Upon the completion of the course, the students should be able to
1. Articulate the basic concepts and functions of the operating system.

(K3) |
Recommended by |86 | ‘ﬂ;ﬂﬂ !H_-
|Board of Studien of __ T _dept. rngﬁ:fﬂ.?,r-rﬂ:‘:ﬁ'f“
MestingNe. 7 Dated: 4. 409




 Sylabus /T |
2, Apply process management and CPU scheduling techniques ta solve
problems. [K3)
Experiment deadlock concepts and prevention strategies{K4)
Examine memory management problems and segmentation, (K4)
Interpret the functionality of file systems and |/0 systems. (K3)
Make use of various administrative tasks in linux environment (K3)

L
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OBJECTIVES:

® Tolearn the various phases and parsing technigues of compiler

# Tounderstand intermediate code generation and run-time
enviromment

® To implement the front-end of the compiler

® Toimplement code generators

& Toimplement code optimization

MODULE-T INTRODUCTION TO COMPILERS AND LEXICAL ANALYSIS 7
Introduction- Translators- Compilation and Interpretation- Language
processors -The Phases of Compiler - Lexical Analysis — Role of Lexical
Analyzer - Input Buffering - Specification of Tokens - Recognition of Tokens -
Finite Automata = Regular Expressions to Automata NFA, DFA - Minimizing
DFA - Language for Specifving Lexical Analyzers - Lex toal

Recommended by | 104 '—f e
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MODULE-11  SYNTAX ANALYSIS 7
Role of Parser - Grammars - Context-lree grammars - Writing a grammar Top
Down Parsing - General Strategies - Recursive Descent Parser Predictive
Parser-LL{1) - Parser-Shift Reduce Parser-LR Parser- LR [0)tem Construction
of SLR Parsing Table - Introduction to LALR Parser - Error Handling and
Recovery in Syntax Analyzer-YACC tool - Design of a syntax Analyzer for a
Sample Language

MODULE-NI SYNTAX DIRECTED TRANSLATION & INTERMEDIATE CODE

GENERATION 7
Syntax directed Definitions-Construction of Syntax Tree-Bottom-up
Evaluation of S-Attribute Definitions- Design of predictive translator - Type
Systems-Specification of a simple type CheckerEquivalence of Type
Expressions-Type Conversions. Intermediate Languages: Syntax Tree, Three
Address Code, Types and Declarations, Translation of Expressions, Type
Checking, Back patching.

MODULE-IV RUN-TIMEENVIRONMENT a
Runtime Environments - source language issues - Storage organization -
Storage Allocation Strategies: Static, Stack and Heap allocation - Parameter
Passing-Symbaol Tables - Dynamic Storage Allocation, Source language lssues,
symbol tables and language facilities for dynamic storage allocation

MODULE-V CODE OPTIMIZATION a
Principal Sources of Optimization - Peep-hole optimization - DAG-
Optimization of Basic Blocks - Global Data Flow Analysis - Efficient Data Flow
Algorithm - Recent trends in Compller Design. Type checking, type
expressions, type systems, static and dynamic checking of types, specification
of a simple type checker, equivalence of type expressions, type conversions,
overivading of functions and operators,

MODULE-V1 OPTIMAL CODEGENERATION B
Machine dependent code generation, object code forms, the target machine, a
simple code generator, register allocation and assignment, peephole
optimization. Issues in the Design of a code generator - Basic Blocks and Flow
graphs - Design of a simple Code Generator - Optimal Code Generation for
Expressions- Dynamic Programming Code Generation

LIST OF EXPERIMENTS: 15
1. Using the LEX tool, Develop a lexical analyzer to recognize a few patterns

inC.[Ex. ulem-.l fiers, CONSLaNEs, comments, operators etc.). Create a symbaol
tifiers.

er:ommnndid' by | 101 I
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2. ImplementaLexical Analyzer using LEX Tool
3. Generate YACC specification for a few syntactic calegories.
a. Program to recognize a valid arithmetic expression that uses operator +, -,
*and /.
b. Program to recognize a valid variable which starts with a letter followed
by any number of letters or digits. ¢. Program to recognize a valid control
structures syntax of C language (For loop, while loop, if-else, if-else-if,
switch-case, etc.).
Implementation of calculator using LEX and YACC
Generate three address code fora simple program using LEX and YACC.
Implement type checking using Lexand Yace,
Implement simple code optimization techniques [Constant folding,
Strength reduction and Algebraic transformation)
7. Implement back-end of the compiler for which the three address code is
given as input and the 8086 assembly language code s produced as
output.

et o

TOTAL: &0 PERIODS
TEXT BOOKS:
1. Alfred V. Aho, Monica 5. Lam, Ravi Sethi, Jeffrey D Ullman, "Compilers:

Principles, Techniques and Tools”, Second Edition, Pearson Education,
2009,

REFERENCES:

1. Randy Allen, Ken Kennedy, Optimizing Compilers lor Modern
Architectures: A Dependence based Approach, Morgan Kaufmann
Publishers, 2002.

2, Steven SMuchnick, Advanced Compiler Design and Implementation|],
Morgan Kaufmann Publishers - Elsevier Science, India, Indian Reprint
2003,

3. Keith DCooper and Linda Torczon, Engineering a Compiler]|, Morgan
Kaufmann Publishers Elsevier Sclence, 2004,

4, V. Raghavan, Principles of Compiler Design||, Tata McGraw Hill
FEducation Publishers, 2010,

5.  Allenl. Holub, Compiler Design in C||, Prentice-Hall Software Series,
1993,

WEE REFERENCES:

1. https:/ fonlinecourses.nptelacin/noc2 1es07 fpreview

2. htrps:/ fwrwwees.emuedu /~fp/courses,/ 1541 1-f14 fresources.itml
3.  hutps:/ fonlinestanford.edu/courses fsoe-veses 1 -compilers
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OUTCOMES:

Upon the completion of the course, the students should be able to

l. Examine the techniques in different phases of a compiler. (K4)

2. Deslgn a lexical analyser for a sample language and learn to use the LEX
tool. (K3)

3. Inspect different parsing algorithms to develop a parser and learn to use
YACC tool (K3)

4. Construct semantics rules (SDT). intermediate code generation and
runtime environment. (K3)

L

| Sylabus 7 T |

Analyze code generation and apply code optimization technigues, [K4)

6. Construct and use of different compiler tools as LEX, YACC for code
generation & optimization.[K3)
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ARMY WING
PERSONALITY DEVELOPMENT 9
PD3 Group DMscussion: Team Work 2
PD4 Career Counselling, 55B Procedure & Interview Skills 3
PD5 PublicSpeaking 4
BORDER & COASTAL AREAS 4
BCAZ  Security Setup and Border /Coastal management in the area 2
BCA3  Security Challenges & Role of cadets in Border management 2
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ARMED FORCES
AF2 Modes of Entry to Army, CAPF, Police 3
COMMUNICATION 3
c1 Introduction to Communication & Latest Trends 3
INFANTRY 3
INF1 Organisation of Infantry Battalion & its weapons 3
MILITARY HISTORY 23
MH1 Biographies of Renowned Generals *
MH2 War Heroes - PVC Awardees 4
MH3 Study of Battles - Indo Fak War 1965, 1971 & Kargil 9
MH 4 War Movies f
TOTAL: 45 PERIODS
NAVAL WING
PERSONALITY DEVELOPMENT 9
PR3 Group Discussion: Change your mindset, Time Management, Social
Skills 5]
PDS PublicSpeaking 3
LEADERSHIP T
L2 Case Studies: AP] Abdul Kalam, Deepa Malik, Maharana Pratap, N
Marayan Murty, Ratan Tata, Rabindra Nath Tagore, Hole of NCC
cadets in 1965 7
DISASTER MANAGEMENT 13
DM Disaster Manapement Capsule: Organisation, Types of Disasters,
Essentlal Services, Assistance, Civil Defence Organisation 3
DM 2 Initiative Training, Oreganising 5kills, Do's & Don't's, Natural
Mzasters, Man Made Disasters 9
pM3 Fire Service & Fire Fighting 1

ENVIRONMENTAL AWARENESS & CONSERVATION 3
EA 1 Environmental Awareness and Conservation 3
GENERALAWARENESS 4
GAl General Knowledge 4
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NAVAL ORIENTATION
AF1 Armed Forces and Navy Capsule
EEZ 1 EEZ Maritime Security and ICG

ADVENTURE
AD1 Introduction to Adventure Activities

BORDER & COASTAL AREAS
BCA1  History, Geography & Topography of Border/Coastal areas

W

2
2

TOTAL: 45 PERIODS

AlIR FORCE WING

PERSONALITY DEVELOPMENT

PI¥3 Group Mscussion: Team Work

PD 4 Career Counselling, S5B Procedure & Interview Skills
PIX5 PublicSpeaking

BORDER & COASTAL AREAS
BCAZ  Security Setupand Border/Coastal managementin the area
BCA3  Security Challenges & Role of cadets in Border management

AIRMANSHIP
Al Airmanship

BASICFLIGHT INSTRUMENTS
Fi1 Basic Flight Instruments

AEROMODELLING
AM1 AeroModelling Capsule

GENERAL SERVICE KNOWLEDGE
G5K4  Latest Trends & Acquisitions

AIRCAMPAIGNS
AC1 Air Campaigns

PRINCIPLES OF FLIGHT
PF1 Principles of Flight
Qe ST i
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NAVIGATION 5
NM1 Mavigation 2
NM 2 Introduction to Met and Atmosphere 3

TOTAL :45 PERIODS

SEMESTER - 1V
24ITPT401 | FOUNDATIONS OF DATA SCIENCE | L | T [P [cP|C
s 1/0/4/5]3]

SDG NO. 4,912 LABORATORY WITH THEORY

DBJECTIVES:

#® To Understand the data science pipeline and the importance of data
collection, cleaning, exploration, and visualization

* To Manipulate data effectively using Pandas DataFrames and Series

® To Clean and preprocess data for analysis by handling missing values,
duplicates, and data inconsistencies, reshape and transform data for
further analysis

& To Apply descriptive statistics and basic probability convepts Lo data
analysis and to ereate and interpret different types of visualizations

®  To Learn aboul the end-to-end data science workflow, including
feature engineering, model evaluation, and communication of resulrs

MODULE-T INTRODUCTION TO DATASCIENCE AND TOOLS 7
Introduction to Data Science and its role in solving real-world problems -
Pythaon tools for Data Science: Pandas, MumPy, Matplotlib, Seaborn - Setting up
Jupyter Notebook and Anaconda Loading and exploring data using Pandas

List ol Experiments:

1. Install Anaconda, set up a Python environment, and test upyter
Notebook.

2. LoadaCSV Alewsing Pandas and explore basic DataFrame operations.

Perform basic data inspection using head(), info(), describe() in Pandas,

4. lse basic NumPy functions for areay manipulations (e.g., creating arrays,
reshaping).

5. Importand visualize a dataserusing Matplotlib (create basic plots],

k

MODULE-11 DATATYPES, STRUCTURES, AND MANIPULATION B

Understanding Python Data Types (List, Tuple, Set. Dictionary) -Introduction
to Pandas DataFrame and Series -Indexing and selecting data - Data
manipulation technigues [sorting, llvering, grouping)

Recommended by l
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Listof Experiments:

Manipulate and filter lists, dictionaries, and tuples in Python.
Create and index a Pandas DataFrame and Series,

Perform data selection and slicing in Pandas DataFrame,

Group and aggregate data in Pandas [e.g, groupby () aperations).
Sortand filter data based on multiple conditions.

LB R

MODULE- 111 DATA WRANGLING 7
Data Cleaning: Identifying and handling missing values (fillna(), dropna()] -
Remaving duplicates and correcting data inconsistencies - Data
Transformation: Normalization, Standardization, Encoding - Data Reshaping:
melt(), pivor(), stack(), unstack(} - Combining and merging datasets for
analysis

List of Experiments:

1. Handle missing datausing fillna(), dropna(), and interpolation.

2. 1dentify and remove duplicate records ina dataset,

3. Reshape data using melt[) and pivot() functionsin Pandas.

4. Normalize numerical features inadataset using MinMaxScaler.

5. Merge multiple datasets and perform data alignment,

MODULE-IV STATISTICAL ANALYSIS AND PROBABILITY 7

Descriptive Statistics: Mean, Median, Mode, Standard Deviation - Probability
Distributions: Normal, Uniform, Binomial, Poisson - Sampling and Central
Limit Theorem - Hypothesistesting (t-tests, p-values)

List of Experiments:

Compute summary statistics (mean, median, standard deviation].
Visualize and interpret normal and binomial distributions,

Apply the Central Limit Theorem using random sampling.

Perform hypothesis testing using one-sample t-tests.

Conduct hypothesls testing and interpret p-values.

o e

MODULE-V  DATA VISUALIZATION 8
Introduction to Data Visualization - Matplotlib: Basic and advanced plotting
techniques - Seaborn: Statistical visualizations (pairplot, heatmap, etc.) -
Customizing and styling plots Creating multi-panel plots for data exploration

List of Experiments:
1. Create basicvisualizations (line plot, bar chart) using Matplotlib.

2. UseSeabornto create pairplots and scatter plots,
3. Createaheatmap lo ize correlation between features,

anded by
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4. Customize plot aegsthetics (colors, labels, and legends).
5. Create multi-panel visualizations using ple.subplots().

MODULE- VI DATASCIENCE CONCEPTS AND TECHNIQUES a8
Overview of the Data Science Pipeline [Problem Definition, Data Collection,
Data Preparation, Model Building, Evaluation, Deployment] - Feature
Engineering: Creating meaningful features from raw data - Exploratory Data
Analysis (EDA)} techniques - Model Evaluation and Validation: Cross-
validation, metrics (accuracy, precision, recall}) - Communicating findings
effectively through reports and visualizations

Listof Experiments:

1. Define adata science problem and collect data using web scraping or APls,
2. Apply feature enginecring technigues to improve model performance.

3. Perform exploratory data analysis on a complex dataset using various

techniques.
4. FEvaluate models using metrics such as precision, recall, and cross-
validation.
5. Create a comprehensive report communicating insights from the data
science workflow.
TOTAL: 45 PERIODS
TEXT BOOKS:

1. Python for [bata Analysis: Data Wrangling with Pandas, NumPy, and
IPython™ by Wes McKinney

REFEHENCES

1. "Data Science from Scratch: First Principles with Python™ by Joel Grus

2. "Practical Statistics for Data Scientists: 50 Essential Concepts” by Peter
Bruce, Andrew Bruce, and Peter Gedeck

3. "Intreduction w Data Science: A Python Approach to Concepls,
Technigues, and Applications® by Laura Igual & Santi Segui

OUTCOMES
At the end of this course students will be able to

1. Apply Python libraries such as Pandas, NumPy, and Matplotlib to load,
manipulate, and visualize datasets for solving basic data science
problems. (3]

2. Analyze data quality 1ssues, apply appropriate data wrangling technigues,
and perform statistical analysis to draw meaningiul inferences from
datasets. (K4

A HAIRMAN
Baard af Sturins
infarmation Technoingy




| Syhabus /T |
3. FEvaluate data visualization techniques and data science workflows to

effectively interpret, validate, and communicate insights from complex
datasets. [K5)
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OBJECTIVES:

&  To empower students to transform innovative ideas into viable venture
Mueprints through structured entrepreneurial exploration and
appartenity framing,

® To provide experiential learning in adaptive product evoelution by
focusing on user-centric redesign, iterative testing, and technical
refinement.

e Todevelop proficlency in assessing market traction, decoding customer
behavior, and aligning product strategy with investment-readiness
metrics.

& To instill a foundation of ethical entrepreneurship by integrating
inclusive design principles, sustainability values, and responsible
lcadership.

& Toenable data-driven innovation by leveraging feld research, applying
performance anal ] integrating emerging technologies for

1108] L g
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& To facilitate multidisciplinary problem-solving through advanced
engineering Integration, MVP systemization, and standards-compliant

validation.
COURSE METHODOLOGY:
1. This initiative is designed to inculcate ethical principles of research and

to get invelved in a life-long learning process for the students, focusing
on the practical execution and refinement of entrepreneurial ventures.

Z. The project work must involve the continuous development, iterative
enhancement, and potential launch of an entreprencurial solution. It
must also include appropriate elements of the following: compliance
with advanced engineering standards, iterative design analysis,
enhanced prototyping, robust experimentation, real-warld user
feedback callection, data correlation, and advanced software /hardware
development for the solution.

3. Projects can be individual work or group projects, with a maximum of
Three students. In case of a group project, each student must submit an
individual project repart clearly specifying their unique contributions
to the collective work.

4. Om completion of the project, the student shall submit a detailed project
report encompassing the evolution of their venture, technical
implementation, market validation, and future roadmap. The project
shall undergo a formal review process, after which the report will be
evaluated. Students shall appear for a mandatory viva-voce
examination on the project, approved jointly by the Coordinator and the
respective project pulde.

EVALUATION:

1. First evaluation [Immediately after first internal examination): 20
marks (Focus on refined problem statement, advanced MVP design,
and detailed development plan)

2, Second evaluation (Immediatety after second internal examination }:
30 marks (Focus on prototype/MVP implementation, initial testing,
and preliminary market validation results)

3. Final evaluation (Last week of the semester): 50 marks (Focus on the
complete refined solution, comprehensive market validation, growth
strategy, final project report, and viva-voce)

Nate: ANl three evaluations are mandatory for course completion and for

awarding the final grade.
TOTAL: 45 PERIODS
Recommended by | oL hi.i._:h__
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OUTCOMES:

At the end of the course, the student should be able to:

1. Apply structured entrepreneurial exploration to convert innovative
ideas into venture blueprints, incorporating user-centric and iterative
design approaches, (K4)

2. Assess customer behavior and market traction to align product
strategies with ethical and sustainable entreprencurship principles.
(KS)

3. Integrate multidisciplinary knowledge, field data, and emerging
technologies to optimize and validate e ngineered solutions. (K6)
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PROBLEM SOLVING USING JAVA - PHASE 1

OBJECTIVES:
®  Develop strong algorithmic problem-solving skills using Java
®  Enable students to analyze problems and design efficient solutions
® Familiarize students with coding patterns used in technical
interviews and prepare students for competitive programming and
placement coding rounds

MODULE - I FOUNDATIONS OF JAVA PROBLEM SOLVING 16
Lompetitive programming mindset, Understanding problem statements and
constraints, Java input and output handling, Time and space complexity,
Asymptotic notations, Loap and recursion analysis, Arrays and strings
problem patterns, Prefix sum, Sliding window, Two-paointer technigues.

b, SORTING AND ADVANCED TECHNIQUES 15
Binary search patterns, Sgarch on answer technique, Sorting-based problem

Boand i Bayrid ot L e | pplications, Monotonic stack, Simulation R
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problems, Recursion templates, Backtracking framework, Constraint-based
problem solving.

MODULE - IHDYNAMIC PROGRAMMING, GREEDY AND GRAPH BASICS14

Dynamic programming principles, Memorization and tabulation, One-
dimensional and two-dimensional DP problems, Greedy strategies, Interval
problems, Graph traversal basics - BFS and DFS, Competitive coding
strategies,

TOTAL: 45 PERIODS

REFERENCES:
L Herbert Schildr, Java: The Complete Reference, Mctraw HillL
2. E Balagurusamy, Frogramming with |ava, McGraw Hill Education

ONLINE RESOURCES

1. LeetCode - https://leetcode.com

2. HackerRank - hrtps:/ fwww hackerrank.com
3. GecksforGeeks - Java and DSA Track

LIFE SKILLS, RANGER AND ROVER & BIS STANDARDS - PHASE 2

OBJECTIVES:
® Explore core domain BIS standards related to Information security
and Al
® Implement strategies to learn career and managerial skills for career
growth.

MODULE-T JEEVAN KAUSHAL 2.0 - CAREER SKILLS AND
MANAGERIAL SKILLS 14
Group Discussion Skills - Meaning and Methods of Group Discussion -
Procedure of Group Discussion - Group Discussion - Simulation - Group
Discussion - Common Errors.
Managerial Skills - Basic Managerial Skills - Planning for effective
management - How to organize teams? - Recruiting and retaining talent -
Delegation of tasks - Learn to coordinate - Conflick management - Sell-
management Skills - Understanding self-concept - Developing self-
awareness - Sell-examination - Self-reflection and Introspection - Sell-

Mﬁ%hill - Basics of Entrepreneurship - Meaning of
enfrepregen e sification and types of entrepreneurships - Traits
-‘ m&ﬂ%" nirepreneur - Creating Business Plan - Problem
ration - ldea validation - Pitch making,
12| L Yl et
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Managing Personal Finance - Budgeting - Setting personal goals - Estimate
likely expenses Monitor spending to obtain the most value for the available
funds - Saving and Investing - Advantages of saving money - Concept of
present and future value of money.

MODULE - Il RANGER AND ROVER 10
Scouting for Boys: Scout Craft, Campaigning,

Knots: Managing of rope, types of ropes and uses, Basic Knots: - Clove Hitch,
Reel Knot, Fisherman knot, Sheet bend, Bowline, Sheep shank, whippings.
Growing Together: Understanding the growth context,

Intergenerational Dialogue: How to enhance learning and cooperation
ACT0SS gencrations.

MODULE-II INFORMATION SECURITY & ARTIFICIAL INTELLIGENCE 6
Information security, network security and privacy protection:
Intreduction to the standards and co ncepts related to security [CIA
(Confidentiality, Integrity, and Availabilit ¥1] and privacy,
Software - Quality Assurance, Life Cycle & Testing: Introduction to
Software life cycle processes and Software Testing (15 16124 and 15 1129 1.
Artificial Intelligence: Introduction to the concepts of Artificial Intelligence
and related standards:

®  Overview of trustworthiness in artificial intelligence.

® Framework for Artilicial Intelligence (A1) Systems Using Machine

Learning (ML),
® Al system life cycle processes,
®  Data life cycle framework
TOTAL: 30 PERIODS

REFERENCES:
L Curriculum and Guidelines for Life Skills (Jeevan Kaushal) 2.0, UGC, New
Delhi.

2. A World Built on Standards: A Texthook for Higher Education, Published
by: Danish Standards Foundation, 2015.

3. 80/ IEC Guide 59, BIS Standards Formulation Manual, 2nd Revision,
2022,

ONLINE RESOURCES
1. https:/fImsscout.org/rourses/show/214175Morce_course_hub=true

ourses/show/214194Morce_course_hub=true
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OUTCOMES

Upon completion of this course, the students will be able to:

L. Interpret problem statements and develop Java programs with
appropriate complexity analysis,

2. Apply array, string, searching, sorting, stack, and queue based problem-
solving technigques,

3. Design solutions using recursion, ba cktracking, and dynamic
programmingapproaches.

4. Solve real-time and placement-oriented problems using greedy
techniques and graph traversal basics.

5. Demonstrate careerand managerial skills. (K2)

6.  Understand BIS standards for [nformation security and Al domain. (K2)
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SEMESTER V
cousst con [r eer]c
awireczor | COMPUTER NETWORKS 'T, o1 fT%
e SYLLABUS VERSION 1.0 | SDG 0. 4, 5 '
PRE-RECUASITE |
EURSES LITPCI0Y |
OBJECTIVES:

® To understand the fundamentals of data communication, netwark types
and protecol models,

® To learn physical and data link layer concepts including transmission,
errorcontroland LAN technologies.

*  Toanalyze netwark and transport layver protocols such as [P ad dressing,
reuting, TCP and UDP,

® To explore application layer protocols and basic network security
mechanisms

MODULE-1 FUNDAMENTALS OF DATA COMMUNICATION [
Data Communications- Data Representation and Data Flow-Network Criteria
and Physical Structures-Types of Networks: LAN, WAN, Internet-Network
Topologies-Protocol Layering and Design Issues-TC PAP Protocol Suite- 08)
maodel

MODULE-Il  PHYSICAL LAYER 7
Data and Signals (Analog & Digital)-Performance-Transmission Media
(Guided & Unguided)-Switching- Circuit-Switched MWetwarks -Packet
Switching

MODULE-II DATA LINKLAYER 9
Data Link Layer Services-Data Link Layer - Addressing-Error Detection And
Correction -Block Coding -Cyclic Codes Checksum -DLC Services -Data-Link
Layer Protocols -HDLC- Wired LANS: Ethernet-Wireless LAN's - Introduction
-IEEE802.11, Bluetvoth - Connecti ng Devices,

MODULE-IV NETWORK LAYER 9
Network Layver Services - P chet switching - Performance - [PV4 Addreszes -
Forwarding of IP Packets - Network Layer Protocols: [P, ICMP va - Unicast
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(St 777 ]
Routing Algorithms - Protocols - Multicasting Rasics - [PV Addressing-1PVé
Protocal.

MODULE:-V  TRANSPORT LAYER 8
Introduction -Transpo ri-Layer Protocols -User Data gram Protocel -
Transmission Control Protocal -5CTP

MODULE-VI APPLICATION LAYER & NETWORK SECURITY 6

Socket Interface and Socket programming- Standard Client-Server protocols
such as WWW, HTTPE FTP. E-Mail S5H,DNS & SNME
TOTAL : 45 PERIODS

TEXT BOOK:

1. Behrouz A-Foruzan, *Data Communication and Networking”, McGraw Hill
Education, Sixth Edition, 2022

2. Larry L Peterson and Bruce 5 Davie,Computer Networks: 4 Systems
Approach, Sixth Edition, Morgan Kaufi mann / Elsevier, 2021

REFERENCES:

1. James E Kurose angd Keith W Ross, Computer Networking: A Top-Down
Approach, Ninth Edition, Pearsan Education, 2025,

2. Andrew 8. Tanenbaum and David |- Wetherall, Computer Networks, Sixth
Edition, Pearson Education, 2021

ONLINE RESOURCES:

1 hﬂps:f{m.geeksfnrgeebumgfmm puter-network-tutorials/

2. https:/ fww wtutarialspoint.com/data_communi cation_computer_
network/index.hitm

3. https://nptelacin/cou rses 106105183

OUTCOMES

Upon completion ofthe course, the student will be able to:

1. llustrate the fundamental concepts of data communication, netwaork
Lypes, and protocol models {051 & TCFAP) for basic networking and
communication applications {£3)

2. Demonstrate physical layer concepts including signals, transmission
media, and switching technigquesin data commun ication systems . (K3)

Recommendad in Board of Studics (Bos) Meeting No. _ 8 heldon [12.05. 2o f,
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(Syliabus 7 17 ]
3. Analyze data link layer protocols, error detection and correction
methods, and LAN technologies in netwark communication systems [ K4)
4. Examine the operation of netwerk layer services, routing, and |p
protocals indata communication networks, [Ka)
5. llustrate transpert layer protocols such asUDP TCR and SCTP in network
communication.[K3)
6. Interpret socket Programming and standard application layer protocals
innetworking, (K3]
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COURSE CODE: WEB TECHNOLOGY L T|P fu:PrI'u::I
TR WITH LABORATORY 3[0[2]s]4
_"mLm SYLLABUS VERSION 1.0 || SDGND, 4, 9
e e ]
OBJECTIVES:

* Tounderstand the fundamentals of web technologiesand protocols,
Todesign and develop static and dynamicweb pages,

Toapply client-side and server—sld&scr:’pting1r.-c]1nlq ues,

To build full-stack web applications with security considerations,
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MODULE- 1 INTRODUCTION 10 WEB TECH NOLOGIES a8

Internet and WIWW, Web browsers and servers, HTTP/HTTPS, Client-Server
architecture, HTML basics, web Pagestructure,

MODULE-H HTML5 AND (553 7
HTMLS elements, forms, multimedia, C553 styling, selectors, box model,
layouts, respansive design, Flexbox, Grid,

MODULE - 1 JAVASCRIPT FUNDAMENTALS 7
Variables, data types, aperators, control structy res, [unctlons, events, DOM
manipulation.

MODULE- Y AD‘.I’ANCEUMII‘ASCRI’PT&.HM 7
ESE features, JSON, AJAX, Fetch Apy asynchronous programming, errop
handling and browser storage,

MODULE-V SERVER-SIDE PROGRAMMING i
Node.js basics, Express framework, REST APls, database connectivity
[MnnguDHfM}'SQL].

MODULE -VI WEBAPPLICATION DEVELOPMENT & SECURITY i)
Socket Interface and Socket programming- Standard Client-Server protocols
suchas WWW, HTTP, FT, E-Mail, S5H,DNS & SNMP

LIST OF EXPERIMENTS:
1. Design static weh Pagesusing HTML and £55,
2. Developres ponsive layouts using Flexbox /Grid.
3. JavaSeript programs for validation and DOM manipulation,
4. AlA¥-based web applications,
5. Server-side applications using Nodejs.
b RESTAPldevelopment and database connectivity,
7. MiniProject: Full-stack web application,
TOTAL: 60 PERIODS

TEXT BOOK:

L. Kogent Learning Solutions Inc, HTMLS Black Book: Covers 5531
lavaScript, XML, XHTML, AJAX, PHP and iQuery, 2nd Edition, Dreamtech
Press, 2016
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& JonDuckett, HTML and £55: Pesign and Build Websites, Tt Edition, Wiley
Publications, 2011,

3. David Flanagan, lavaScript: The Definitive Guide, 7th Edition, O'Reilly
Media, 2020

REFERENCES;

L. Rohin Nixor, Learning PHI, MySQL & lavaScript: With iQuery, £S5 &
HTMLS, 6th Edition, 0'Reilly Media, 2021

2. Ethan Brown, Weh Development with Node and Express: Leveraging the
lavaScript Stack, 2nd Edition, O'Reilly Media, 2019

3. Achyut 5. Godbole and Atul Kahate, Weh Technologies, 3rd Editian,
McGraw Hill Education, 2017,

ONLINE RESOURCES:

L https:j,.-’deve!npe rmozilla.orgfen-Us/
2. hitps:/ fmv.wasm:mlsmm;’

3. httpﬁ:,.l’fjavnsr_'ripr.infnf

4. htrps;,-’frrude*js.argfen,-"dncs

5. hl:tps.-,.-"jexpmssis.cumf

6. https: Hmm.:mungudh.mm.-"dn-::;,f

OUITCOMES:

Atthe end of this course, the students should be able to:

L Apply the fundamentals of weh technologies, interner protocols, and
implement the client-server architectyrse, [K3)

2. Develop static and responsive web pages using HTMLS, 553, Flexboy,
and Grid layouts. (K3)

3. Apply JavaScripe concepts for dynamic web Page development and DOM
manipulation. (K3)

4 Implement asynchronous rommunication and browser-based
applications using AJAX and Fetch API. (K3]

3. Build server-side weh applications and REST APl with database
connectivity using Node jsand Express. (K3)

. Design and develop secure, scalable full-stack web applications with
deployment and performance uptimization technigues, (K4)
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; [y | [
F“““mmmm“ CONSTITUTION OF INDIA _I@\»H :.‘;P%—ll
g = SYLLABUS VERSION 11 J SDGNO. 4,9 —I
PRE-REQUISITE | i
| COURSES
OBJECTIVES:

*  Toknowabout Indian constitution,

Ta know about central government functionalities in India.
Toknow about state government functionalities in India,
Toknow about Constitution function,

To Know about Constitutional remedies

MODULE-1 INTRODUCTION 5

Historical Background - Constituent Assembly of Indig - Philosophical
foundations of the Indian Constitution - Preamble - Fundamental Rights -
Directive Principles of State Paliey - Fundamental Duties.
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Syllabus
MODULE-n STRUCTURE AND FUNCTION OF CENTRAL
GOVERNMENT 5

Union Government - Structupes of the Unlon Government and Functions -
President - Vice Presidont - Prime Minister - Cabinet - Parliament - Supreme
Courtofindia

MODULE-111 S‘I‘RUC‘I‘I.IREAHDFUNET!DN OFSTATEGOVERNMENT 5
State Government - Structure and Hunctions - Governor - Chief Minister -
Cabinet - State Leglslature - Judicial System in States - High Courts and other
Subordinate Courts.

MODULE - IV CGNEI’ITU‘]’[DNFUN‘ETIDNS 5
Indian Federal System - Centre - State Relations — President’s Rule -
Constitutional Amendments - Constitutional Functionaries,

MODULE -V CONSTITUTIONAL REMEDIES 5

Enforcement of fundamental rights - Power of parliament to modify the rights
the conferred by this part in thejp application to forces,

MODULE-VI CONSTITUTIONAL GOVERNANCEIN THE DIGITAL ERAAND
CONTEMPORARY ISSUES 5
Constitutional Values ang Gond Governance - Right to [nformation {HTT) and
Citizen Participation — Digital Governance and e-Governance Initiatives in
India - Constitutional Perspectives an Artificial Intellipence (Al) and
Emerging Technologies,
TOTAL : 30 PERIODS
TEXT BODKS:
L. Durga Das Basu, Intraduction to the Constitution of India, 27th Editian
(2024), LexisNewds Butterworths Wadhwa,
2. M.V Pylee, An Intreduction to the Constitution of [ndia, Latest Revised
Edition (2024), Vilas Publishing House.
3. F. M. Bakshi, The Constitution of India, 18th Edition [2025), Universal
LexisNexis
4. Brlj Kishore Sharma, Introduction to the Constitution of India, 15th
Edition (2024), PHI Lea rning
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REFERENCE BOOKS:
1. D. D. Basu, Sharter Constitution of India, Latest Revised Edition,
LexisNexis

2. Subhash . Kashyap, Our Constitution: Ap Introduction to India's
Constitution and Constitutional Law, Latest Edition, National Book Trust

3. M.Laxmikanth, Indian Polity, 7th Edition (2025, McGraw Hill Education

4. ] N. Pandey, Constitutional Law of India, Latest Edition (2024), Central
Law Agency.

5. VN Shukla, Constitution of India, Revised by Mahendra Pa) Singh, 14th
Editlen / Latest Availahle Edition, Eastern Book Company

ONLINE REFERENCES

1. hrops:ys ,f'iasexampnﬁal,mm;ebnuk,-'me-cn-nsu tution-of-india

2. hitps; {feclass.ce /oo urses/udemy_basics_of india n_constitution_a_
refresher_course

https:/ jnx.]ibguides.cumfc.php PE=422964&p=2800409
https:// mylﬂw.netﬂ:lﬂgatlDn,.-’funstitutl'ﬂllal-iEIWTOU rse

5. Www.tutorialspo) nt.cnm,ﬂindinn_panry,.-’jndian_pnrity_soun:es
consitution.htm

6 wwwdri shliins.mm;’gs-spﬂciai;gs-s pecial-polity /important-sources-
of-the-indian-constitytion

T www.india.gn-.r.jn,-"my-gu-.re roment/constitution-india/constity tion-
india-full-text

a, htrp.-,-"..-"Iﬂglslat'rvn.gmun,.rmmiﬁtutiun-nl-indla

MOOC REFERENCES

1. https:/ fvww.moog-lis Loom/tags law

2. https:/ S wwwudemy.comy/course / pality—and-mn.utitulinn,.ﬂ

3 https:,.’,.-’swayum.gwjn,."ndz_oer:l'i_hsl 3 preview

4 hutps:/ fuww, udemy.com/course /basics -of-indian-constitution-a-
refresher-course/

OUTCOMES:

Atthe end ofthis course, the students should be able to;

1. Explain the historica) evolution, philosophy and fundamental principles
ofthe Constitution of India. (K2}

2, Describe the structure, powers and functions of the Union Government
underthe Constitution, (K2)
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3. Interpret the structure and functioning of State Governmerts and the
judicial systemin India. (K2}

4 Analyze federal relations, constitutional amendments and constitutional
functionaries. (K4)

5. Examine constitutional remedies and mechanisms for protection of
fundamental rights_ [K4)

6. Apply constitutional values and principles to contemporary Bovernance,
digital rights, Al ethics and em erging societal challenges. (K3)

€0- PO, PSOMAPPING:
| Pot | Poz [ pos [ pou | pos | pos | ror | pos Pos | poto | pont | psor | peoe
| | | ]
cof 1 p=sllend = Ll aa] vl e [ Fals
coz 2 = =] =l wmlawlal ] - . 13 |5
| - | 2 = @ [&]a & . & s
o4 2 | 1 AELE IR N 2 I3
cos 2 1 - 21 2|2 = 2 | 2
oo | - |2 |4 =] 2] 3]z |= - |2z
SEMESTER V
[eer ]
| counse cooe: COMPUTER NETWORKS LT [pleelc)
e LABORATORY 0044 z|
| PR SYLLABUS VERSION 1,0 SOG NO. 4 ‘
PRE-REQUISITE .
COURSES s =
OBJECTIVES:

® To provide hands-on experience in designing and configliring basic
computernetworks using Cisco Packet Tracep

® To develop practical skills in 1P addressing, networl topology creation,
and connectivity testing,

® To understand and implement core networking concepts such as ARP
VLAN, DHCP, DNS, and routing protocols,
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* To simulate and analyze client-server communication using application
layer protocols like HTTP and FTP, and transport layer concepts using
TCP/UDP

LIST OF EXPERIMENTS

1. Basic LAN setupand [P addressing between Pes

2. Network topology creation [Star Bus, Ring)

3. Pingcommand for connectivity testing

4. ARP protocal simulation in LAN

5. Ethernet LAN setup using switch

6. Wireless LAN (Wi-Fi) configuration

7. Static routing between two networks

8. RIProuting configuration (basic dynamic routing)

9. VLAN creation and simple switch con figuration

10 Inter-YLAN communication setup

11. DHCP configuration for automatic IP allocation

12. DNS configuration and name resolution

13. HTTPwebserver and client communication

L4 FTPfiletransferbetween clientand server

15, TCPvsUDP basiccommunication simulation
TOTAL: 30 PERIODS

LAB REQUIREMENTS:

Cisco Packet Tracer,Windows /Linux operating system, Basic text editor
(Notepad or equivalent, if required for notes)

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Configure and test LAN setup, [P addressing, network topologies,
Ethernet/Wi-Fi configuration, and connectivity using networking tools
and commands. [K3)

2. 2. Implement routing and switching technigues including static routing,
RIP routing. VLANs, Inter-VLAN communication, DHCF, and DNS
configuration in computer networks, (K3)

3. Analyze network communication and protocol behavior through ARP
simulation, HTTE FTP and TCP /UDP communication experiments. (K4)

Recemmended in Board of Studies (BoS) Meeting No, T & heldon |2 ©% 252 >
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| for

F"“-m’ I[ SYLLABUS VERSION 1.0 S NO. 4 j

PRE-REQUISITE .
| COURSES
APTITUDE & COGNITIVE SKILLS - PHASE 1

OBJECTIVES:

*  Educate and enrich students an quantitative ability, reasoning ability, and
verbal ahility,

*  Build a strong foundation for salving recruitment-based problems with
speed and accuracy.

Enhance creative thinking skills.
Enhance logical problem-salyi ngskills,

MODULE-1 QUAHTITAT!'I-"EAEILIT‘F 22
Number Properties, Speed Math, HCF and LCM, Percentages, Time and Work,
Time Speed and Distance, Hatio Fropartion and Variations, Averages Mixtures
and Alligation

MODULE-11 QUANTITATIVE ABILITY REASONING ABILITY 16
Profit and Loss, Simple Interest and Compound Interest, Bloog Relation,
Pirections, Coding and Decoding, Series, Rankinga nd Arrangements

MODULE-II  VERBAL ABILITY 7
Subject-Verb Agreement, Tenses, Prepositions - Concepts, Errar Spotting,
Sentence Correction, Fill in the Blanks

TOTAL : 45 PERIODS
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REFERENCES
Quantitative Aptitude for Competitive Examinations - 5. Agparwal

AModern Approach to Logical Reasoning - RS, Aggarwal
High School English Granumar & Composition - Wren & Martin

Word Power Made Easy - Norman Lewis.
Fast Track Objective Arithmetic- Rajesh Verma
BIS STANDARDS, RANGER AND ROVER, LIFE SKILLS - PHASE 2

L ol

OBJECTIVES

Toenahle students to,
®  Familiarize the team and leadership skills,
®  Understand the standards relevant to ECE,

MODULE - 1 JEEVAN KAUSHAL 2.0 - COGNITIVE SKILLS, INNOVATIVE

LEADERSHIP AND DESIGN THINKING, ETHICS AND

INTEGRITY 14
Cognitive and Non-cognitive Skills - Cognitive Skills: Meaning, Types of
Cognitive Skills, Strategies to Develop Cognitive Skills- Critical Thin king Skills-
Problem-solving skills - Ability to Learn, Mon-cognitive Skills: Meaning and
Types of Non-cognitive Skills, Strategles to Develop Non-cognitive Skills-
Empathy- Creativity- Teamwork- Collaboration- Resilience - Interpersonal
Skills- Perseverance- Sacial Control- Social Skill, Peer Pressure - Stress and
Stress Management,

Innovative Leadership and Design Thinking- Concept of emotional and
soclal intelligence, Concept of emotional and social intelligence, Innovative
Leadership- Synthesis of human and artdficial intelligence, Why does culture
matter for today's global leaders? Design Thinking- What is design thinking?,
Key elements of design thinking, How to transform challenges into
apportunities?, How to develop human-centric solutions for creating social
good?

Ethics and Integrity - Learning through Biographies - What makes an
individual great?, Understanding the persona of 2 leader for deriving holistic
inspiration, Drawing insights for leadership, How leaders sail through difficult
situations? Ethics and Conduct - Importance of ethics, Ethical dectsion making,
Personal and professional moral codes of conduct, creatinga harmanious lifie
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MODULE -1l RANGER AND ROVER 10
Scouting for Boys: Camp Life, Trekking Wood Craft.

Community Service: Meaning, Types of Ca mmunity Service & duration,
difference between Community Service and Commy nity Development.

WOSM / WAGGGS / Govt. of India Initia Lives (One Event At least] - Surf Smart,
Free Being Me, Messengersof Peace, Scouts af the World Award
Messengers of Peace and Scouts

MODULE- INTERHE.TGFH-J]HESANBEN'.-’IHONHENTAL'I'HSTIHG
OF ELECTRONIC EQUIPMENT PROCEDURES &
Internet of Things: Brainstorming about the standards pertaining to loT &
Digital Twins, including maritime and underwater loT i.o; IS/ISO/IEC TR
22417:2017,15/1S0/1EC 21823 series,
Enviranmental Testing of Electronics Equipment: Introduction to Standards
pertaining to Environmental Test Procedures i, I5/IEC 60068 series, 15 9000,
IS 9001 and 1S 9002 series that are used extensively in the testing of al|
electranics products,
TOTAL:30 PERIODS
REFERENCES:
L. Curriculum and Guidelines for Life Skills [Jeevan Kaushal) 2.0, UGC, New
Melhi.
2. A World Built on Standards: A Textbook for Higher Education, Published
by: Danish Standards Foundation, 2015,
3. SO/IECGuide 59, BIS Standards Formulation Manual, 2nd Revision, 2022,

ONLINE RESOURCES
1. hnps:y’ﬁms.scuut.urgfmurses;shnwfz14209?forcﬂ_cuurse_huh!u'us:
2 https:Hfmubeingme.mrn,"wpw:untentfmediafABC_ULDEH-z.pdf

3. https ;,-"fwww.wagggs.urgfﬂ:,J'what-wa-dn,&u ri-smart-20/surf-smart-
get-involved/

OUTCOMES

Upon completion ofthis course, the students will be able to:

L. Demonstrate improved quantitative aptitude for solving numerical
problems. [K2)

2. Apply logical reasoning to tackle reasoning-based challenges. [K2]

3. Enhance verbal communication and comprehension skills through
prammarand language exercises. [K2)
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4. Useethical principles, emotional intelligence, and lea dership insights from
bingraphies to practice responsihle decision-making and professional
conduct. [K3)

- Mlustrate the objectives and practices of WOSM/WAGGGS and Government
of India initiatives such as Messengers of Peace, surf Smart, and Scours of
the World Award, (K3)

6. Apply the toncepts of 1oT, Digital Twins, and related standards iy
identifying applications of connected svstems in modern technalogies,
(K3)

CO-PO-PSO MAFPING
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SEMESTER V
.
counse cooe: | PROTOTYPE DEVELOPMENT | | T |p |cpc
l_*"”'“‘“ LABORATORY - | lofo HRE
A

/LHP'I'EI. CODE: SYLLABUS VERSION 1.0 DG NO. 4,9

| “: E'mmsﬂ ZAESIDN0, JLESIDZ0, 24ITIDG0T, 24Minagy

OBJECTIVES:

®  Toenable students rg transform innovative ideas into feasihle prototype
solutions through structy red problem identification, des ign thinking, and
concept development,

®  Toprovide experiential learning in prototype design and development by
focusing on user-centric requirements, Iterative design, and rech nical
validation,
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®* To develap proficiency in problem analysis, feasibility assessment,
requirement engineering, and prototype implementation.

®  To instill a foundation of innovation and entrepreneurship by inteprating
ethical design principles, sustainability values, and responsible
technology development,

® To enable data-driven solution development through literature SLFVEY,
user feedback analysis, and technology cxploration.

® To facllitate multldisciplinary problem-solving through engineering
design, prototype realization, testing, validation, and technical
communication,

COURSE METHODOLOGY

®  This course is designed to develop innovation-oriented thinking and
practical problem-solving abilities through prototype development
activities focusing on real-world challenges,

® The project work shall invelve the identification of 2 problem,
requirement analysis, feasibiliey study, solution design, prototy pe
development, testing, validation, and documentation. Students shall
apply design thinking principles throughout the development cycle,

®  Projects may be earried gut individwally or in groups with a maximum of
three students, In the rase of group projects, each student shall submit an
individual project contributinn repart clearly specifying their role and
responsibilities.

®  Students shall maintain g detailed project portfolio containing prohlem
stalements, literature survey findings, design documents, prototype
iterations, testing results, and validation reports,

®  Periodic reviews shall he conducted to asspss progress in prototype
development, implementation, testing, and refinement. Students shall
demonstrate prototype functionality during review evaluations,

®  Attheend of the semester students shall submit a comprehensive project
report and present a warking prototype for evaluation by the course
coordinator and project review commiblee,

EVALUATION

1. FirstEvaluation (Immediately after first internal examination): 20 Marks
[Prablem Identfication and Validation, Literature Survey, Requirement
Analysis, Initial Design Proposal)

Rz:nmmmdadinlurdnlilunﬁu[nsjmulingnn. e heldop 12 oL soaé
Hialrtl:wb_f:—ﬁ—-*"“
CHATRWAN

ard of Studies
lﬂg:}mallon Technoicgy



2. Second Evaluation (Immediately after second internal examination]:
30 Marks

(Frototype Design Completion, Frototype Development Progress, Initial
Testingand Validation Reaults)

3. Final Evaluation [Lastweek of the semester): 50 Marks
(Functional Prototype Demonstration, Innovation and Creativity,
Technical Implementation, Project Report, Viva-Voce)

Note: All three evaluations are mandatory for course completion and for
awarding the final grade,

TOTAL : 30 PERIODS

OUTCOMES:

At the end of this course, the students should be able to:

1. Analyze real-worid problems, user requirements, and design constraints
to formulate Innovative prototype solutions using design thinking
methodalogies, [K4)

2. Evaluate alternative technologies, development approaches, ang
feasibility aspects for prototype design and implementation, (K5)

3. Create functinpal prototypes hy Integrating appropriate toals,

technologies, and engineering principles to address identified problems.
(Ke)
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PROFESSIONAL ELECTIVES - |

COURSE CODE: | COMPUTER GRAPHICS [ L—|T |I P |cﬂ:]
AND MULTIMEDIA || 3 I i) Il,n 3 3‘

| :‘;ﬂ;ﬁgfe SYLLABUS VERSION 1.0 || SDG ND, &, 9

PRE-REQUISITE

COURSES ZAITPCIN, 26BSMAIDY _I

OBJECTIVES:

®  Tounderstand the fundamenta) concepts of graphics and multimediz,

®* To understand the Two/Three Dimensional Graphics and their
Transformations

® To get knowledge about varlous Object representation methods and
Visible Surface Detection methods

®  Tostudythe Multimedia can ceptsand various /0 technologies

MODULE-1 ouTPUT FRIMITIVES 7
Dutput Primitives: Paints and Lines - Line-Drawing algorithms: DDA and
Bresenham's Algorithm - Loading frame Buffer - [ine function - Circle-
Generating algorithms: Midpoint Circle Generating Algarithm - Ellipse-
generating algorithms. Abtributes of Output Primitives: Line Attributes -
Curve attributes - Color and Grayscale Levels - Arpa-fill attributes - Character
Attributes,

MODULE-11 2p GRAPHICS T
Basic Transformations - Matri X Representations - Composite
Transformations - Other Transformations. 2D Viewing: The Viewing Pipeline
- Viewing Co-ordinate Reference Frame - Window-to-Viewport Co-ordinate
Transformation - 20 Viewing Functions - Clipping Operations.

MODULE- 1T 3D GRAPHICS 7
3D Geometric and Modeling Transformations - Translation - Retation -
Scaling- Composite Transformations - 30 Viewing - Viewing Pipeline -
Viewing Coordinates - Projections - Clipping - Visible Surface Detection
Methods,

8 = WY
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MODULE - 1v ILLUMINATIGH.EI]L{IRMDDELEANDANIMAT‘IGN B

Light Sources - Basic lllumination Models - Halftone Parterns and ithering
Technigues- Properties of Light - Standard Primaries and Ch romaticity
Diagram; Intuitive Colour Concepts - RGH Colour Model - Y10 Colour Mode] -
CMY Colour Model - HSV Colour Model - HLS Colour Mode] - Colour Selection-
Virtual Reality - Animation,

MODULE-V MULTIMEDIA SYSTEMS DESIGN ANDFILEHANDLING &
Multimedia Basics - Multimedia Applications - Multimedia Jystem
Architecture - Defining Objects for Multimedia Systems — Multimedia Data
Interface Standards - Multimedia Databases - Compression ang
Decompression - Data and File Format Standards - Digital Vnice and Audio -
Video Image and Animation - Full Motion Video - Storage and Retrieval
Technologies.

MODULE-VI HYPERMEDIA &
Multimedla Authoring and User Interface - Hypermedia Messaging -Mobile
Messaging = Hypermedia Message Component - Creating Hypermedia
Message — Integrated Multimedia Message Standards - In tegrated Document
Management - Distributed Multimedia Systems - Cage Study: Blender
Graphics -Blender Fundamentals-D rawing Basic Shapes - Modelling-Shading
& Textures
TOTAL : 45 PERIODS
TEXT BOOKS:
1. Donald Hearn and Pauline Baker M, "Computer Graphics”, Prentice Hall,
New Delhi, 2007
2. Andleigh, P K and KiranThakrar "Multimedia Systems and Design’, PHI,
2003

REFERENCES:

L Judith Jeffeoate, "Multimedia in practice: Technology and Applications”,
PHI, 1998,

2. Toley, Vandam, Feiner and Hughes, "Computer Graphics: Principles and
Practice”, 3rd Edition, Pearson Education, 2013,

3. Jeffrey McConnell, “Computer Graphics: Theery into Practice”, Jones and
Bartlett Publishers, 2006,

4. HUllFS)r, "Computer Graphics", Maxwell Macmillan, 199p,
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3. PeterShirley, Michae| Ashikhmin, Michael Gleicher, Stephen R Marschner
Frik Reinhard, KelvinSung, and AK Peters, “Fundamentals of Computer
Graphics”, CRC Press, 2021,
6. William M, Newman and Robert ESproull, “Frin ciples of Interactive
Computer Graphics”, McGraw Hill 1 979.

ONLINE RESOURCES:

L https:/ /wwwblend BLOME support ftutorials

2. http:ffwwwdocicacy k/~dig/gra phics/graphics.hrml

3. hetp fewew nptelvideos.in/2012/1 I/ computer-graphics him|

4, http:#f:s.wellesrﬂj.r.ed uf~csl lﬂflecture.s,-'l'-'wl-m!or,-"graphirs.pdf

5. wwwscratcha pixel.oom

6. hitpe//dLG nebook.ir/book,/9e /110 32.pdf

7o hitps: hmm:brendennrgfsuppqrljmturial.t.-

8. hetps:/ focwemired ufcoy rses/electrical-engines ring-and-computer-
sclencrfﬁ-ﬂ??-mmput&r-gr'aphws-r‘nIJ-ZB 12/download-coupse-
materials

OUTCOMES:

Atthe end ofthis course, thestudents should he ble to:

L Implement output primitives and drawing algorithms to create basic

graphical objects with g ttributes. (K3}

Z. Perform 2D transformations, viewing and clipping techniques using
matrix representations. (K3)

3. Ilustrate 3p transformations, projections and visible surface detection
methods for object representation. (K3)

4. Utilize illumination models, color models angd animation technigues for
realistic praphics, (K3)

A Apply multimedia system design concepts Including architecture,
databases and file handji ngtechniques. (K3)

6. Construct hypermedia applications and create basic 30 seenes using
Blender. (K3)
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PROFESSIONAL ELECTIVES - I

ot GRAPH THEORY L[1/pcp
3In|n|3

WM

NPTEL CODE:
106105847 SYLLABLUS VERSION 1.0 | 500G ND, 9

PRE-REQUISITE
COURSES 2HBIMATOY, 2LESMALDZ

OBJECTIVES:

#®  Enable learners to apply graph theory concepts to sohve real-world and
computational problems,

® To introduce fundamental concepts of graph theory, including vertices,
edges, paths, and connectivi by

®  Toutilize graph theory to model and solve practical problems in logistics,
biology. and computer science,

®* To apply algorithms for finding shortest paths, spanning trees, and
network Mow.

MODULE -1 FUNDAMENTALS OF GRAPHS 8
Introduction to graphs - Basic properties of graphs - Definition and types of
graphs (simple, multigraph, directed, weighted) - Graph representation
[adjacency matrix, adjacency list) - Degree of vertices, Handshaking Lemma -
Sub graphs and induced graphs - Complete and bi-partite graphs -
Isemorphism of graphs.
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MODULE -1 PATHS ANDCONNECTIVITY T

Paths and circuits - Walks, Paths, trails, circuits - Connected and disconnected
graphs - Open and closed walks - Simple paths and cycles - Length ofapath -
Components ofa graph - Cutvortices and bridges - Circuits and eyclesin graphs
= Directed and undirected cycles - Detection of cycles ingraphs,

MODULE-III EULERAND HAMILTONIAN GRAPHS 7
Euler paths and circuits (Fleury's Algorithm) - Hamiltonian paths and cycles -
Necessary and sufficient conditions - Eulerian Graphs - Hamiltenian cycles -
Matrix representation ofgraphs - Chordal graphs - Weighted graphs,

MODULE-IV TREESAND SPANNING TREES 9
Definition and preperties oftrees - Spanning trees and m inimal spanning trees
- Algorithms: Prim's and Krushkal's - Independence sets angd covering in graphs
- Minimum Spanning Trees [MST) - Coneept of weighted graphs - Definition
and significance of M§T Applications [netwark design, cost minimization)-
Algorithms for MST - Prim's Algorithm- Greedy approach - Step-by-step
construction - rmplemenrar[nn]ugic..

MODULE-V GRAPH L‘DLDRINGAHBPLAHAHW 7

Vertex coloring and chromatic number - Applications of graph coloring
(scheduling, map celoring) - Planar graphs and Eylers fermula = Cut Vertices
and Cut edges - Edge connectivity - Vertex Colouring of graphs - Edpe
Colouring of graphs - The four-colpur and five-colour thearems..

MODULE - VI APPLIL‘ATIDNSDPEIMPHTHEBRY 7

Perfect graphs - applications of graphin swilching theory -Directed graphs or

(Digrapks) - Shortest path algorithms [Dijkstra’s Algorithm) Network flows

[basic idea) - Applications in COMPULEr science, transportation, and social

metworks,

TOTAL : 45 PERIODS

TEXT BDOKS:;

. A Textbook of Graph Theory - R, Balakrishnan & K. Ranganathan Year:
2012 (Springer edition)

2, Graph Theory with Applications to Engineering and Computer Science -
Narsingh Deo Year: 1974 (Driginal Edition, Prentice-Hall) (Reprints
avallable; 2004, 2017) )

3. Introduction ta Graph Theary - Douglas B. West Year: 1996 { 1st Edition],
2001 [2nd Edition - wid ely used)
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REFERENCES:

L. A Textbook of Graph Theory - R. Balakrish nan, K. Ranganathan - 1st
Edition, 2012 - Volume 1

2. Graph Theory with Applications to Engineering and Computer Science -
Narsingh Deo Reprint 2017

3. Introduction to Graph Theory - Douglas B. West - 2nd Edition, 2001

Graph Theory - Frank Harary - 1stEdition, 1969

3. Handbook of Graph Theory - Janathan L. Gross, lay Yellen, Ping Zhang -
2nd Edition, 2014 - Volume 1

6. Graph Theory - J.A. Bondy, US.R. Murty - Graduate Texts in Mathemarics,
2008 Edition

7. AlgorithmicGraph Theory - Alan Gibbons - 1st Edition, 1985

-

ONLINE RESOURCES:

L. hrtps:,.-’,.-f'www.geeksfnrgrel-cs.urgfdsa;’graph-data-structure-and-
algorithms/

Z.  hitps: ffww.g&eksfumeelm.orgfdsaf eulerian-path-and-circuit,

3. hnps:;fm.geuhsfargeeks.nrgfqulzzes.a’ minimum-spanning-tree,

4, https; ffwww.,geaksfnrgEe}:s.urgﬂ:[s.a,.-’gmph-cutnm] g-applications,

5. ONLINE REFERENCES:

B, https:/ fwwwigetyoured ucation.net/course /advanced-gra ph-theory

7. https:/f www.coursera.org/learn/graphs7utm_sources chatgpt.com

B hreps://www, mygreatlearning.com/acade mylearn-for-

free/courses finn'nduﬂian-tn-grdph-ﬂﬂenry

o, hn]a-s:,.-’;nptet.ax:.ltlfmursas,fl11 106050

10. hnps:j,-’npwi.au:.in,r’mursesf1 11107054

11. htrps:ffucw.mll.rdufcnu rses/1B-225-graph -theory-and-additive-
combinatorics-fall-2 023/

OQUTCOMES:

Atthe end of this course, the students should be able to:

1. Apply graph representations and basic properties to model problems
(K3)

2. Analyze connectivity and solve problems involving paths and circuits
(K3}

. Apply Euler and Hamiltonian cancepts to real-world prablems [K3)
Construct and optimize spa nningtrees using standard algorithms (K3)
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[ Syftabus 7 TT |
5. Applygraph coloring and plana rity concepts in practical scenarios (K3)
b.  Usegraph algorithms to solve real-world applications [K3)
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PROFESSIONAL ELECTIVES - |
E’““ cooe: | CLOUD COMPUTING E !; lP_IEP L
|

NPTEL CODE: |
= fichios, SYLLABUS VERSION 1,0 ] SDG ND. 9,11, 13 ‘I
PRE-REQUISITE 2TI0Y

COURSES J
OBJECTIVES:

* Tointerpretthe hasics of cloud computing,
® Talearnahout concepts of virtualization and vi rtualization infrasructure,

*  Tounderstand the principles of Cloud Architecture, Design challenges and
Infrastructure.

* Toexploreand experiment varions 0] oud deployment environments,
Tolearnabout the secy rity issues in the cloud environment.

MODULE-1 CLOUD ARCHITECTURE AND MODELS 7
Cloud Architecture; System Models for Distributed and Cloygd Computing -
NIST Cloud Computing Reference Architecture - Cloud Characteristics - Cloud
deployment models - Cloud service models - Prosand Cons of Cloud,
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MODULE-11 INTRQDUCI‘IDNTDVIRTU&LIEATIGN &
Basics of Virtualization — Virtualization Types - Implementation Levels of
Virtualization - Virtualization Structures / Tools and Mechanisms -
Virtualization of CPL, Memory, 1/0 Devices - Vietal Clusters and Resource
management - Virtualization for Data-Center Automation - Virtualization
Suppart and Disaster Recovery - Taxonomy of Virtual Machines - Create VM
Cluster using VMWare or Virual Box anddeploy an application,

MODULE- Il CLOUD INFRASTRUCTURE 8
Cloud Infrastructure: Architectural design of compute and storage clouds -
Layered cloud architecture Development - Design Challenges - Inter Cloud
Resource Management - Resource Frovisioning and Platform eployment -
Global Exchange of Cloud Resources.

MODULE-IV CLOUD DEPLOYMENT ENVIRONMENT 7
Parallel Programming Framework: Hadoop Map Reduce - Google App Engine
- Amazon AWS - Microsoft Azure: Cloud Software Environments - Ey calyptus
- OpenStack - OpenMehula - Aneka

MODULE-v CLOUD SECURITY 7
Data Security and Storage; Jdentity and Access Management (1AM) - [AM
Challenges - [AM Architecture and Practice; Security Management in the
Cloud - Security Management Standards - 5aaS, Paas and [ga8 Availability
Management - Access Control; Security-As-A-Service,

MODULE-VI CLOUDSIMU LATOR & CLOUD APPLICATIONS B

ClowdSim - Architecture - Cloudlets - VM creation - Broker - VM allacation -

Hosts - Data Center. Web Service Architecture - Web service APIs - Web

service authentication - Web service authentication methods - Technologies

and the processes required when deploving web services; Deploying a weh
service from inside and outside a eloud architecture, advantages and
diﬁndwnmgns.

TOTAL : 45 PERIODS

TEXT BOOKS:

L Kal Hwang, Geaffery C Fox, Jack | Dongarra, "Distributed and Cloud
Computing: Clus- ters, Grids, Clouds and the Future of Internet”, 15t
Edition, Morgan Kaufman Publisher, Qxford, an Imprint of Elsevier, 2012,

2, Srinivasan A, Suresh I: "Cloud Computing: A practical Approach for
Learningand Im plementation”, Pearson Education India, 2014,
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REFERENCES:

1. Tim Mather, Subra Kumaraswamy, Shahed Latif , “Cloud Security and
Privacy: an ENterprise perspective on risks and compliance" ' Rellly
Media, 20049,

2. Danielle Ruest, Nelson Ruest, "Virtualization: A Beginner's Guide”
MeGraw-H ill 0sborne Media, 2009,

3. lames E Smith, Ravi Nair, “Virtual Machines: Versatile Platforms for
Systems and Processes” Elsevier/Morgan Kaufmann, 2005,

4. William von Hagen, "Professional Xen Virtualization”, Wrox py blications,
January, 2008,

5. Dawid Marshall, Wade 4 Reynolds, "Advanced Server Virtualization:
VMware and Microsof Platform in the Virtyal Data Center”, Auerbach
Publications, 2008,

& Ronald L. Krutz, Russell Dean Vines, “Cloud Security - A comprehensive
Guide to Secure Cloud Computing”, Wiley, 2010, 3, Rajkumar Buyya,
Christian Vecchiola, 5. TamaraiSelvi, “Mastering Claud Computing”, Tatg
McGraw Hill,2013.

7. Toby Velte, Anthony Velte, Robert Elsenpeter, "Cloud Computing, 4
Fractical Approach® first edition, McGrawHill Osborne Media, 2009,

ONLINE RESOURCES:

L. National Instituto of Standards and Tech nology - https:,.l‘,-"Mm.nlsr.gﬂv.f

itl/cloud

Amazon Weh Services Documentation - hl:tps:ﬁdncx.aw;amazan.mm

Microsoft Azure Learn - https:/ J-"irz~arn.|r.|j:|:'1*|:||51:ur"Lu::utu,.-‘azl:lrle

Google Cloud Dogs - https: J/fcloud.google.com focs

DpenStack Foundation - hupsrﬁwmupeﬂﬂackﬂrg

https: ,.-",.l’nnJinemurses.nprel.atinfnaﬂics 118/anmouncements

https:/ fwww.con rsera.org/browse/informatian -technology feloyd-

computing

https:jfmm.edr.nrgﬂearn jc]uud-mmpuﬂn,g

hitps: ,ﬂ',.-‘aws.anlax-un.:nmftmlnjn_gf learn-about,/ |:!u:nmi-p|-=m:r,lLli.-rnr:r,.rr

10, https:f/learn.m terosoft.com/en-us /traj ning/paths/fazure-
fundamentals/

11. https:f,ﬂ'hﬁmﬂﬂudsklll!;hm:it.gnngie,"paﬂ'tsfll

e Y
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OUTCOMES:

Atthe end of this course, the students should be able to:

L Apply doud computi ng architecture concepts, including distributed
system models and NIST reference architecture, to sojve real-world cloud
scenarios. [K3)

2. Implement virtualization techn iques to create virual machines, manage
virtual clusters, and utilize toals like VMware or VirtualBox, (K3)

3. Use cloud infrastructure design principles o develop scalable Compute
andstorage solutions with efficient resource provisioning, [K3)

4. Build applications using parallel programming frameworks and cloud
platiorms such as Hadoop, AWS, Azy re,and Google App Engine, (K3)

3 Apply cloud securd ty mechanisms, including identity and access
management (LAM), access control, and data protection strategies, (K3]

B Model cloud simulation tools Jike CloudSim and web seryjce technologies
to moedel, deploy, and evaluate cloud-hased applications, (K3)
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PROFESSIONAL ELECTIVES - I

COURSE CODE; FOUNDATIONS OF
t“"-“* CRYPTOGRAPHY

::"fn"z:fm r SYLLABUS VERSION 1.0

PRE-REQUISITE

COURSES J 2LBSMAZO, 26ITPC30T
OBJECTIVES:

*  To understand the ohjectives of confidentiality, integrity, authentication,
and non-repudiation, and how Er¥ptographic systems achieve these goals,

*  Tounderstand crypographic theories, algorithms, and systems.

*  To analyze CYPrographic techniques, protection mechanisms, public key
signature schemes, and cryplographic protocols along with their
strengths and weaknesses,

* To apply cryprographic methods to salve real-world seCurity problems,

MODULE -] INTRODUCTION TO CRYPTOGRAPHY 7
Introduction to Cryprography: Basics of Symmetric Key Cryptography, Basics
of Asymmetric Key Cryp tography.- Classical en cryption techniques:
substitution techniques, transposition techniques, stegamography.-
Foundations of modern cryprography: perfect secyri by = information th BOry —
Product cryptosysten - cryptanalysis,

MODULE - 11 SYMMETRIC CRYPTOGRAPHY i
MATHEMATICS OF SYMMETRIC KEY CRYPTOGRAPHY: Algebraic structures -
Modular arithmetic-Euclid”s algorithm- Congruence and matrices - Groups,
Rings, Fields- Finite fields

SYMMETRIC KEY CIPHERS: SDES - Block cipher Principles of DES - Strength of
DES - Differential and linear cryplanalysis - Block cipher design principles -
Block cipher mode of operation - Evaluation criteria for AES = Advanced
Encryption Standard - RC4 -Key distribution,

MODULE- NIl PUBLICKEY CRYPTOGRAPHY 9
MATHEMATICS OF ASYMMETRIC KEY CRYPTOGRAPHY:

Primes - Frimaliry Testing -Factorization - Euler's totient function, Fermat's
and Euler's Theorem - Chinese Remainder Theorem — Exponentiation and
logarithm. ASYMMETRIC KEY CIPHERS: RSA Cryptosystem - Key distribution

nmmenmmmmuﬁwiﬂummm 28y heldon (5 o . 2ma i
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- Key management - Diffie Hellman key exchange -ElGamal cryptosystem -
Elliptic curve arithmetic-Elliptic curve cryptography.

MODULE- IV MESSAGEAUTHENTICATION AND INTEGRITY T
Left or Right Security (LOR) - Message Authentication Codes [MACs): Formal
Definition of Weak and Strong MACs, Using a PRF as a MAC, Variable length
MAL - Auhentication function = Hash function - Security of hash function and
MAC-SHAZ56/512.

MODULE-V PUBLICKEY SIGNATURE SCHEMES 7
Public Key Signature Schemes: Formal Definitions, Signing and Verification,
Formal Proofs of Security of Full Demain Hashing - Assumptions for Public
Key Signature Schemes: One way functions Imply Secure One-time Signatures
- Shamir’s Secret Sharing Scheme - Formally Analyzing Cryptographic
Protocols- Zero Knowledge Proofs and Protocols.

MODULE-V1 FORMALNOTIONS OF ATTACKS 7
Formal Notions of Attacks: Different types of Attacks and its purposes - Brute
Force Attack - Man-in-the- Middle Attack [MITM) - Replay Attack - Side-
Channel Attack - Dictionary Attackand Birthday Attack,
Attacks under Message Indistinguishability; - Chosen Plaintext Attack(IND-
CPA}, - Chosen Ciphertext Attacks [IND-CCAL and IND-CCAZ2), - Attacks under
Message Non-malleability: NMCPA and NM-CCAZ, - Inter-relations among the
attack modelS - Differential Cryptanalysis - Linear Cryptanalysis

TOTAL : 45 PERIODS

TEXT BOOKS:
1. Jonathan Katz and Yehuda Lindell, Introduction to Modern Cryptography,
CREC Press. 2020, 3rd Editon (Low Priced Edition Available in India)

2. 0. Geldreich, Foundations of Cryptography, CRC Press. 2004 (Low Priced
Edition Available).

REFERENCE BOOKS:

1. Hans Delfs, Helmut Knebl, "Introduction to Cryptography, Principles and
Applications”, Springer, 2015

2. Wenbo Mao, "Modern Cryptography, Theory and Practice”, Pearson
Education, 2004 [Low Priced Edition)
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ONLINE RESOURCES

1. NFTELCDursemIFuundatfnnnftrj'ptugmph}f

2, NPTELCourseon cr:.rptugraphyandnemrm'ksecurity

3. Shaffi Goldwasser and Mihir Bellare, Lecture Nates on Cryptography,
2006 ht:p:ﬁcibeseerx.]stpsu.edu

OUTCOMES:

Atthe end ofthis course, the students should be able to:

1. Apply classical (substitution, transposition) and modern cryptographic
techniques (symmetric and asymmetric encryption) to ensure sEEure
communication [K3)

2. Analyze and evaluate cryprographic algorithms such as DES, AES, and RC4
In terms of strengths and weaknesses (K4)

3. Analyze asymmetric key cryptographic systems and evaluate key
generation, distribution, and protection mechanisms (K4)

4 Apply message authentication techniques and oryprographic methods o
address security problems [K3)

5. Ana!ﬂepubﬂtke_-.rsignaturesz:hemand crypmgraphlcpmmculs[m]

6. Apply and analyze cryptographic methods for encryption, decryption,
and attack scenarios (K3)

CO- PO, PSOMAPPING:
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PROFESSIONAL ELECTIVES - |

COURSE CODE; INTRUSION DETECTION
! SYSTEM

NFYEL CODE: [ SYLLABUS VERSION 1.0
PRE-REQUISITE R S
| courses FRIENR
OBJECTIVES:

* To understand the evolution of Intrusion Detection Systems (IDs),
fundamental auditing concepts, and analyze Internal and external threats
affecting enterprise networlks,

* To jdentify and differentiate I0S t¥pes [Host-based, Ketwork-based,
Hybrid), evaluate intrusion data sources, and analyze intrusion models
Wwith appropriate detection technigues,

* To assess system vulnerabilities using credential ang non-credential
methods, evaluate risks in networked environments, and design suitahle
intrusion response strategies aligned with organizational Security
policies,

* To implement and manage IDS salutione using Snort, including
installation, configuration, rule Creation, preprocessors, and output
modules; analyze aleres using toals like ACID and SnortSnarf, and evalyate
1S /1PS architecty res {centralized and distributed),

MODULE - | FOUNDATIONS OF INTRUSION DETECTION 7

History of Intrusion Detection — evolution from early audit systems to
moedern 1DS-Audit concepts: definition, Purpose, and role in security
frameworks-Internal threats: insider attacks, privilepe mis use, data leakage-
External threats: unauthorized access, network-based attacks, social
engineering-Types of attacks: Do5/DDos, Man-in-the-Middle, Replay,
Spoofing, Buffer Overflow-Need for Intrusion Detection Systems in madern
enterprise environments

MODULE-11 TYPESAND COMPONENTS OF IDS 7

Types of 1DS: Anomaly-based, Signature-basged, and Specification-based
detection-Host-Based DS (HIDS): log monitoring, system call analysis, file
integrity checking-Netwark-Based 1DS [NIDS): packet sniffing, traffic pattern
analysis-Network-hased information sources: flow recards, packet captures,
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[Sitabus 7 77

firewall logs-Host-based information sources: 08 audir logs, application logs,
registry changes-Hybrid [Ds. combining host and network data for
comprehensive detection

MODULE -1t IHTRUSIBHFREVEHTIOH&&MI.?SISTECHNIQUES 8
Intrusion Prevention Systems (IPS): inline detection, active blocking
mechanisms-Protocol-based IDS: deep pacler inspection, application-layer
analysis-Maode! for intrusion analysis: phases of attack, attacker profiling-
Analysis schemes: statistica) analysis, pattern matching, machine learning
approaches-Response requirements: timeliness, ACCuracy, completeness-
Types of responses: active vs passive, automated vs manual-Mapping
Fresponses to security policies and urganizational requirements

MODULE- 1V VULHEMBILFIY&EREDENTMLANMYSIS 7

Vulnerability analysis: identifying weaknesses in gystems and networks-
Credential analysis: authentication weaknesses, password attacks, privilege
esmiaﬁnn-ﬂun-credentiaj analysis; exploiting software flaws, misconfigured
services-Introduction to snort: architectyre, Components ang design

MODULE- v SNURTHULES,CHHF[EUMIDN&DATABASE
INTEGRATION 8

Snort rule syntax: rufe headers — actiop, protocol, IP addresses, ports.
direction-Rule oprions: content, Mags, threshold, priority, classtype, sid, rey-
Snort alert modes: fast, full, console, syslog, unified-Snart con figuration fila
{snurt.mnf}: variables, include directives, output plu,q]ns~F'reprnc¢.ssnrs:
Frag3, Streams, HTTP Inspect, SMTP, FTP Portican-Output modules: logging
to files, databases, unified format-Using Snort with MySQL: schema setup,
barnyard?, database logging configuration

MODULE- vy ALERTAHMJ’SIS,AGENTDEUELGFHENT&,IDS,HPS
ARCHITECTURE a
ACID [Analysis Console for Intrusion Databases): installation, interface, alert
querles-SnortSnarf: Feport generation, alert Summarization, trend analysis-
Agent development for intrusion detection autenomous detection agants,
agent rommunication-Multi-agent 1DS framewarks: tooperative detection
and distributed architectures-Architectyre models of IDS: centralized vs

Recommended in Board of Studips {BoS) Meeting ho. 52 heldon (2. of 2254
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distributed, apent-based models-Architecture models of IP3: Inline IPS, out-
of-band IPS, host-based IPS-Evaluation eriteria for IDS/IPS: detection rate,
false positive rate, performance impact

TOTAL : 45 PERIODS
TEXT BOOKS:
1. Rafeeq Rehman — Intrusion Detection with SNORT, Apache, MySQL, PHP
and ACID, 1st Ed., Prentice Hall, 2003,

REFERENCE BOOKS

1. Christopher Kruegel, Fredrik Valeur, Giovanni Vigna — Intrusion
Detection and Correlation: Challenges and Solutions, 1st Ed., Springer,
2005,

2. Carl Endorf, Eugene Schultz and lim Mellander — Intrusion Detection &
Prevention, 1st Ed, Tata MeGraw-Hill, 2004,

3. Stephen Northeourt, Judy Novak — Network Intrusion Detection, 3rd Ed,
New Riders Publishing, 2002,

WEB REFERENCES :

1. https:/ ,:‘wwl.-.'.Jhrn.:nmfthink,fmpi:sﬁn h-usinn—deteﬂion-s;,rstem

2. htps:/ fwww geels Furgeeks.urg,a’eth]cal-hackIng,.-"intmslun-deteclinn-
system-ids

https:/ / wwwsnortorg

https:/ /suricata,jo

https:/ fschalarwa rks.uar.ed Wfesceuht/105,

https:/ fmedium_com /@redlanatic? fsuricata-vs “snorl-detailed-guide-
to-the-programs-c33 LelT452a1

7. https://people.clarksa m.edu/~jmatth ew/publications, SPIE_Snort
Suricata_2013.pdf

™o w

ONLINE RESOURCES:

L. Coursera - Introduct on to DS

2. Coursera - [ntrusion Detection Specialization

3, SANSSECS03 - Network Monitoring and Threat Detection In-Depth
4. |ohns Hopkins ~ Certificate Program in Intrusion Detection
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OUTCOMES:
Atthe end ofthis course, the students should be able to;

1.

2.

Recall the history of IDS, define fundamental concepts, and identify
internal fexternal threats and attack types, (K3)

Explain host-based and network-hased information sources and
differentiate types of 1DS (K3)

Describe IPS, protocol-based and hybrid 1DS, analyze intrusion models
and apply analysistechnigues, (K3)

Install , configure and operate Snort in various modes on single and
multiple network interfaces (K3)

Create and manage Snort rules, configure preprocessors, output modules
and integrate with MySQL (K3)

Use ACID and SnortSnarf for alert analysis, develop IDS agents and
evaluate IDS/IPSarchitecture models (K3)
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PROFESSIONAL ELECTIVES - 1

COURSE CODE: NETWORK SECURITY L/T|PcP/C
e AND PROTOCOL 3[o/o[33
NETR- Sove SYLLABUS VERSION 1,0 SDG NO.9
L:n‘;l:sm SAITPINGI, Z6ITPCSO, 2UTRCTOY B
OBJECTIVES:
® To understand network protocols, communication models, and their
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® To analyze protocol vulnerabilities, attack surfaces, and real-world
explolts affecting secure communication systems,

*  Toapply protocol-level security mechanisms and secure communication
practices for protecting network services,

*  To evaluate security threats, countermeasures, and defensive tech niques
inmodern network protocol environments,

MODULE -1 NETWORK PROTOCOL FUNDAMENTALS 7
Protocol Basics: Definition, role of protocols in communication, layered
architecture - 051 & TCP/IP Models: Layer functions, protocol mapping,
communication flow - Core Protocols Overview: [P, TCP UDFE ICMF - Packet
Structure: Headers, payloads, encapsulation - Protocol Weaknessos: Design
limlm:[nnsandsecuritygap:.

MODULE-Il 1P AND ROUTI NG PROTOCOLSECURITY ]
IP Protocol; [Pv4 structure, fragmentation, addressing - Routing Protocols:
ARF, ICMF, routing basics - Vulnerabilities: IP spoofing, ARP poisoning, [CMP
misuse - Attack Technigues: Man-in-the-Midd]e [MITM), packet injection -
Mitigation: Secure routing practices, filtering techniques,

MODULE-1II TRANSPORT LAYER PROTOCOLS & ATTACKS 7
TCP Pratocol: Handshake, session management, flags - UDP Protocol:
Characteristics and risks — Attacks: TCP SYN flood, session hijacking, port
scanning - Analysis: Packet-lavel inspection of transport protocols -
DETEnSES:RaFe]JmEtilLE,SEcHrEcunﬁgerElﬁnns.

MODULE- v ﬁPFLlCﬁTIDNMYERi’ROTﬂCﬂLE‘EEURWY 7
HTTP/HTTPS: Structure, vulnerabilities, secure communication - DN§
Protocol: Resolution process, DNS spoofing/cache poisoning - Email
Protocols: SMTE POP3, [MAP SECUrity issues - Web Attacks: Injection, session
altacks - Mitigation: Secure protocol usage, encryption [TLS),

MODULE-V PRﬂTIJCﬂLANJLL'l’SISANDMﬂNITﬂR.IHG a8
Packet Analysis: Capturing and analyzing traffic - Tools: Wireshark for
protocol inspection - Deep Paclet Inspection [DPI): Concepts and use cases -
Network Monitoring: Logs, alerts, anomaly detection - Intrusion Detection;
Slgnature vs anomaly-based detection,

mmﬂdlﬂi!mﬂmhmmhﬁﬂm E& heldon /23 25 . 2pmaf
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MODULE-V1 AZIJ'IMHCEDPMWEDLSECURFI’YANDCASESTUDIES B
Secure Protocols: S5L/TLS, IPsec basics - Protocal Hardening: Best practices
and configurations - Zero Trust Communication: Continuous validation
concepls Case Studies: Real-world protecel exploits and breaches —
Emerging Threats: Frotoco] abuse in modern networks,
TOTAL : 45 PERIODS
TEXT BOOKS:
1. James E Kurose, Keith W, Ross, Computer Networking: A Top-Down
Approach, Pearson India Low Priced Edition Available 2021 {8th Edition)

REFERENCE BOOKS :
1. William Stallings, Cryptography and Netweork Security, 7th Edition, 2017

2, Behrouz A. Forouzan, Cryptography and Network Security, 3rd Edition,
2015

3. Yoram Orzach, Deepanshu Khanna, Network Protocols for Security
Professionals, 1st Edirion, 2023

ONLINE COURSES

L. https://nptelacin/courses/ 106105162
2. hups:/ fnprelacing/courses/ 106105183
3. hetps:f inprel acin/courses/ 106105217

OUTCOMES:

Atthe end of this course, the students should be able to:

Apply knowledge of network protocols to identify securi ty issues [K3).
Implement protocol analysistech nigues using tools (K3)

Analyze vulnerabilities in core networl protocols (K4)

Amine protocol-based attacks and exploitation methods (K4)

Apply secure protocol configurations and defenses [K3)

Analyze real-world protocol breaches and mitigation strategies (K4)

R S
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PROFESSIONAL ELECTIVES - |

' |

COURSE CODE: DATA WAREHOUSING AND L | TP cpm
STy DATA MINING 3 [ 0/0[3]3
NPTEL CODE: SYLLABUS VERSION 1.0 506 NO, 4, 5
PRE-RECGUNSITE |
oo 2HBSMAT, 24BSMAND2 J
OBJECTIVES:

® To examine the concepts, architecture, and design of data warehousing
systems to support efficient data management and business decision-
making,

*  Toanalyze multidimensional data models, OLAP operations, and dats pre-
processing technigues for transforming raw data into meaningful insights.

* To implement data mining algorithms for discovering patterns,
associations, and knowledge from large datasets.

® Toapply classification, clustering, and data analysis tools for building and
evaluating data-driven models,

MODULE-1 DATA WAREHOUSING FUNDAMENTALS 7
Basic Concepis - Data Warehousing Components - Building a Data Warehouse
- Dalabase Architectures for Parallal Processing - Farallel DBMS Vendars -
Multidimensional Data Model - Data Warehouse Schemas for Decision
Support - Concept Hierarchies
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MODULE-II OLAP AND BUSINESS ANALYSIS 8
Multidimensional Data Modal - OLAP Operations (Roll-up, Drill-down, Slice,
Dice, Pivot] - OLAP vs OLTP - Characteristics of OLAP Systems - Database
Architectures for Parallel Processing - Parallel DEMS

MODULE-III DATA FPRE-PROCESSING ANDVISUALIZATION 8
Data Mining Overview and KDD Process - Data Objects and Attribute Types -
Statistical Description of Data - Data Cleaning, Integration, Reduction - Data
Transformation and Discretization - Data Similarity and Dissim ilarity
Measures - Data Visualization Techniques

MODULE-IV FREQUENT PATTERN MINING 7
Mining Frequent Patterns - Association Rule Mining - Correlation Analysis -
Pattern Evaluation Methods - Multilevel and Multidimensional Pattern Mining
= Constraint-Based Pattern Mining - Classification wsi ng Frequent Patterns

MODULE-V CLASSIFICATION TECHNIQUES 7
Decision Tree Induction - Bayesian Classification - Rule-Based Classification -
Support Vector Machines - Lazy Learners - Model Evaluation and Accuracy
Improvement Tech niques

MODULE-v1 CLUEI‘ER]NGAN’DDATAAHAL'I‘SISTQ{ILE B
Clustering Technigues and Cluster Analysis - Partitioning Methods -
Hierarchical Mathods - Density-Based and Grid-Based Methods - Qutlier
Detection Technigues - Introduction to WEKA Tool - Classification, Clustering
and Association using WEKA
TOTAL : 45 PERIODS
TEXT BOOKS:
L. Jiawei Han, Jian Pei, Hanghang Tong, "Data Mining: Concepts and
Technigues” Fourth Edition, Elsevier, 2022,
2. Pang-Ning Tan, Michael Steinbach, Anuj Karpatne, Vipin Kumar,
“Introduction to Data Mining” Second Edition, Pearson, 2019,

REFERENCE BOOKS

L Alex Berson, Stephen |, Smith, "Data Warehousing, Data Mining & OLAP”
Tata McGraw-Hill, Reprint 2016,

2. lan H. Witten, Eibe Frank, Mark A, Hall, Christophar |. Pal, “Data Minkng:
Practical Machine Learning Tools and Techniques," Fourth Editio n,
Elsevier, 2016,
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3. Martin Kleppmann, “Designing Data-Intensive Applications,” O'Reilly
Media, 2017.

4. Parteek Bhatia, "Data Mining and Data Warehousing: Principles and
Practical Techniques," Cambridge University Press, 2019,

WEE REFERENCES:

1. https://nptelacin/courses /106105174

2, hetps:ffswayam.govin/nd1_noc20_cs12/preview

3. https:/fwww.eswaikate.ac.ne/ml/weka/

4. https:/ fwww.tutorialspoint.com/data_mining/index.htm

OUTCOMES:

Atthe end ofthis course, the students should be able to:

1. Apply data warehousing concepts, architectures, and multidimensional
muodels for decision support systems, (K3)

L. Utilize OLAP operations and business analysis techniques to analyze
multidimensional data. (K3)

3. Perform data pre-processing and visualization technigues to transform
raw data into suitable formats for analysis. [K3)

4. Execute frequent pattern mining and association rule techniques to
discover meaningful patternsin datasets. [K3)

5. lmplement dassification algorithms to develop predictive models and
Improve their parformance. (K3)

6. Apply clustering techniques and data mining tools to analyze data and
extractuseful knowledge, [K3)
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PROFESSIONAL ELECTIVES - I

Semcisos | DATA ANALYTICS WITH PYTHON =} TP |CP|C

NPTEL CODE:
106107220

g‘:ﬁwsm ISESCSI0N , TRBSMAID |

OBJECTIVES:

¢ Tointroduce the fundamental concepts, lifecycle, and applications of Data
Analytics invarious domains,

* To develop proficiency in Python programming and essential libraries
such as NumPy and Pandas for datamanipulation and analysis,

® To enable students to perform data preprocessing, exploratory data
analysis, and data visuallzation for extracting meaningful insights from
datasets,

® To provide knowledge of statistical analysis and basic machine learning

techniques for solving real-world data-driven problems and supporting

decision-making.

SYLLABUS VERSION 1.0 SDG NO. &, 8,11

MODULE -1 INTRODUCTION TO DATA ANALYTICS 7
Data Analytics - Definition - Data Analytics Lifecyele - Types of Analytics:
Descriptive, Diagnostic, Predictive, Prescriptive - Applications of Data
Analytics - Data Types and Sources,

MODULE-Il PYTHON PROGRAMMING BASICS 'y
Python Fundamentals - Variables and Data Types - Operators - Control
Structures - Functions and Modules = Introduction to NumPy, Arrays and
Operations.

MODULE-III DATA HANDLING USING PANDAS a
Data Collection - Data Formats [(CSV, Excel, |SON) - Pandas Data Structures -
[ata Cleaning = Handling Missing Values - Data Transformation - Data
Integration.

MODULE-IV EXPLORATORY DATA ANALYSIS 7

Descriptive Slatistics - Data Summarization - Correladon and Covariance -
Identifying Patterns and Trends - Basic Statistical Measures.
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MODULE-V  DATA VISUALIZATION 8
Principles of Visualization - Matplotlih - Seaborn - Types of Plots: Line, Bar,
Histogram, Scatter - Visualization for Decision Making.

MODULE-VI STATISTICAL ANALYSIS AND APPLICATIONS 8
Probability Basics - Hypothesis Testing - Regression Analysis - Classification
and Clustering Basics - Case Studies and Mini Project.

TOTAL: 45 PERIODS

TEXT BOOKS:

1. Wes McKinney, Python for Data Analysis: Data Wrangling with pandas,
NumPy, and Jupyter, 3rd Edition, O'Reilly Media, 2022,

2. Fabio Nelli, Python Data Analytics: Data Analysis and Data Science Using
Pandas, Matplotlib and the Python Programming Language, 3rd Edition,
Apress, 2023,

3. Jake Vander PlasPython Data Science Handbook,0'Reilly Media, 1st
Edition, 2016.

REFERENCES

1. Fabio Nelli Python Data Analytics: Data Analysis and Science Using
Pandas, Matplatlib and the Python Programming Language, 3rd Edition,
Apress, 202 3.

& Yuli Vasiliew. Python for Data Science: A Hands-On Introduction, 2nd
Edition, No Starch Press, 2024,

3. Gareth JamesDaniela Witten, Trevor Hastie, Hobert Tibshirani, An
Introduction to Statistical Learning, Springer, Znd Edition, 2021,

4. Trevor HastieRobert Tibshirani, Jerome Friedman, The Elements of
Statistical Learning, Springer, 2nd Edition, 2009,

WEB REFERENCES

L hitps://onlinecourses.nptelacing/noc23 cs116
2. https:f fwww.python.org/doc/

3. https:/f Spandas.pydata.org/docs/

4. hutps:/ fnumpy.org/doc/

ONLINE RESOURCES

L https:/ fwww.youtube.com/ playlist?list=PLZa TAELRMXVNUL99R4b
DIVERE M4 1M
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2. https:/ fwww.youtube.com/playlist?list=PL-0siEBOTe TsqhluOgkh
wiXsIBIdSeYee

3. hrtps:/ fwww.youtube.co m/playlist?list=PLY90cVrP1hQOEDSC5QER
Th|WIZPyaDBR1n

OUTCOMES:

At the end of this course, the students should be able to:

1.  Apply fundamental concepts of data analytics and analytical approaches .
(K3)

2, ApplyPython Programming constructs, functions,and NumPy operations
to solve dataanalytics problems. (K3)

3. Apply Pandas-based techniques for data collection, cleaning,
transformation, integration, and management of datasets. (K3)

% Analyze datasets using exploratory data analysis technigues and

statistical measures to discover patterns, trends, and relationshi ps. (K4)

Analyze and interpret data using visualization techniques. [K4)

Analyze real-world datasets using statistical and machine learning

techniques, [K4)

o
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PROFESSIONAL ELECTIVES - 1

COURSE CODE: P
COURSECOE: | DATA SCIENCE FOR ENGINEERS |7l cplc

3 u]n 3(3
ot SYLLABUS VERSION 1.0 i gl
PRE-REQUISITE J4BSMAZY, Z6ITPTHET

L

OBJECTIVES:

e To understand the fundamental concepts of data science and apply
mathemarical foundations such as linear algebra, probability, and
statistics for data analysis.

® To develop skills in data preprocessing, feature engineering, and model
selection for effective data-driven problem-solving,

s To implement and evaluate supervised and unsupervised machine
learning technigues for extracting insights and making predictions from
data.

s To apply Python-hased data science tools and libraries, including time
seriesanalysis, to solvereal-world engineering p rooblems.

MODULE -1 FOUNDATIONS OF DATA SCIENCE AND PYTHON

ANALYTICS 7
Data Science overview and lifecycle - Applications in Engineering - Types of
data - Python for Data Science (NumPy, Pandas, Matplotlib) - Data
impart/export - Exploratory Data Analysis (EDA] - Data cleaning and
preprocessing - Data visualization technigues.

MODULE-1I MATHEMATICAL FOUNDATIONS FOR DATA SCIENCE 7
Vectors and matrices — Matrix operations - Eigenvalues and Singular Value
Decomposition [SVD) - Optimization fundamentals - Gradient and partial
derivatives - Gradient Descent and variants = Convex functions - Applications
inmachine learning.

MODULE-11 STATISTICAL METHODS AND DECISION THEORY 7
Vectors and matrices - Matrix operations - Eigenvalues and Singular Value
Decomposition (SVD) - Optimization fundamentals - Gradient and partial
derivatives — Gradient Descent and variants - Convex functions - Applicatinnsg
inmachine learning,
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MODULE-IV SUPERVISED MACHINE LEARNING TECH NIQUES 8
Linear and Logistic Regression - k-Nearest Neighbours [k NN) - Support
Vector Machines (SVM) - Decision Trees - Model evaluation metrics - Cross.
validation - Model selection and regularization techniques,

MODULE -v UNSUPERV]SEDLEARNIHGAND FEATI.IREEHGINEERIHG i
Clustering techniques [k-Means, Hierarchical Clustering, DBSCAN] - Cluster
validation - Dimensionality Reduction (PCA, LDA, t-5NE) - Feature
engineering and selection - Ensemble learning methods (Random Forest,
Boosting) - Bootstrapping and Cross -validation.

Convolutional and Recurrent Neural Networks {CNN, RNN) - Big Data
fundamentals - Hadeap and Spark veosystem - Data plpelines and cloud
platforrns-Englneeringcaﬁesmdies.
TOTAL : 45 PERIODS
TEXT BOOKS:
1. Wes McKinney, "Python for Data Analysis”, 3rd Edition. O'Reilly Media,
2022,
2. Aurélien Géron, "Hands-0p Machine Learning with scikit-Learn, Keras,
and TensorFlow", 3rd Edition, 0'Reilly Media, 2022
3. Joel Grus, "DataScience from Scrateh”, 2nd Edition, 0'Reilly Media, 2019,

REFERENCES

L Gareth James, Daniela Witten, Trevor Hastie, Rohert Tibshirani, "An
Introduction to Statistical Learning with Applications in Python®,
Springer, 2023,

2. lan Goodfellow, Yoshua Bengio, Aaron Courville, “Deep Learning”, MIT
Press, 2016,

3. Douglas Montgomery, George Runger, ‘Applied Statistics and Probability
for Engineers”, 7th Edition, Wiley, 2018,

4. Gilbert Strang, "Introduction to Linear Algebra”, 5th Edition, Wellesley-
Cambridge Press, 2016,

WEE RESOURCES

1 htrps:jfnpte].ac.in,-'cuur.ses,-"lﬂﬁll]ﬁl?? = NPTEL Data Science faor
Enginecrs[ll'?h‘[adms]

2. h::ps.-f,-fsclku-mam.org;xtahlefuser_gujde,ht:rnr - Scikit-Learn User
Guide
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3. https://pandas.pydata.org/docs/ - Pandas Documentation

4. https:/ fwww.kaggle.com/learn - Raggle Learn (Practical Data Seience)
5. hetps:/ farchive.des.ud.edu/ml/ - UCI Machine Learning Repository

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Apply Python and data science libraries for data preprocessing, analysis,
and visualization, [K3)

2. Apply mathematical and optimization technigues In data science and
machine learning. (K3)

3. Apply statistical methods and hypothesis testing for data-driven
decision-making, [K3)

4. Analyze and evaluate supervised machine learning models using
performance metrics. [K4)

5. Analyze data using clustering, dimensionality reduction, and feature
engineering techniques, (K4)

6. Analyee advanced technigues such as ensembhle learning, deep learning,
tme series analysis, and big data framewarks. [K4)
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| Syllabass
PROFESSIONAL ELECTIVES -1

| COURSE CODE: IOT CONCEPTS AND LiT|plcp c_]
i APPLICATIONS 3/0fof3]3

NPFTEL CODE:
106105166

PRE-REQUISITE
COURSES

OBJECTIVES:

® Toprovide fundamental knowledge of 0T architectureand design

& Tounderstand communication models and protocolsin loT

®  Toexplore technologies and platforms like Arduinoand Raspberry Pi

® Todevelop loT-based applications using real-time data

SYLLAEUS VERSION 1.0 506G ND. 9, 11,12

MODULE-1 INTRODUCTION TO INTERNET OF THINGS 8
Introduction to [oT: Sensing-Actuation- Basics of Networki ng-Wireless Sensor
Networks-Machine-to-Machine Communicstions

MODULE-T1  FUNCTIONAL COMPONENTS AND DEVICE

INTEGRATION 7
Sensors and Actuators - Smart Objects and Embedded Platforms - Control
Units and Microcontrollers = Wireless Conmectivity Technologies (BLE,
Zighee, Wi-Fi) - Positioning Systems [GP5/GNSS) = Cellular loT
Communication (GSM/4G/5G) - Device Interoperability and Resource
Management,

MODULE-IIl PROTOCOLS AND TECHNOLOGIES BEHIN DIoT 7
Communication Protocols -1oT Protocols; 1Pvé, 6LoWPAN - REID - - Bi i Data
Analytics - Cloud Computing - Cloud Connectivity-Sensor-Cloud -Fog
Computing- Embedded Systems,

MODULE-IV OPEN PLATFORMS AND PROGRAMMING 8
Implementation of loT with Raspberry Pi {contd), Introduction to SDN. SON
for loT -Data Handling and Analytics -Architecture - Programming -
Interfacing - GPI0 Access - Signal Transmission
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[ Syllabus /7 IT |
MODULE-V 10T APPLICATIONS 8

Business Models for loT - Smart Mobility - Industrial 0T - Healtheare-
Activity Monitoring-Environmental Monitoring - Home Automation

MODULE-VI 10T ANALYTICS, SECURITY AND EMERGING TRENDS 7
Data acquisition -Data Collection and Preprocessing Techniques- Stream
analytics — Edge analytics - ML for 10T - Predictive analytics - Security
challenges = Encryption - Authentication - AP[ integration — AloT - Digital
Twin-5G - Blockchain.
TOTAL : 45 PERIODS
TEXT BOOKS:
1. Robert Barton, Patrick Grossetete, David Hanes, Jerome Henry, Gonzalo
Salgueiro, "loT Fundamentals: Networking Technologles, Protocols, and
Use Cases for the Internet of Things”, CISCO Press, 2017
2, Samuel Greengard, The Internet of Things, The MIT Press, 2nd Edition in
2021

REFERENCES:

1. Perry Lea, "loT and Edge Computing for Architects: Implementing edge
and 10T systems from sensors to clouds with communication systems,
analytics, and security”, Packt Publication, Znd Editlon (2020)

2. Olivier Hersent, David Boswarthick, Omar Elloumi , “The Internet of
Things - Key applications and Protocols®, Wiley, 2012

3. 10T {Internet of Things) Programming: A Simple and Fast Way of
Learning, Kindle Edition {2018).

4. Dieter Uckelmann, Mark Harrison, Michahelles, Florian {Eds],
“Architecting the Internet of Things”, Springer, 2011,

5. ArshdeepBahga, Vijay Madisett, "Internet of Things = A hands-on
approach”, Universities Press, 2015

WEB REFERENCES:

L. https://nptelacin/courses/ 106105166

2. hetps:/ fwww.arduino.ce/ttps:/ fwww.ibm.com/smarterplanet fus Jen
JPea=sv_smarterplanet

3. htwps//linkspringec.comfchapter/ 10,1007 /978-3-030-411 10-7_1
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[ Syllabus /T |
OUTCOMES:
Atthe end ofthis course, the students should be able to:
1. BulldloT Devicesusing [oT concepts and architecture [K3),

2. Develop communication models and loT protocols (K3).
3. ApplyloT systems using Ardulne Raspberry Pi [K3).
# Apply cloud computing and data analytics in loT (K3).
5. Mustrate different loT business models and their role in delivering smart

services and solutions. [K3).
f. Jmp]nmenrinTseturjt}randemergtngtechnolugie:a{HJ].
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PROFESSIONAL ELECTIVES - 1

.
COURSE CODE: DATA SCIENCE FOR LT |F CP C
R INTERNET OF THINGS 3lofo[33
e SYLLABUS VERSION 1.0 || SOG NO. 4, 8,9
PRE-REQUISITE
COURSES TLHSMAZDY, 24ITPTL0T B
OBJECTIVES:

® Understand the fundamentals of Data Science and 16T, their integration,
and practical applications,

® Acquire skills in collecting, preprocessing, analyzing, and visualizing laT
data foractionable insights,

®  Apply machine learning techniques to [oT datasets for intelligent analytics
and predictive modeling,
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Syllabus /[T |

& Evaluate security, privacy, ethical issues, challenges, and future trends in
loT-driven data systems.

MODULE-1 INTRODUCTION TO DATA SCIENCE ]
Fundamentals of Data Science-Overview, Basic Concepts, Data collection,
Processing, and Analysis, Data Acquisition in loT- Sensors and Actuators, Data
Acquisition Technigues and Challenges, Data Processing and Analytics-Data
Preprocessing and Cleaning, Exploratory data analysis [EDA),Statistical
analysis and visualization technigues

MODULE-II MACHINE LEARNING IN DATASCIENCE 7
Introduction to Machine Learning, The Machine Learning Landscape - Main
Challenges of Machine Learning, Testing and Validating, Support Vector
Machines-Linear SVM Classification, Nonlinear SVM Classification, SVM
Regression, Under the Hood, Decision Trees-Training and Visualizing a
Decision Tree, Dimensionality Reduction-PCA, Kernel PCA, LLE, Other
Dimensionality Reduction Techniques

MODULE- 1l WEBINTERACTIVE DATA VISUALIZATION FOR THE a
Interactive Data Visualizaton--Applications & Principles, Web Technologies
for Interactive Visualization--HTML--CS5—Java script, D3.js Fundamentals--
Data Structures--Operations—Basic Visualizations, User Interaction in D3--
Events--Dynamic Visualizations--User Experience Exploring & Preparing [oT
Data for Visualization, Designing loT Visualizations--Sensor Data-Time
Series--Maps--Graphs, Advaneed D3 Techniques--Animations--Custom
Visualizations--Libraries, Deploying & Sharing Interactive Visualizations

MODULE -1V USAGEOF PYTHON IN DATASCIENCE 7
Python Libraries-NumPy and Pandas, Data Viswalization with Python-
Matplotlib and Seaborn, Machine Learning with Python - Scikit, Python for
Natural Language Processing-NLTK (NaturalLanguage Toolkit), spacy.

MODULE-V SECURITY, PRIVACY & CHALLENGES 7

lol" Data Security issues - Encryption and privacy Techniques Chatlenges in
loT data [scalability, interoperability) - Future trends in loT with Data Science.
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[Syebus 7 1T ]
MODULE-V]1 INTRODUCTION TO REAL-TIME DATA PROCESSING AND
STREAM ANALYTICS FORIOT 8
Introduction to Real-time Data Processing in loT - Overview, Characteristics,
Stream Processing Frameworks for loT-Apache Kafka - Apache Flink, and
Apache Storm, Techniques for Real-time Stream Analytics - Windowing
technigues for processing streaming data - Aggregation and summarization.
TOTAL : 45 PERIODS
TEXT BOOKS:
1. PG Madhavan, Ph.D., “Data Science for [oT Engineers A Systems Analytics
Approach’ MERCURY LEARNING AND INFORMATION 2nd Edition 2021,
2. Aurdlien Géron, Hands-on Machine Learning with Scikit-Learn, Keras,
and Tensor Flow-0'Reilly Media, 3rd Edition 2023
3. Arshdeep Bahga and Vijay Madisetti, Internet of Things A Hand-on
Approach, Universities press, 2015
4. Shilpi Saxena, Saurabh Gupta, Practical Real-Time Data Processing and
Analytics-2017
5 Murray, Scott, Interactive data visualization for the Web : an introduction
todesigningwith D3-2017
6. Wes McKinney, Python for Data Analysis O Reilly Media 2022

REFERENCES:

1. 5.5mys, Tomonobu Senjyu, Pavel Lafata Editors, Sixth International
Conference volumes, Springer, 2024

2. Data Sclence and Internet of Things: Research and Applications at the
Intersection of DS and loT, Springer, 2021,

WEB REFERENCES:
L https://peoplesmpugeduau,/DirkKroese / DSML/DSM L.pdf
2. https:/ fwww.mdpicom,/2073.431X/12/2/34

OUTCOMES:

Atthe end ofthis course, the students should be able to:

L. Examine various strategies to organize and manage [oT data for effective
storage, retrieval. and processing. (K4)

2. Evaluate the application of machine learning techniques to davelop
predictive and optimized loT salutions. {K4)

3. Assess and construct compelling visualizations to communicate loT
insights effectively to diverse stakeholders.[K4)

4. Investigate security and privacy measures in loT systems and design
solutions that ensure user trust and compliance, [K4)
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Sillabuﬁg il |

5. Interpret sensor data and im plement machine learning algorithms using
Python to derive actionable insights.[K4)
6. Examine evolving trends, challenges, and ethieal eonsiderations in laT
and theirimpact on society and technology. [K4)
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PROFESSIONAL ELECTIVES - 1

Swotisos | DYNAMIC PARADIGM IN 10T ; ; : c;:
g SYLLABUS VERSION 1.0 SDGND. &
PRE-REQUISITE i
COURSES
OBJECTIVES:

® Toexplore the role of the cloud in Internetof Things deployment.
* To introduce the usage of different machine learning algorithms on loT

Data.

® Toexplore data analytics and data visvalization on loT Data.

# Tnodevelop the ability to integrate loT with Dev-ops.

MODULE -1 10T AND CLOUD

Cloud Computing Concept=Grid - S04 and Cloud Computing = Cloud
Middleware NIST's SPI Architecture and Cloud Standards - Cloud of Things -
Architecture - Four Deployment Models-Foundational Technological Enabler
Cloud Providers and Systems - Microsoft Azure loT-Amazon Web Services-
Google's cloud IoTs.
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| Syltabus /T |
MODULE-TI 10T AND MACHINE LEARNING T
6T and Machine Learning Integration - Feature Engineering for loT -
Implementation of Supervised Algorithm (Regression and classification
applied to sensor - Implementation of Unsupervised Algorithm [anomaly
detection and clustering for fault identification and predictive maintenance)
Edge Machine Learning and Model Deployment - loT secy rity threats

MODULE- Il 10T AND DATA ANALYTICS 7
Defining 10T Analytics-10T Analytics challenges- 10T analytics for the
cloud-Microsoft Azure overview- Strategies to organize Data for loT
Analytics- Linked Analytics Data Sets-Managing Data lakes- Dash boarding-
Designing visual analysis for loT data-creating a dashboard ~creating and
visualizing alerts-Study real time -case study on [oT Analytics.

MODULE-IV 10T ANDIT'SSECURITY H
Cyber security vernacular Attack and threat terms- Defensa terms, Anatomy
of 10T cyber attacks — Mirai, Stuxnet-Chain Reaction, Physical and hardware
security- Root of Trust-Network stack - Transport Layer Secu rity- Software
defined perimeter- Software-Defined Perimeter architecture - OWASP -
Existing Security attacks and its prevention methads,

MODULE-V 10T AND DEVOPS 7
Introduction to DevOps- DevOps application - business scenarios— DevQps
process - Jource Code Management (SCM]- Code review-Configuration
Management- Build management-DevOps frameworks-DevOps maturity life
cycle-DevOps maturity map- DevOps progression,

MODULE-VI 10T APPLICATIONS AND FUTURE PARADIGMS 8

smart Cities and Smart Infrastructure - Industrial loT (loT) - Healtheare loT

Systems - Smart Agriculture and Environmental Monitori ng - Edge and Fog

Computing in IoT = Digital Twin Concepts in loT - AloT [Artificial Intelligence

Things) - Blockehain for IoT Security - Sustainable loT aligned with SDG Goals,

TOTAL : 45 PERIODS

TEXT BOOKS:

1. loT and Edge Computing for Architects, Perry Lea Packt Publication, 2nd
Edition (2020).

£, The Internet of Things in the Cloud A Middleware Perspective, Honbo
Zhou- CRC Publication, 1st Edition (2012)
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3. Analytics for the Internet of Things (l1oT), Andrew Minteer, Packt
Publication 1st Edition 2017

4. Handz-on DevOps, Sricharan Vadapalli, Packt Publication, 1st Edition
2017

REFERENCES:

1. Enterprise Cloud Computing, Gautam Shroff, Cambridge, 2010

2. Mastering Cloud Computing -Foundations and Applications
Programming. Raj Kumar Buyya, Christian Vecchiola, 5. Thamaral Selvi,
MK Publication, 2013,

3. Machine Learning in Action||. Peter Harrington, DreamTech Press,1st
Editinn (2012).

4 Introduction to Machine Learning]|, Ethem Alpaydin, MIT Press, 4th
Edition (2020)

5. Learning AWS loT- Effectively Manage Connected Devices on the AWS
Cloud Using Services Such as AWS Greengrass, AWS Button, Predictive
Analytics and Machine Learning, Agus Kurniawan, Packe Publication, 15t
Edition [2014)

6. Practical Dev-0ps, Joakim Verona, Packt Publication, 2nd Edition (2018)

WEB REFERENCES:

1. https://hub.packtpub.com/25-datasets-deep-learning-iot/

2. https://dataworld/datasets fiot

3 https:/ fdashboard.healthit. gov /datadashboard /data,php

4. hitps:/ fwwwodatagov/

5. https:/ /devsocrata.com/data/

6. https:/ fwww. kaggle.com /

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Apply cloud-based solutions in loT deployment and compare the
architecture of major cloud providers., (K3)

2. Mustrate the role of machine learning in improving the efficiency and
performance ol loT systems. (K3)

3. Experiment with different visualization tools to analyze loT-generated
data. (K3)

4. Recognize the use of Fog Computingin the Internet of things. (K3)
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5. Construct a secure communication model for [oT systems using
authentication and encryption methods.[K3)

6. Apply the knowledge of Dev-ops in loT applications. (K3)
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PROFESSIONAL ELECTIVES - 1

COURSE CODE: MACHINE LEARNING L|T|PCPC
bt ALGORITHMS 3[ofo[3]3]
me SYLLABUIS VERSION 1.0 SDG NO. 9,11
PRE-REGUISITE 5
COURSES
OBJECTIVES:

¢ Tounderstand the basic concepts of Machine Learning

* Tolearn different types of Machine Learning approaches

® Toexplore data preprocessingand feature engineering technigques
To understand fundamental algorithms in Machine Learning
Toanalyze model performance and evaluation techniques

MODULE-1 INTRODUCTION TO MACHINE LEARNING 9
Introduction to Machine Learning - Definition - Importance - Applications of
Machine Learning - Types of Data - Supervised, Unsupervised and
Reinforcement Learning - Machine Learning workflow - Role of Data in ML -
Real-world examples
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MODULE-IT  DATA PREPROCESSING 9
Data Collection - Data Cleaning - Handling missing values - Data
transformation - Feature scaling - Encoding categorical data - Feature
selection - Train-test split- Datanormalization and standardization

MODULE- 11l SUPERVISED LEARNING 8
Regression - Linear Regression — Multiple Regression - Evaluation metrics
(MSE, RMSE}- Classification: Logistic Regression - K-Nearest Neighbors
[KNN) - Decision Trees - Applications

MODULE-IV UNSUPERVISED LEARNING 9

Clustering- K-Means Clustering - Hierarchical Clustering - Dimensionality
Reduction - Principal Component Analysis (PCA) - Applications of clustering

MODULE -V MODELEVALUATION 5
Confusion Matrix - Accuracy, Precision, Recall, F1 Score - Cross-validation -
Bias-Variance tradeoff- Overfitting and Underfitting

MODULE-VI INTRODUCTION TOTOOLS & APPLICATIONS 5
Python for Machine Learning - Libraries: NumPy, Pandas, Matplotlib, Scikit-
learn - Basic implementation workflow - Case studies in ML
[recommendation systems, prediction models)

TOTAL : 45 PERIODS
TEXT BOOKS:
1. Tom M. Mitchell, Machine Learning McGraw Hill, 2017.

2. Aurélien Géron, Hands-On Machine Learning with Scikit-Learn, 0" Reilly,
20149,

REFERENCES:

L Ethem Alpaydin, Introduction to Machine Learning, MIT Press
L. Hishop CM., Pattern Recognition and Machine Learning

3. KevinP. Murphy, Machine Learning: A Probabilistic Perspective
% Andreas Miller, Introduction to Machine Learning with Python

WEB REFERENCES;

1. https:/ fscikit-learn.org

2. https:/ fwww kaggle.com

3. htps:f/machinelearningmastery.com
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QUTCOMES:
Atthe end ofthis course, the students should be able to:
1. Explain the fundamental concepts and types of Machine Learning. (K2)

2. Deseribe data preprocessing techniques Including data cleaning,
transformation, and feature selection. (K2)

3. Apply data preprocessing methods on datasets using appropriate tools,
(K3}

4. Apply supervised learning algorithms such as regression and
classification for problem-solving. (K3)

5. Apply unsupervised learning techniques like clustering for data analysis.
(K3)

6. Use Machine Learning tools and libraries to implement basic ML models,
(K3)
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PROFESSIONAL ELECTIVES -1

COURSE CODE: MACHINE LEARNING FOR L|T | P|CPC
i INTELLIGENT SYSTEMS 3/o/o[3][3
NPTEL CODE:
F0EIDG04S SYLLABUS VERSION 1.0 SDGND. 9, 1M
EFIE-IEIHIETE
| courses
OBJECTIVES:

® To introduce basic machine learning techniques such as regression,
classification
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[Sylabus 71T ]
& To learn about introduction of clustering, types and segmentation
methods
®& ‘Tolearn about fuzzy logic, uzzification and defuzei feation
® Tolearnabout the basics of neural networks and neuro fuzzy networks,
® Tolearn about Recurrent neural networks and Reinforcement learning.

MODULE-1 INTRODUCTION TO MACHINE LEARNING B
Philosophy of learning in computers- Overview of different forms of learning-
Classifications vs. Regression- Evaluation metrics and loss functions in
Classtfication- Evaluation metrics and loss functions in Regression-
Applications of Al in Robotics.

MODULE-1l CLUSTERING AND SEGMENTATION METHODS 8
Introduction to clustering- Types of Clustering- Agglomerative clustering- K-
means clustering- Mean Shift clustering- K-means clustering application
study- Pattern recognition- K-nearest neighbor algorithm- Principal
component analysis (PCA)- Feature Selection using PCA - Case studies

MODULE -1l FUZZY LOGIC 8

Intraduction to Fuzey Sets- Classical and Fuzzy Sets- Membership Function-
Fuzzy rule generation- Operations on Fuzzy Sets- Numerical examples- Fuzzy
Arithmetic-Numerical examples- Fuzzy Logic- Fuzzification- Defuzzification-
Applications

MODULE- 1V NEURALNETWORKS i

Mathematical Models of Neurons- ANN architecture- Learning rules- Muli-
layer Perceptrons- Back propagation- Introduction of Neuro-Fuzzy Systems-
Architecture of Neuro Fuzzy Networks- Applications

MODULE-V RNNANDREINFORCEMENT LEARNING 7

Recurrent neural networks- Unfolding Computational Graphs- Application of
RNN- Reinforcement learning- Examples for reinforcement learning- Markov
decision process- components of RL- (-learning- Case Studies

MODULE-VI TOOLS AND APPLICATIONS f

Python for Machine Learning - Libraries: NumPy, Pandas, Matplotlib, Scikit-

learn - Implementation werkflow - Case studies: robotics, prediction systems.
TOTAL : 45 PERIODS
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TEXT BOOKS:
1. Micheal Negnevitsky, Artificial Intelligence: A Guide to Intelligent
Systems, 3rd Edition, Addision Wesley, England, 2011

REFERENCES:

1. Brune Sicillano, Oussama Khatib, "Handbook of Robotics’, 2016 2nd
Edition, Sprimger

2. Simon Haykin, "Meural Networks and Learning Machines: A
Comprehensive Foundation®, Third Edition, Pearson, delhi 2016,

3. Timothy ] Ross, “Fuzzy Logic with Engineering Applications®, 4th Edition,
Chichester, 2011, Sussex Wiley.

WEE REFERENCES:

Google Al - Machine Learning Crash Course
PyTorch Official Tutorials

Towards Data Science

Analytics Vidhya

KDnuggets - Machine Lea roing Resources
Microsoft Learn - Al and Machine Learning

et - R R b

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Explain fundamental machine learning techniques such as regression
and classification. (K2)

2. Describe clusteringand segmentation methods for data analysis. [K2)
Apply fuzzy logic concepts including fuzzification and defuzzification in
real-world problems. [K3)

4. Explain the architecture and learning mechanisms of neural networks
and neuro-fuzzy systems. [K2)

5. Apply recurrent neural networks and reinforcement learning techniques
for sequential decision-making problems. (K3)

6. lse machine learning tools and libraries to implement intelligent system
applications. (K3)
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e FOR CYBERSECURITY 3/o/ol3

NPTEL CODE;
T0EMSTT

|’M~mm =
l COURSES |

OBJECTIVES:

* Tounderstand the role ofmachine learning in cybersecurity applications,

* To learn data preprocessing and feature engineering techniques for
security datasets,

*  To explore supervised and unsupervised learning algorithms for eyher
threat detection,

®* To analyse deep learning technigues for advanced cybersecurity
applications.

® To evaluate adversarial machine learning threats and defense
mechanisms,

®  Toapply ML tools and fram ewaorks for developing cybersecurity solutions.

SYLLABUS VERSION 1.0 50G NO. 9,11

MODULE-I INTRODUCTION TO MACHINE LEARNING IN
CYBERSECURITY i
Basics of Cybersecurity - Threars, Vulnerabilitics and Risks - CIA Triad - Need
for Intelligent Security Systems - Role of Machine Learning in Cybersecurity -
Types of Machine Learni ng: Supervised, Unsupervised and Semi-sy pervised -
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Applications in Malware Detection, Phishing and Intrusion Detection - ML.
driven Security Strategies,

MODULE-II DATA PREFROCESSING FOR CYBERSECURITY B
Security Data Collection (Logs, Network Traffic, Alerts) - Data Cleaning and
Handling Missing Values - Feature Engineering for Security Datasets - Feature
Scaling and Encoding - Indicators of Compromise (10Cs) - Train-Test Split,
Normalization and Standardization - Case Study: Preprocessing Security
Datasers.

MODULE-1Il SUPERVISED LEARNING FORCYBERSECURITY i)
Classification Models: Logistic Regression, Decision Trees, Random Forest,
Suppart Vector Machines - K-Nearest Neighbors (KNN) - Applications in
Malware Detection and Phishing Classification - Evaluation Metrics: Accuracy,
Precision, Recall, F1 Score, ROC-ALIC - Detection of Known Attacks using
Supervised Learning,

MODULE-IV UNSUFERWSEDANDDEEPLEARNINGAPPRDM:HES 8
Clustering Techniques: K-Maans, Hierarchical Clustering - Dimensionality
Reduction: PCA = Anomaly Detection Technigues - Introduction to Deep
Learning - CNNs for Malware Detection - ENNs for Sequential Data -
Applications in Zero-day Attack Detection and Behavioral Analysis.

MODULE-V ADVERSARIALMACHINE LEARNING ANDSECURITY 7
Adversarial Attacks: Evasion and Polsoning Attacks - Model Stealing and
Membership Inference - Secy rity Risks in ML Models - Defensive Technigues:
Adversarial Training, Gradient Masking - Robustness Testing - Secure ML
Model Design Principles,

MODULE - V1 TDOLSJIMPLEHEHTATIDN&‘EASESI’IJD[ES i1
Python for Cybersecurity ML - Libraries: NumPy, Pandas, Scikit-learn,
TensorFlow, Keras - Implementation Workflow for ML-based Security
Systems - Case Studies: Phishing Detection, Network Anomaly Detection,
Malware Classification - Emerging Trends: Al-driven Security, Automated
Threat Intelligence,

TOTAL : 45 PERIODS
TEXT BODKS:
L. Aurélien Géron, Hands-On Machine Learning with Scikit-Learn &

TensorFlow, O'Reilly, 2019,

Recommendad in Board of Studies (Ro5) Mesting Mo, % heldon {2 - 0F  oos g

[170]| .;f?ij < A
CHAIRMAN
Beoard of Studies

Information Technoiegy




SES E | |
2. William Stallings, Cryptography and Network Secu rity, Pearson,
3. AliA Ghorbani, Network Intrusion Detection and Fmventtnn,.‘ipringzr.

REFERENCES

L. lan Goodfellow, Deep Learning, MIT Press.

2. Bishop .M. Pattern Recognition and Machine Learning, Springer.

3. Kevin P Murphy, Machine Learning: A Probabilistic Perspective, MIT
Press.

4. ChrisSanders, Applied Network Secu rity Monitoring, Syngress.

WEE REFERENCES

https:/ /scikit-learn.org
https-;’;umv.kaggle.mm

https:/ fmachin elearningmastery.com
https:/ /www.tensorflow.org
https://pytorch.org

https: ffweowcisecurity.org

SN

OUTCOMES:
Atthe end ofthis course, the students should be able to:
L. Explain machine learning conceptsin eybersecurity applications. (K2)

2. Apply preprocessing and feature engineering techniques to security
datasets. [K3)

3. Implement supervised learning algorithms for ¢yber threat detection.
[(K3)

% Apply unsupervised and deeplearning techniques for anomaly detection,
(K3)

5. Explain adversarial attacks and defense mechanismsin ML [ #4]

6. UseMLtoolsand framewarks to develop cybersecurity solutions. (K3)
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PROFESSIONAL ELECTIVES - II

COURSE CODE: ADVANCED ANALYSIS OF [_I: T P|CP|C
24ITELS10 ALGORITHMS Stoleals
m&n B SYLLABUS VERSION 1.0 SDGNO.4,9
PRE-REQUISITE

COURSES | THITPCI0Y

OBJECTIVES:

® To understand advanced algorithmic analysis techniques including
amortized analysis.

Ta study advanced data structures and network flow algorithms.
To analyze matching problems and stable matching algorithms.
Toexplore randomized algorithms and order statistics technigues.

Ta understand computational complexity, NP-completeness and
reductions.

Toexamine approximation algorithms for NP-hard optimization problems

MODULE -1 AMORTIZED ANALYSIS & ADVANCED

DATA STRUCTURES ' ]
Introduction to Amortized Complexity - Aggregate Method - Accounting
Method — Potential Function Method - Applications of Amortized Analysis -
Fibonacci Heaps: Structure, Operations, Amortized Cost Analysis and
Applications.

MODULE-1l NETWORKFLOW ALGORITHMS ]
Maximum Flow Problem - Flow Networks - Ford-Fulkerson Method -
Edmond-Karp Algorithm- Dinic’s Algorithm = Push-Relabel Method -
Correctness and Complexity Analysis,

MODULE- Il MATCHING AND FLOW APPLICATIONS a4
Applications of Maximum Flow - Hall's Marriage Theorem - Maximum
Bipartite Matching -Kinig's Theorem = Edmonds’ Blossom Algorithm for
Maximum Matching in General Graphs - Stable Matching Problem - Gale-
Shapley Algorithm.
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MODULE -1V ORDERSTATISTICS, STRING MATCHING AND
RANDOMIZED ALGORITHMS 7
Order Statistics = Selection Algorithms - String Matching Techniques -
Introduction to Randomized Algorithms - Karger's Minimum Cut Algorithm -
Karger-Stein Algorithm - Analysis of Randomized Algorithms..

MODULE-V COMPUTATIONAL COMPLEXITY & NP - COMPLETENESS 7

Lower Bounds on Sorting - Decision and Optimization Problems - Complexity
Classes P and NP - Intreduction to NP-Completeness - Polynomial-Time
Reductions - NP-Completeness Proof Techniques and Examples.

MODULE -Vl APPROXIMATION ALGORITHMS ]
Approximation Algorithms - Approximation Ratio - Approximation
Algorithm for 3SAT = Metric Traveling Salesman Problem (Metric TSP) -
Performance Guarantees - Limitations of Approximation Algorithms.

TOTAL : 45 PERIODS
TEXT BOOKS:
1. Thomas H. Cormen, Charles E. Leiserson, Ronald L. Rivest and Clifford

Steim, Introduction to Algorithms, Fourth Edition, MIT Press, 2022,

2. Jon Kleinberg and Eva Tardos, Algorithm Design, First Edition, Pearson
Education, 2006

REFERENCES:
1. Vijay V. Vazirani, Approximation Algorithms, Springer, First Edition, 2003,

Sanjoy Dasgupta, Christos Papadimitriou and Umesh Vazirani,
Algorithms, McGraw-Hill Education, First Edition, 2008.

3, Michael T. Goodrich, Roberto Tamassia and Michael H. Goldwasser, Data
Structuresand Algorithms in Python, Wiley, Second Edition, 2013,

4.  Dexter C. Kozen, The Design and Analysis of Algorithms, Springer, First
Edition, 1992,

5. Christos H. Papadimitriou, Computational Complexity, Addison-Wesley,
First Edition, 1994,

ONLINERESOURCES:

1. hitps://nptelacin/courses/ 106105704
2. https://nptelacin/courses/ 106106131
3. hrtps:/ focwmit.edu

4,  https:/fonlinestanford.edu

5.

https: / fvisualgonet §
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QUTCOMES:

At the end of this course, the students should be able to:

1. Apply amortized analysis technigues and advanced data structures to
evaluate algorithmic efficiency. (K3)

2. Analyze and implement maximum flow algorithms for network
optimization problems, (K4)

3. Solve matching problems using graph-theoretic algorithms and stable
matching technigues. (K4)

4.  Apply order statistics, string matching and randomized algorithms to
computational problems. (K3]

5. Examine computational complexity classes and prove NP-completeness
using polynomial-time reductions. (K4)

6. Design and analyze approximation algorithms for NP-hard optimization
problems. (K5)]
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PROFESSIONAL ELECTIVES - 11

et DISTRIBUTED SYSTEMS LIV PPV

1% 5]

NPTEL CODE:
106106168

PRE-REQUISITE

| COURSES

OBJECTIVES:

& Tounderstand foundations of Distributed Systems

e Tointroduce theidea of peer to peer services and file system

s To understand in detail the system level and support required for
distributed system

® To understand the issues involved in studying process and resource
management

SYLLABUS VERSION 1.0 SDGND. &, 8

TMTPCI0N, ZHITFWRDT

MODULE-1 INTRODUCTION 5
Introduction - Examples of Distributed Systems-Trends in Distributed
Systems - Focus on resource sharing — Challenges. Case study: World Wide
Weh.

MODULE-T1  COMMUNICATION INDISTRIEUTED S¥YSTEM 9

System Model - Inter process Communication - the APl for internet protoco s -
External data representation and Multicast communication, Network
virtualization: Overlay networks. Case study: MPI Remote Method Invocation
and Ohjects: Remote Invocation - Introduction - Request-reply protocals -
Remote procedure call - Remote method invecation. Case study: Java RMI -
Growp communication - Publish-subscribe systems - Message queues - Shared
memory approaches -Distributed objects - Case study: Enterprise Java Beans -
from objects to components

MODULE- 11l PEERTOPEERSERVICESAND FILESYSTEM 9
Peer-to-peer Systems - Introduction - Napster and its legacy - Peer-to-peer -
Middleware - Routing overlays. Overlay case studies: Pastry, Tapestry-
Distributed File Systems ~Introduction - Flle service architecture - Andrew
File system. File System: Features-File model -File accessing models - File
sharing semantics. Naming: ldentifiers, Addresses, Name Resolution - Name
Space Implementation - Name Caches - LDAR,
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MODULE-I¥ SYNCHRONIZATION AND REPLICATION 9
Introduction - Clocks, events and process states - Synchronizing physical
clocks- Logical time and logical clocks - Global states - Coordination and
Apresment - Introduction - Distributed mutual exclusion - Elections -
Transactions and Concurrency Control- Transactions - Nested transactions -
Locks - Optimistic concurrency control - Timestamp ordering - Atomic
Commit protocals -Distributed deadlecks - Replication - Case study - Coda

MODULE-V PROCESS & RESOURCEMANAGEMENT [
Process Management: Process Mlgration: Features, Mechanism - Threads:
Models, Issues, Implementation. Resource Management: Introduction-
Features of Scheduling Alporithms -Task Assignment Approach - Load
Balancing Approach - Load Sharing Approach,

MODULE-VI DISTRIBUTED ALGORITHMS 7
Synchronous network model - Algarithms: leader election, maximal
independent set ~Asynchronous system model: 1/0 automata, operations on
automata, fairness - Asynchronous shared memory model - Mutual exclusion:
model, the problem, stronger conditions, lockout-free mutual exclusion
algorithms, lower bound on the number of registers - Asynchronous network
muodel - Asynchronous network algorithms: leader election in a ring and an
arbitrary network,
TOTAL : 45 PERIODS
TEXT BOOKS:
1. George Coulouris, Jean, Dollimore and Tim HKindberg, “Distributed
Systems Concepts and Design’, Fifth Edition, Pearson Education, 2012,
2. Nancy A Lynch, "Distributed Algorithms", Hardcourt Asia Pvt. Lid,
Morgan Kaufmann, 2000,

REFERENCES:

1. Pradeep K Sinha, "Distributed Operating Systems: Concepts and Design”,
Prentice Hall of India, 2007,

2, Tanenbaum AS. Van Steen M., “Distributed Systems: Principles and
Paradigms", Pearson Education, 2007,

3. Liu M.L., "Distributed Computing, Principles and Applications”, Pearson
Education, 2004.

4. MNancy A Lynch, "Distributed Algorithms’, Morgan Kaufman Publishers,
LISA, 2003,
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ONLINE RESOURCES:
1 https:,.",.l"-\n.-\w.cs,heJsJnjcE.ﬁ..l"u;jakangaszea:hingf[!istSys,.-’DistSys-DEf-
1.pdr
2 ht:ps:,r',.fmvw.w'dynthipEus.cum,.r’vp,rntmuhment.php?aidﬂzﬂzz

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Apply the use of distributed system with architecture, trends, and
resourcesharing in World Wide Web, (K3)

2. Articulate various communication mechanisms In distributed systems,
like RPC, BMI, multicast, message-oriented middleware, and network
virtualization (K3)

3. Shetch the design and operation of peer-to-peer systems and distributed
file systems. (K3)

4. Examine synchronization, coordination, and replication techniques with
logical clocks, mutual excl usion, elections, transactions, and COnCUrrency
control mechanisms (1K3)

5. Determine the key process and resource ma nagementstrategies. (K3)

6. Re-enact the use of distributed algorithms for synchronous and
asynchronous systems (K3)

CO-PO, PSOMAPPING:
1

l_ PO mm!m POS | Po6 | POT | PO8 | Por | Poto | POt | Pson | Pamg
el 159 B0 I B O O s I I
c| 21 2 2 2 - - - 2 |2
oy 2 2 2 B - . - - - - - 2 2
[ 2 2 2 2 - - - - 2 2
el 22| 2| z2]|. - | 4 2 |2
w2222 Wy -2 ]2

Recommended in Board of Studies (RoS) Moating Mo, __ T30 haldon_ 208 deal

78| :r:l-ﬁ-’:b‘__ﬂ_

CHAIRMA
Board of Studies
information Technology




PROFESSIONAL ELECTIVES - II

COURSE CODE:;
SN PARALLEL ALGORITHMS '5 : : '::

L]

NPTEL CODE:
106103358

PRE-REQUISITE

COURSES |

OBJECTIVES:

& Tointroduce the design principles of parallel algorithms

& To understand various models of parallel computation ([PRAM, EREW,
CREW, CRCW and DCM] and Performance analysis metrics such as cost,
speedupand efficiency.

# Tolearn fundamental parallel algorithms for sorting and Searching

# To apply parallel algorithms to solve matrix operations, algebraic and
Geometry problems.

# To apply parallel algorithm techniques in solving real-world
computational problems

SYLLABUS VERSION 1.0 SDG NO. &

MODULE-1 INTRODUCTION TO PARALLEL ALGORITHMS 7
Intreduction to Parallel Algorithms-Parallel Programming Paradigms-Parallel
Architecture-Need for Parallel Algorithms-Serial vs Parallel Computation-
Concepts of Concurrency and Parallelism-Overview of Models of
Computation-Applications of Parallel Algorithms

MODULE-11 MODELS & COMPLEXITY ANALYS1S B8
Introduction to PRAM Model-PRAM Model (EREW, CREW, CRCW)-Distributed
Computing Model (DCM = basics)-Work, Time Complexity, Cost Optimality-
Brent's Theorem (basicidea)-Analysis of Parallel Algorithms

MODULE -1l PERFORMANCE AND BASIC PARALLEL TECHNIQUES 7
Performance Measures: cost, speedup, efficiency-Work-time analysis-Basic
Parallel Techniques-Parallel Prefix {Scan) Computation-Pointer Jumping
Technique-Divide and Conguer Approach-Parallel Reduction Operations-
Synchronization and Communication overheads
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MODULE- v PARALLEL SGRTING&SEARCHI'NG B

Sorting Networks and Bitonic Sort g odd-Even Transposition Sort-Cole's
Merge sort-Sortin B on Linear Array-Sorting in EREW. CREW, CRCW-Paralle|
Searching: L nearamnd I]InarySearch-Peffanna nce Comparison

MODULE-v ALGEBRAIC, GRAPH & GEOHETH!’ALG[]HITHHE 7
Matrix T‘rar:Sputhjnn-Matm Multiplication [Math—Man—ix, h‘lﬂtrix-—‘-"!‘{‘h:ai']-
Connected Cnmpnnents-l-'l‘injmum Spanning Troe-All-Pairs Shortest Paths.
Cnmpumﬁnnarﬁenmen'y Problems

MODULE - v ADVH.NE‘EDPREFIIALGORJTHHSAHI]APPLI[.‘ATIBHS 8
Prefix Sums (Advanced)-jok Sequencing Problem-Knapsack Problem-[nteger
Addition and Muh:ip]]car]nn-ﬂpeedup. Efficiency, Scalability-Amdah's Law
and Gustafson's Law-Applica tionsin Al BigDa ta, Scientific Computing

TOTAL : 45 FERIODS
TEXT BOOKS:
L Introduction to Paralle] Computing - Ananth Grama, Anshul Gupta,

George Karypis, Vipin Kumar Edition: 2nd Edition, 2003

2. Introduction tg Farallel Algarithms - lnseph Jaja- 1992

REFERENCES:

1 Introduction to Parallel Algorithims - Xavier & Iyengar1998

2. Sequential and Farallel Algorithms and Data Structures - Sanders et al,
(2019)

3. Parallel Frugra.mming.— Technigues apg Applications Using Networked
Workstations and Farallel Compuyters - Barry Wilkinson & Michael Allen
05

4. Designand Analysis of Parglje] Mgorithms - Selim G Akl - 198%

ONLINE RESOURCES:

1 http.s:f;hw.mjndlusl'entnmﬂ esson/221422-videa?

2. https:/ /slidetod ve.com/pram-model-lecture-3-g fficient-parallel-
algorithms-com P

3. https:/y m-.-w.geeks!’urgeuks.urgfdsa,f bitonic-sorts

4 https/ fonlinecoy rses-an:hrve.r:ptﬂi.at.in,.-fnﬁcl 9_e517 /preview]

5 htps: /{www.nptelprep.in feourses/ 106104120 /materials
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OUTCOMES:
Atthe end of this course, the students should be able to:

L

2

https://ocw.mit.edu/sea rch/?q=parallel%20algorithms&t=
Algorithms%20and%20Data% 205 tructures

Apply parallel algorithm design principles to solve computational
problems using appropriate models. (K3)
Apply PRAM models (EREW, CREW, CRCW) and distributed computing
concepts to implement parallel solutions.[K3)
Apply performance analysis metrics such as cost, speedup, efficiency and
work-time analysis to evaluate parallel algorithms{K3)

Implement parallel sorting and searching algorithms.(K3]
Apply parallel algorithms to solve matrix operations, graph problems
and computational geometry problems.(K3)
Apply parallel algorithms to solve real-world problems[K3)
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PROFESSIONAL ELECTIVES - 1

| COURSE CODE: SECURE SOFTWARE L|T|P cP|C
24ITELS13 DEVELOPMENT 3|0(0/3(3
-HPIEL CODE: SYLLABUS VERSION 1.0 SDG NO. 9,16
PRE-REQUISITE i

COURSES 2EITTPA0, 24ITPWS

OBJECTIVES:

# Tounderstand the principles of secure software system development and
the Integration of security throughout the Software Development Life
Cyele {SDLC).

# To analyze risks, threats, and vulnerabilities associated with software
design, development, and deployment processes,

® To apply secure coding practices, security testing technigues, and
defensive programming methods for developing reliable software
SYSLEMS.

e To evaluate real-world software security failures, attack scenarios, and
mitigation strategies for improving application security.

MODULE -1  INTRODUCTION TO SECURE SOFTWARE

DEVELODPFMENT B
Fundamentals of software security - Security goals: Confidentiality, Integrity,
dwvailahility = Security principles: Least privilege, defense in depth, fail-safe
defaults - Overview of Secure Software Development Life Cycle (SS5DLC) -
Cemmon software vulnerabilities - Introduction to risk, threats, and attacks
Case studies of security breaches and lessons learned.

MODULE-1I THREAT MODELINGAND RISK ANALYSIS ]
Concepts of threat modeling - ldentifying assets, threats, and vulnerabilities -
STRIDE and DREAD models - Risk assessment technigues - Attack surface
analysis - Misuse/abuse cases - Security requirements engineering - Risk
mitigation strategies - Integraling security into requirements phase,

MODULE- 1l SECURE DESIGN PRINCIPLES 7

Seeure design methodelegies — Design patterns for security = Principles of
secure architecture - Trust boundaries and attack vectors = Input validation
and data protection design - Authentication and authorization mechanisms -
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Cryptographic fundamentals in design - Secure Ap] design - Minimizing
attacksurface,

MODULE-IV SECURE CODING PRACTICES 7
Common coding vulnerabilities: Buffer overflow, injection attacks, cross-site

Error handling and logging - Memory management issues - Secure use of
libraries and frameworks - Language-specific security practices - Static code
analysistools,

MODULE-V SECURITY TESTING AND VALIDATION 8
Security testing fundamentals — Static and dynamic analysis - Penetration
testing concepts - Fuzz testing - Vulnerability scanning tools - Test case
design for security - Code Feview technigues - Security validation in SDLC -
Complianceand standards [OWASE 150,

MODULE-VI DEPLOYMENT, MAINTENANCE AND INCIDENT

RESPONSE 7
secure deployment practices - Configuration management - Pateh
management - Monitoring and logging - Ingident detection and response -
Handling security breaches - Secyre updates and maintenance — DevSeciips

TOTAL : 45 PERIODS

TEXT BOOKS:
L AspenQlm sted, Security-Diedven Software Development, Wiley, 2019,
2. Gary McGraw, Software Security: Hu[[dingS:mnt}rlmﬁddfsun-‘-'ln’r.-siey

REFERENCE BODKS:

1. . Mark Graff and Kenneth van Wyk, Secure Coding: Principles and
Prat'ljces,ﬂ'ﬂej]]y.

2. Michael Howard and David LeBlane, Writing Secure Code, Microsoft
Fress,

3. DWASPFoundation, OWASP Top 10 Documentation,

WEE REFERENCES:
1. I1rtps:,.f,1nw;|5p.urg
2. https: Jlowemitre.org
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OUTCOMES:

Atthe end ofthis course, the students should pe ableto:

L Apply fundamental concepts of secure software development and
security principles in software system design. (K3)

2. Analyzethreats, vulnerabilities, and rigk factors affecting secure software
systems. (K4

3. Apply secure design principles and threat maodeling techniques to
develap secure applications, (K3)

4 Implement secyre coding practices and mitigation techniques tp prevent
rommon software vulnerabilities. (K3)

5. Ewvaluate SECUrity testing, verification, and validation methods for
Ensuring software Security and reliability. (K5)

6.  Evaluate secure deployment, maintenance, and update practices for
protecting software systems throughout their lifecycle. [K5)
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PROFESSIONAL ELECTIVES - []

st , =

COURSE CODE: FOUNDATIONS OF CYBER L | TP CPE

TR PHYSICAL SYSTEMS 3/0/0 33|
= | :

NFTEL CODE:

ol SYLLABUS VERSION 1.0 | SDG ND. 5, 16

:ﬂ"ﬁm“m 24PN, 28ITPCs 01 |

OBIECTIVES:

® Tounderstand the fundamental con cepts, architecture, and COMponents

of Cyber Physi cal Systems [CFS),

To analyze communication models, real-time Computing, and security

challengesin CPS environments.

& To apply sensing, contral, networking, and emhbedded computing
techniques for CPS designand implementation,

*  Toevaluate CPS applications, reliability, safety, and emerging technologies
insmartand interconnected systems,

MODULE - | INTRODUCTION TO CYBER PHYSICAL 5YSTEMS 7
Fundamentals of CPs - Definition and characteristics of CPs - Evolution of
Cyber Physical $ystems - Cps architecture and design principles - Com ponents

MODULE-11 SENSORS, ACTUATORS, AND EMBEDDED COMPUTING g
Sensors and Actuaters - Types of sensors and actuators - Sensor data
acquisition and processing - Signal tonditioning techniques - Smart sensing
systems - Embedded Computing Platforms - Microcontrollers and embedded
processors - Real-time embedded systems - Resource constralnts in
embedded devices - Power management techniques - CPS Hardware
Integration - Interfacing tech Rigues - Device communication protocols - Edge
devices and pateways- § ardware-software co-design,
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MODULE - 111 EﬂHMI.INICATmNAHDNETWURH]HE]HCPS 8
Communication Models - Wired and wireless comimnunication - Maching-rg-
machine (M2M) communication - Interner of Things [1oT) integration -
Middleware fur Cpg- Networking Protocals - TCP/1Pfor CPS - MOTT, CoAR and
ZigBee protocols - Industrial communication protocols - Time-sensjtive
networking - Real-Time Communication - Synchronization and scheduling -
Real-time aperating systems (RTOS) - Latency and Qos requirements -
Distributed CP5 communication models,

MODULE - v CONTR(IILS':’STEMSAHDSECUHIT‘:’IN CPs 7

Control Systems - Feedback and control mechanisms - Modeling and
simulation of CP§ - Real-time control systems - Adaptive and autonnmows
control - CPS Security- Threats and vulnerabilities in CPS - Cyber attacks on
industrial systems - Authentication and access control - Secupe
communication mechanisms - Safety and Reliability- Fault detection and
recovery - Resillence in Cps . Safety-critical systems - Risk assessment
technigues,

MODULE-V DATAANA LYTICS AND INTELLIGENT CP5 7
Data Management in cps - Data acquisition and storage - Big data analytics in
CP3 - Cloud-assisted CPS. Edge and fog computing - Intelligent Cps - Artificial
Intelligence and Machine Learning in CPS - Predictive maintenance systems -
Smart decision-ma king systems - Autonomous cyber Physical environments -
CPS Optimization - Resource optimization - Energy-efficient cpg -
Perrarmaucemunjmﬁnga nd eva]uatiun-Scslabilit_-,r management,

MODULE- w1 APPLICATIONS, CASESTUDIES, AND
EMERGING TRENDS B

CPS Applications -Smartgrid systems -Smart transportation and autonomous
vehicles - Healthcare and medical CFS - Smart manufacturing and Industry 4.0
* Emerging Trends - Digital twins - Blockehain-enahled cpy - SG-enabled CP5
communication - Human-Cps interaction systems - Case Studies - Industrial
automation systems - Simart city implementations - Cps security incidents and
analysis - Fulure research directions in CPS,

TOTAL : 45 PERIODS
TEXT BOOKS:
L RajeevAlur, Principles ol Cyber-Physical Systems, MIT Press, 2015,
2. Edward A Lee and Sanjit A, Seshia, Introduction to Embedded Systems: A

Cyber-Physical Systems Approach, MIT Press, 2nd Edition, 2017,
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REFERENCE BDOKS

L. Houhing Song Danda B. Rawat, sabina Jeschle, Christian Brecher, Cyher-
Physical Systems: Foundations, Frinciples and Applications, Elsevier
Publications, 2017,

2. Kim Fowler Cybersecurity for Industrial Contral Systems: SCADA, DCS,
PLC, HMI, and 515, Institution of Engineeringand Technology (IET), 2020,

3. Luca Foschini, Antonio Corradi, and Eman uele Borea, Practical Cyher-
Physical Systems: A Ha nds-on Approach, Springer Publications, 2020,

4 Hermann Kopotz, Real-Time Systems; Design Principles for Distributed
Embedded Applications, Springer Publications, 24 Edition, 2011,

1L MITCyber Physical Systems Research Center

2. National Institute of Standards and Techn ology (NIST) - Cps Program
3. IEEECyber Physical Systems Initiative

& OpenSource loT and CPsg Resources - Eclipse Foundation

5. MIT OpenCourseWare

6. IEEE Xplore Digital Library

OUTCOMES:

Atthe end of this tourse, the students should be able to:

L. Apply the Loncepts, architecture, and design principles of Cyber Physical
Systems for develcpingjnreriigentjntr:rcmnnected systems. (K3)

2. Analyze sensing embedded computing, and communication mechanisms
used in CPS environments. (K4)

3. Apply networking protocols, roal-time communication, and middloware
technologies in Cyber Physical Systems, (K3)

t.  Examine control mechanisms, security challenges, and safety
requirements in CPS applications. (K4}

5. Evaluate data analytics, intelligent decision-making, and optimization
techniques in Cyber Physical Swstems. [K5)

6. Evaluate em erging CPS techn ologies, real-world applications, and
security solutions for smartin terconnected environments. [K5)
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rCﬁlRSE CODE:
Z4ITELS1S

MOBILE AND
WIRELESS SECURITY

MNPTEL CODE:
0EI01585

PRE-REQUISITE
COURSES

OBJECTIVES:

®  To understand the architecture, protocols, and Security requirements of
mobile and wirelass networks.

*  Toanalyzevuln erabilities, threats, angd attacks in wireless comm unication
technologies and mg bile platforms,

® To explore authentication, en Cryption, access control, and SeClre
tommunication mechanisms used inwireless environments.

®  To apply security techniques and countermeasures for securing mahile
devices, wireless networks, ang emerging mobile applications,

SYLLABUS VERSION 1.0 | SD6 NO. 4, 9,10, 16

TTRPCIN, JhBsmazoy

N IS

MODULE - | INTRODUCTION TO MOBILE AND WIRELESS SECURITY 7
Intraduction to Wireless Networks-Evolution of wireless communication -
Cellular networks and mobile computing roncepts - WLAN, BAN, MANET,
VANET and loT networks - Security requirements in wireless Systems -
Wireless communication standards - Security Challenges - Open medium
vulnerabilities - Threats in wireless communication - Security goals - Wireluss
attack surfaces and risk assessment - Wireless Security Fundamentals .
Cryptography for wiraless networks - Authentication mechanisms - Key
management techniques - Securi by protocols overview,
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MODULE-n WIHELESSHE'IWBRKSEL'UHITT a8
IEEE 80211 Wireless LAN Security - Wi-Fj architecture -WEp security
mechanism - WPA and WPAZ protacols - wpa3 security enhancements -
Wireless Attacks - Rogue access points - Packet sniff ng ang eavesdropping -
MAC spoofing - Replay attacks - Denjal of Service attacks - Secure Wirelpss
Lommunication - VPN i wireless networks - Firews|ls and IDS for LANs -
Wireless intrugion detection systems - Secure wireless configuration and
monitoring

MODULE- 11 HDEILEDEWEEAMDFLATFDRMSECURIT? 8
Muobile Operating Systems - Android architecture and security mode] - (05
Security architecture - Mohile application lifecyrle - Maobile Device Threats -
Malware, spyware, ransomware - Rooting and jajl breaking - Data leakage and
privacy threats - SMS and Bluetooth attacks - Mohile Seturity Mechanisms -
Sandboxing - Secyre hoot process - Mabjje device management (MDM) -
Mnhjleendpuinrs:L-:urJr_usa!utiuns

MODULE - 1v EELLULAHNEWHHK&HD.!UTH ENTICATION
SECURITY 7

Cellular Network Architecture - G5y, GPRS, 3G, 4G and 56 overview - SIM
architecture and subscriber identity management - Cellulgy Security - GSM
authentication and encryption - LTE security architecture - 50 security
framework - Authenticatiog and key agreement protocols - Cellular Networl;
Threats - IMSI catcher attacks - Base station attacks - SIM cloning - Signaling
attacks and mitigation techniques

MODULE -V MOBILE APPLICATION AND DATA SECURITY 7
Mobile Application Security - Secure mobileappllra:iundcsi,s{n - Secure coding
Practices - DWASP Maobile Security risks - APl secy rity In mobile applications -
Data Protection - Data encryption technigues - Secype storage mechanisms -
Cloud synchronization security - Backup and TECOVETY security - Mohile
Payment Security . nFe security - Mobile wallet Security - Biometric
authentication - Secure transactinn mechanisms

MODULE-v1 EI'-IEREINGTH_ENDSANDL’ASESTI.IDTESIHMGBILE
SECURITY i
Emerging Technologies - 10T and mobile security integration - Security in
wearable devices - Edpe and cloud-a ssisted mobile security - Al-baged muohile
threat detection - Advanced Security Salutions - Blockehain in mobile Security
- Zero trust architecture - Behavioral authentication - Threat intelligence
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systems - Case Studies - Real-world wireless attacks - Android malware
analysis - Security breach investigations - Industrial best practices and futyre
trends
TOTAL : 45 PERIODS
TEXT BOOKS:
L Willlam Stallings, Wireless Communications and Networks, Pearson
Education, 2nd Edition, 2017,

L. Jochen Schiller Mobile Communications, Pearson Education, 2nd Editian,
2015,

REFERENCE BOOKS

1 Charlie Kaufman, Radia Perlman, Mike Speciner, Network Security:
Private Communication In 3 Public World, Pearzon Education, 3rd
Edition, 2016,

2. Nikos Komninos, Wireless and Mobile Network Security, Auerbach
Fuhlicaﬂuns,ERCPmurzﬂiﬂ.

3. Nadav Levanon, Mobile and Wireless Network Security and Privacy,
Springer Publications, 2019,

4. |oshua |. Drake, Zach Lanier, Collin Mulliner, Pay Oliva Fora, Stephen A,
Ridley, Georg Wicherski, Android Hacker's Handbook, Wiley
Publications, 2014,

WER RESOURCES

OWASF Mobile Secyr| ty Praject

MIST Wireless and Mobile Security Guidelines
Android Security Documentation

Cisco Wireless Security Resources

IEEE Xplore Digital Library

UWASF Mobile Top 10 Risks

L

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Apply the concepts, architecture, and SECUFLY requirements of mohile
and wireless networks to establish secure communication environments,
(K3)

2. Analyze vulnerg bilities, attacks, and threats in wireless LANs and mabile
communication systems, (K4]

3. Apply authentication, en Cryption, and access control mechanisms in
wireless environments. [K3)
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4. Examine security models and protection mechanisms in mohile
aperating systems and a pplications. (K4)

5. Ewaluate security solutions for mobile applications, mobije payments,
and cloud-assisted mobile systems. (K5)

6. Develop secure strategies and recommend countermeasures for
emerging mobile and wirelesy security challenges. (K3)
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suteize | LEARNING ANALYTICS ToOLS ;f”:]‘cﬁg

NFTEL o SYLLABUS VERSION 1,0 5DG ND. 4,9, 16 |
|

PRE-REQUISITE — 4‘

OBJECTIVES:

® Understand the fundamentals, significance, and key terminologies of
learning analytics in educational environments.

® Learn methods of educational data collection, Preprocessing,
summarlzation, and pattern identification technigues.

® Apply statistical and predictive modeling techniques to analyze
educational dataand support decision-making,

*  Explore text analysis and advanced analytics technigues for extracting
meaningful insights from educational data,
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MODULE - | INTRODUCTION TO LEARNING ANALYTICS 7
Role of Data Analytics in Education - Learning Analvtics: Definition, Seope &
Importance - Educatinna) Data Mining (EDM) & Applications - Academic vs,
Learning Analytics - Data, Information & Knowledge in Education = Four Levels
of Analytics: Deseriptive, Diagnostic, Predictive, Prescriptive - Ethical Issues:
Data Privacy & Seeurity -Learning Analytics Tools & Platforms

MODULE-11 DATA COLLECTION AND PREPROCESSING 7
Types of Educational Data [Behavior, Performance, Interaction] - Data
Collection Methads: Surveys, LMS, MOOCs, OER - Data Cleaning: Handling
Missing Values & Dutl iers - Data Transformation: Normalization, Aggregation,
Standardization - Data Integration & Handling Multiple Formats . Feature
Engineering for Learning Analytics - Togle: Weka, R, Python

MODULE- DESCRIPTIVEAND DIAGNOSTICANALYTICS 7
Overview of Descriptive Analytics - Key Statistics: Mean, Median, Maode,
standard Deviation - Dagg Visualization: Histagrams, Bar Charts, Box Plots -
Magnostic Analytics & Pattern Recognition - Correlation Analysis & Causal
Relationships - Visualization: Seatter Plots, Heatmaps, Correlation Matr|ces -
Advanced Analytics: Principal Component Analysis [PCA] - Case Studies

MODULE - Jv PREDICTIVE ANALYTICS &
Intreduction to Predictive Analytics - Supervised vs, 1) nsupervised Learning -
Key ML Models: Linear & Logistic Regression, Decision Trees - Najve Bayes for
Classification - Model Evaluation: Accy racy, Precision, Recall, F1-Score- Taols:
Weka, Orange, Scikit-learn

MODULE-v TEKTANM.':"TI!CSA.NDA.DV&NCEDTEEHHIQUES ]
Introduction to Text Ana Ivtics - Toxt Mining: Tokenization, Lemmatization,
Stopword Remova) -Sentiment Analysis & Topic Modeling (LDA) - NLP for
Educational Data - Pracess & Sequence Mining in Learning Paths - Advanced
Models: Random Forest, SVM

MODULE- V] APPLICATIONS AND ETHICS 8
Real-World Learning Analytics Applications - Designing Data-Driven
Interventions - Ethics & Legal Considerations in Education Data -
Communicating & Visualizing Analytics Results - Case Studies on Effective
Implementation

TOTAL : 45 PERIODS
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TEXT BDOKS:

1. Denald Hearn and Pauline Baker M, “Computer Graphics", Prentice Hall,
New Delhi,2007

2. Andleigh, P K and KiranThakrar, “Multimedia Systems and Design®, PHI,
2003

REFERENCES:

1L Siemens, G, & Gasevic, D, (Eds.). (2017). Handbaok of Learning Analytics
(1st ed.). Society for Learning Analytics Resparch [SoLAR). ISBN: 978.0-
FI52408-0-3,

2. Romerg, C, Ventura, 5, Pechenizliy, M, & Baker, I 5, ). (Eds.). (2010),
Handbook of Educations Data Mining, CRC Press { Taylor & Francis
Group. ISBN: 978-1-4398-0457.5.

REFERENCES:

L. Witten, L4, Frank, E., Hall, M. A.& Pal,C.]. (2016), Data Mining;: Practical
Machine Learning Tools and Techniques [4th ed.). Morgan Kaufmann !
Elsevier ISBN: 978-0-12-804291-5.

2. Manning, C. D.. Raghavan, p, & Schiitze, H. (2008), Introduction o
lnformation Retrieyal, Cambridge University Press. [SEN: 478-0-521-
B6571-5,

WEB RESOURCES :

1. NPTELCourse Page - Learning Anahyties Tools (106101 224).1I'T Bombay,
Prof Ramkuma rRafendmn.https:,f;nptel.ac.jnfmurses,r’! 0el01224

2. Handbook of Learning Analytics (Free PDF] - SoLAR Community (2017).

3. Weka Machine Learning Workbeneh - University of Waikato.
hrtps:ffw'-ucs.w.ﬂkam.ac.nz;mI,-'hre!ia.-"'

4. Orange Data Mining Tool - University of Liubljana. https:ffurange
datamining.cqu

3. ProM Process Mining Tool - Eindhaven University of Technolopy.
htl'ps:,.-’fprnmt-un]s.urg,.l"

6, (lpen University Learning Analytics Dataset (OULAD) - anonymized
student data for EDM practice. hups:,.-’,.fana]yse_kmj.npen.ac,uk,.-'
open_dataset

7. LAK Conference Froceedings Archive — ACM Digital Library.
hrtps:,.",-'rjl.acm.m‘g!uunfnrenuejilak
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8. EDM Conference Proceedings Archive - Educational Data Mining Society.

https: ffeducaﬁuna[datamt‘nmg.urg FEDMZ0Z4/ proceedings/

% Moodle Learning Analytics Documentation (data collection, dashboa res),

https:ffducs.mund]u.nrgfenfLeamJng_ﬂua]].rrlt\s

10. Stanford NLP Group = Introduction to Information

hrrps:,-’;nlp.staufnrd.edufll-’.-boukf

Retrieval,

11, Google Colab Tutorizls for Data Analytics in Education - practical Python

noteboaks, https: ¢ fcuiah.research.gm,gle.cu m,

12, Kaggle - Educational Data Mining & Student Performance Datasets
(practice data), l‘lttps;ffwww.kaggle.Enmfdatasets?suarc‘h:studenr

+performance

OUTCOMES:
Atthe end of this course, the students should be able to:

L. Apply foundational concepts and technigues of learning analytics in

education al contexts. (K3)

2. Useappropriate toals to collectand process educational data, (K3)
3. Execute statistical angd machine learning technigues to extract insights

tfrom learning data, %]

4. Implement data-driven learning interventions hased on analytical

insights. (K3

5. Practice ethica | privacy, and legal principles in learning analytics, (K3)
6. Hlustrate learning analytics results effectively using visualizations and

reports, (K3)
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PROFESSIONAL ELECTIVES - II

ER‘&EM: ||. TIFEF
3 ﬂ[ﬂ 3

ZUITELS09 BIG DATA ESSENTIALS

Ll

’7""“ LO0E: SYLLABUS VERSION 1.0 SDG NO. &, 8

106104189
| PRE-REQUISITE
| courses

OBJECTIVES:

* Toprovide the knowledge in the basic and advanced methods of big data
technology and tools, including Hadoop and its eCosysemn.

® Tounderstand the concepts of Hadoop and HDFS,
To perform Map Reduce analytics using Hadoop Related tools,

®  Toillustrate and implement the SPARK programming,

LITPCIOT, 2TPIIDT

MODULE-] UNDERSTANDING EIG DATA AND ITS APPLICATIONS 8
Evolution of Big Data - Characteristics of Big Data - Value of Big Data -
structured and Unstructured Darg - Big Data Applications and Use Cases —
Web Analytics - Big Data in Marketing, Healthcare, Finance, and Risk
Management - Rig Data Technologies - Big Data Storugeand Analytics.,

MODULE-TI FUNDAMENTALS OF HADOOP 8
Intraduction to Hadoop - Hadoop Ecosystem - Hadoop Distributed File
System (HDFS) - HDFS Architecture and Components - HDFS Commands and
[nterfaces - Data Flow in HDFS - Data Ingestion using Flume and Sgoop -
Hadoop 1/0 - Compression and Serialization - Avro and Hadoop File Formats,

MODULE-III MAP REDUCE FRAMEWORK 8
Developinga Map Reduce Application - How Map Reduce Works - Anatomy ofa
Map Reduce Job Run-Failures- Job Scheduling-Shuffle and Sort - Task
execution - Map Reduce Types and Formats- Map Reduce Features- Hadoop
Environment. YARN - Failures in Classic Map Reduce and YARN - job
scheduling - Shuflle and sort — Task execution - Map Reduce types - Input
formats-Output formats,

MODULE- IV HADOOP ECOSYSTEM AND TOOLS 7
Introduction to PIG-Execution Modes of Pig-Comparisen of Pig with
Databases- Grunt- Pig Latin- User Defined Functions- Data Processing

Pt = ity ik
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| Syllabus /T |
Operators- Hive-Hive Shell-Hive services- Hive Metastore- Comparison with
Traditional Databases- HiveQL- Tables- Querying Data and User Defined
Functions- Hbase-HBasics- Concepts- Clients-Hbase Versus RDBMS,

MODULE-V INTRODUCTION TO SPARK PROGRAMMING 7
Intreduction to Spark - Spark Architecture - RDDs - Transformations and
Actions - DataFrames and Datasets - Spark SQL - Writing Spark Applications
using Scala, Python, R and Java - Spark Shell - Spark Streaming [Basic
Concepts) - Introduction to M1lib.

MODULE- V1 GPUCOMPUTING ANDCUDA FOR BIG DATA 7

Intreduction to GPLU Computing-CUDA Frogramming Model- CUDAAP]-

Simple Matrix-Multiplication in CUDA- CUDA Memory Model- Shared M Emory

Matrix Multiplication- Additional CUDA API Features- Dats Analysis with

CUDA and Spark

TOTAL : 45 PERIODS

TEXT BOOKS:

1. Tom White, Hadoop: The Definitive Guide, 5th Edition, ' Reilly Media,
2023

2. Seema Acharya and Subhashin Chellappan, Big Data Amalytics, 3rd
Edition, Wiley India, 2024,

3. Bill Chambers and Mate| ZLaharia, Spark: The Definitive Guide - Big Data
Processing Made Simple, O'Reilly Media, Reprint Edition, 2023

% [ason Sanders and Edward Kand rot, CUDA by Example: An Introduction
to General-Purpose GPU Programming, Updated Reprint, Addison-
Weslay, 2023,

5. RajKamaland Preeti Saxena, Big Data Analytics, 3rd Edition, McGraw Hill
Education, 2024,

REFERENCES

1. Vignesh Prajapati, Big Data Analytics with Hadoop 3, Packt Publishing,
2022,

2. Holden Karan, Andy Konwinski, Patrick Wendell, and Matei Zaharia,
Learning Spark: Lightning-Fast Data Analytics, 3rd Edition, O'Reilly
Media, 2024,

3. EricSammer, Hadoop Operations, 3rd Edition, O'Reilly Media, 2023,

John Cheng, Max Grossman, and Ty McKercher, Professional CUDA ©
Programming, Wiley, Reprint Edition, 2023,
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1
5. Anand Rajaraman and Jefivey Ullman, Mining of Massive Datasets, 3rd
Edition, Cambridge University Press, 2024,

WEB REFERENCES

1. https: /iwwwanalyticsvidhya com/resources- hig-data,/

2 hm:.-.-.-..-",!'mmu.tumriaIsp-anLcumfhIgdam_anahﬂicsfjn dexhiml
3. hrps://n ptelacin/courses/ 106104179

ONLINE RESOURCES
L https:f fwwwana lyticsvidhya.com /resources-hi g-dataf
2. https:/, ftm-w.edureka.m,.f'h]ug,r'hig-datavluwﬁa]

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Urilize Big Data concepts, characteristics, and technologies to address
data-intensive applications across variousdomains. (K3)

2. Implement Hadoop architecture, HDFS, and data ingestion tools for
efficient storage and management oflarge-scale data, (K1)

3. Execute MapReduce applications using Hadoop and YARN for distributed
data processing. (K3)

4. Anabyze the use of Pig, Hive, and HBase in managing and processing Big
Data workloads. [K4)

5. Analyze Spark components and develop scalable darg processing
applications using Spark frameworks, (K4)

6. Analyze CUDA-based GPU computing techniques and evaluate their
integration with Spark for high-perfurmance Big Data analytics. [K4)
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PROFESSIONAL ELECTIVES - ]

COURSE CODE: DATA MINING FOR Lir!p cp[r: 4
(MR DECISION MAKING 3_|_ 0 I 043

|| NPTEL CODE:

SYLLABUS VERSION 1.0 | 506G ND. 4, 9

1es118 I
PRE-REQLISITE
| couses I5ESMAZ0Y, 24ITPINEOT, 2amsmascs J
OBJECTIVES:

* To apply data-driven approaches and decision SUPpOrt systems for
organizational decision-making,

®  Toanalyze datasets using exploratory and predictive analytics techniques
for decision modeling,

* To utilize multi-criterig decision-making methods for evaluating and
selecting alternatives,

®  Toevaluate decision problems using hiera.rchin:‘a],mn]cing. and outranking
technigues,

MODULE - | DECISION SUPPORT SYSTEMS AND DATA-DRIVEN
DECISION MAKING ]

Introduction to Decision Making - Types of Decisions and Pecision-Making
Process - Business Intelligence and Decision Support Systems - Hole of Data
Mining in Decision Making - Knowledge Discovery in Databases [KDD)
Process - Data Mining Method ology fur Decision Support - Data Warehousing
Concepts for Analytical Decision Making - Explora tory Data Analysis (EDA) for
Decision Support - statistical Description of Data - Data Visualization
Techniques for Decisign Making - Correlation and Covariance Analysis -
Ethical lssues and Challenges in Data-Driven Decision Making.

MODULE- 11 PREDICTIVE ANALYTICS AND DECISION MODELLING g
Classification and Prediction for Decision Making—Decision Tree
Induction—Bayesian C!assiﬁrat[an—ﬂr.-gressjun Analysis—Model Evaluation
Techniques: Accuracy, Frecision, Recall, F-Meas ure, and ROC
Curve—Predictive Analytics and Decision H-m:Eu]]:ing-—Pri:ncipni Component
Analysis [PCA) and Factor Analysis for Decision Su pport—Recommendation
Systems—Business and Marketing Analytics—Time Series Forecasting for
Strategic Decisions—Case Studies in Business Decision Making—Ethical and
Privacy [ssues in Predictive Madel ling.
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MODULE- I Fouwn DATIONS OF DECISION MAKING AND DECISION

ANALYSIS i
Multi-Criteria Decision Making [MCDM): Concepts, Characte ristics, and
Applications = Multi-Attribute Utility Theory (MAUT] - Utility Functions and
Preference Structures - Utility Theory and Risk Analysls - Paretg Optimality
and Paretn Efficiency - Dominance Relationships - Decision Trees: Structure,
Construction, Evalua Lion,and Applications in Decision Analysis,

MODULE - 1v FERF[IRHAHC'EE'EMELMTIQHANDHIERARCHTEHL
DECISION MODELS 8

Data Envelopment Analysis (DEA): Loncepts, Efficiency Measurement, CCR
and BCC Models, Applications of DEA—Analytical Hierarchy Process [AHP):
Pairwise Comparisons, Consistency Analysis, Priority Vector Estimatian,
ﬂpplicarinns—.ﬂmal}fliml Network Process (ANP}: Network Structures,
Dependency and Feadback Relationships, Supermatrix Concept—
Comparative Analysis of AHP and AN P—Case Studies on Resg urce Allocation
and Decislon Prioritization,

MODULE-V RANKING AND ODUTRANKING METHODS IN MCDM &
Technique for Order Preference by Simila rity to Ideal Solution (TOPSIS):
Concepts, Co mputational Procedure, Applications—ELECTRE Fami ly of
Methods: Conecardance and Discordance A nalysis, Outran king
Relations—PROMETHER Methods: Preference Function 5, Positive and
Negative Flows, Ranking Alternatives—MACE ETH: Measuring Attractiveness
by a Categorical-Based Evalya tion ‘J'ecjmique—t:umpa-ral:ive Study of Ranking
and Outranking Approaches—Deeision support Applicatians,

MODULE-VI ADVANCED DECISIDNSUPFDRTTECHNIQUES ]
SWOT Analysis: Internal and External Environmental Assessmenl—System
Analysis and Systems Thinking in Decision Making—Qther Decision-Making
Tools: Weighted Scoring Models, Goal Programming, Decision Support
Systems—Fundamentals of Fuzzy Sets and Fuzzy Logic—Fuzzy Membership
[—‘LmrtiD]JS—Fux!].-' MCDM Approaches —Applications of Fuzzy Logic in
Engineering, Business, and Management Decisions—Integrated Decision-
Making Frameworks and Case Studies,

TOTAL : 45 PERIODS
TEXT ROOKS:
1. Jiawei Han, Jian Pel, and Hanghang Tong, “Dara Mining: Concepts and

Techniques,” Fourth Edition, Elsevier 2022,

[ TR i P
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2. Belton, ¥. and Stewart, T.)., Multiple Criteria Decision Analysis: An
Integrated Approach, Springer Science & Business Media, 2017,

3, Teeng GH.and Huang, |.], Multiple Attribute Decision Making: Methods
and Applications, CRC Press, 2011.

4. Figueira, |, Greco, 5., and Ehrgott, M., Multiple Criteria Decision Analysis:
State ofthe Art Surveys, Springer, Second Edition, 2016,

REFERENCE BOOKS

1. saaty, Tl Decizion Making with the Analvtic Hierarchy Process, RWS
Publications, 2008,

2. Saaty, TL, Theory and Applicaticns of the Analytic Network Process, RWS
Publications, 2013,

3 dimmermann, H.). Fuzzy Set Theory and Its Applications, Fourth Edition,
Springer, 2011,

4. Cooper, WW, Seiford, LM., and Tone, K., Data Envelopment Analysis: A
Comprehensive Text with Models, Applications, References, and DEA-
Solver Software, Second Edition, Springer, 2007,

3. Goodwin, P and Wright, G, Decision Analysis for Management Judgment,
Sixth Edition, Wiley, 2020,

WEB REFERENCES:

L. https://fonlinecoursesnptelacinfe-learning/preview /noc26_mgl121

2. Scikit-Learn Documentation

3. WEKA Data Mining Software

4. 1BM Decision Support Systems Resources

5 Oracle Business [ntelligence Resources

.. INFORMS Decision Analysis Society

7. International Society on Multiple Criteria Decision Making

DUTCOMES:

Atthe end of this course, the students should be able to:

Apply business intelligence, decision support systems, and datz mining
methodologies te solve decision-making problems. (K3)

2. Analyze datasets using exploratery data analysis and predictive analytics
technigues forinformed decision-making. (K4)

3. Utilize MCDM methodologies, including MAUT, utility theory, and
decision trees for evaluating alternatives, (K3)
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Syflabus '
4. Analyze complex decision problems using DEA, AHFE, and ANP models.
(K4)
5. Apply ranking and outranking techniques such as TOPSIS, ELECTRE,
PROMETHEE, and MACBETH for decislon support. (K3)

6. Develop decision support selutions using fuzzy logic and advanced
decision-making frameworks. (K4)
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PROFESSIONAL ELECTIVES - 11
I

COURSE CODE: L TP CPC
24CIELS0G WEB OF THINGS 3 | olo 33
f‘”ﬂ' CODE: SYLLABUS VERSION 1.0 SDGND. 4,9
PRE-REQUISITE

e, TP
OBJECTIVES:

* Tounderstand the overview in the web of things.

® Tolearn about WoT Reference models.

* Tounderstand programming frameworks for the Web of Things.
o Toacquire knowledge aboutWaoT with its application.

MODULE -1 INTRODUCTION TO WoT AND TOOLS 7
Fundamentals of Internet of Things(loT) and Web of Things (WoT] -
Connected objects - Ontology of WoT - Context Modelling - Embedded devices -
Introduction to Raspherry Pi - Nodejs on RaspberryPi - Connecting sensors
and actuators on Fi - Modeling REST full services
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MODULE=11 MASHUPF TOOLS AND MODEL DRIVEN ENGINEERING 8
Mashup tools - Model driven engineering for WoT - Comparing mashup and
Model driven tools - Modeling of RESTful services - Modeling WoT system with
generic RESTful operations - Building network of things: Topologies -
Classification models - Network protocols for things: spatial considerations,
Internet protocols and 10T - [oT Personal Area Networks, [oT Wide Area
Networks.

MODULE-111 NETWORKING INIOT B
Application protocols: Zighee, Bluetooth application stack - Application
protocol for things: Apple home kit, Google weave - Message Queuing
Telemetry Transport (MOQTT] - Constraint application protocol - WoT
architecture - Compose-Building 1oT with Avatars: Avatar based [oT platform -
Disruption tolerant communication-Context modeling and management -
Social vision of WoT - Challenges of WoT - Testbed of WoT and loT - Hardware
of a WoT testhed - Software of WoT testbed.

MODULE-1V INTEGRATION IN WOT 7
Web AP['s for things: Devices & resources - Principles for web AP1's - Fublish
subscribe model - Web hooks, Comes and web sockets - Implementing weh
things - Connecting devices to the web - Direct integration pattern - REST on
devices - Gateway integration pattern - CoAP - Cloud integration pattern -
MQTT communication- - Discovering things - Describing web things -
Implementing web thing model on Pi-Semantic WoT - Schema and [SON-LD.

MODULE-V REPRESENTATION ANDSTORAGE H
Automatic integration and guerying of semantic rich heterogeneous data:
introduction - Semantic WoT{5WaT] - Semantic web assembler of SWoT-Case
study: smart application-Building entity graphs for WaT - Background and
methodology - Internperahility and cross domain applications - Trends and
evalution - Challenges in interoperability - Contributions- M3 framework -
Datastorage in WoT framewaork - Methods and challenges - Data storage in
cloud platform - Tendency for data storage technology-Future directions.

MODULE-VI SECURITYINWOT 7

Securing things - Open issues and challenges - Web of Topics [WoX)
model=Design and implementation - Security from loT to WoT - Existing
models - Security In WoT: Encryption 101, TLS - Enabling HTTPS and W55
with TLS on Pi - Authentication and access contral with REST and APl tokens -
Open Authorization - Social Wo'T authentication proxy - Implementing a
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social WoT authentication proxy - Social impact and vulnerable populations -

WoT and health - Potential positive implications for health - Challenges from

health perspective - Unintended consequences for social health - Implications.

TOTAL : 45 PERIODS

TEXT BOOKS:

1. Dominique Guinard & Ylad Trifa, "Building the Web of Things", MIT Press,
2016,

2. Arshdeep Bahga & Vijay Madisetti, "Internet of Things: A Hands-on
Approach”, Universities Press, 2015,

3. Adrian McEwen & Hakim Cassimally, "Designing the Internet of Things",
Wiley, 2013,

4. Maneesh Rao, "Internet of Things with Raspberry i 3", Packt Publishing,
2018,

REFERENCES:
1. Andy King, “Programming the Internet of Things”, O Reilly Media, 202 1.

2. Dean Allemang & James Hendler, “Semantic Web for the Working
Ontologist”, 2nd Edition, Morgan Kaufimann, 2011

3. David Hanes, Gonzalo Salgueiro, Patrick Grossetete et al, "loT
Fundamentals: Networking Technologies, Frotocols, and Use Cases",
Cisco Press, 2017,

4. Mario Casciare & Luciano Mammino, "Nodejs Design Patterns”, 3rd
Edition, Packt Publishing, 2020.

5. Leonard Richardson, Mike Amundsen & Sam Ruby, "RESTIul Web AP[s",
0" Reilly Media, 2013,

6. Ali Ismail Awad & Jemal Abawajy (Eds.), "Security and Privacy in the
Internetof Things", CRC Press, 2021,

7. Brian Russzell & Drew Van Duren, “loT Security: Fundamentals”, Wiley,
2018,

@  Tom Heath & Christian Bizer, "Linked Data: Evolving the Web into a Global
Data Space”, Morgan & Claypool, 2011,

WEBREFERENCES:

1. httpf fwwancse wustledu/~jain/cseST0-15/frpfiot_prot/index. html
2. hrtps:/ /nptelacin/courses /108102045

1. https:/ farchive.nptelacin/courses/ 106,105/ 106105193/

4,  https://onlinecourses.nptel.acin/noc22_csh3/preview
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OUTCOMES:
Atthe end of this course, the students should be able to:

Build simple [oT applications using Web of Things tools and
technologies. (K3).
Construct a Weh of Things network architecture for smart
applications.[K3)
Select suitable Web of Things integration techniques for loT-based
applications. (K3].

1.

2.

|

Summarize frameworks of the weh of Things. [K3).

| Syllabus / IT |

Choose appropriate data representation techniques for different
applications. [K3].
Experiment with different Web of Things security mechanisms to identify

vulnerahilities and solutions.[K3)
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PROFESSIONAL ELECTIVES - 11

| COURSE CODE: WIRELESS TECHNOLOGIES LT P|CP|C
| pvcreLS0S IN INTERNET OF THINGS 3/o0(3|3

MPTEL CODE:
1615160

PRE-REQLISITE

L

OBJECTIVES:

& To understand the fundamentals of wireless communpication, loT
architecture, standards, and communication requirements for [oT
systoms.

* To study short-range, long-range, and cellular wireless technologies,
protocols, and networking mechanisms used in loT applications.

®  To analyze mobility management, Quality of Service [QoS), advanced
wireless communication techniques, and performance optimization in
[oT networks.

* To examine security, energy-efficient communication strategies,
deployment aspects, and emerging wireless technologies for real-world
IoT applications.

SYLLABUS VERSION 1.0 S5DG NO. &, 9

MODULE -1 INTRODUCTION TO WIRELESS loT COMMUNICATIONS 8
Introduction to Internet of Things (laT] - 10T Architecture and
Communication Models - Wireless Communication Fundamentals - 1oT
Network Requirements - Wireless Spectrum and Frequency Bands -
Evolution of Wireless Technologies: WiFi, Bluetooth, ZigBee, Cellular loT, 5G -
Wireless Standards and Design Challenges for 0T Applications.

MODULE-II SHORT RANGE AND LONG RANGE WIRELESS

TECHNOLOGIES 8
Short-Range Wireless Technologies: Bluetooth/BLE, ZigBee, |EEE 802.15.4,
RFID, NFC, Wi-Fi and Wi-Fi HaLlow - Wireless Personal Area Metworks
[WPAN] - Long-Range Wireless Technologies: LPWAN, LoRa, LoRaWaN,
Sigfox — Cellular IoT Technologies: LTE-M, NB-IoT, 4G/5G loT Communication
- Comparative Analysis of Wireless Technologies for loT.
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[Sytabus 77T |
MODULE- 11l WIRELESS CHANNELS, NETWORKING AND PROTOCOLS 7
Wireless Channel Characteristics - Propagation Models - Small Scale and
Multipath Fading - 0T Communication Protocols: MQTT, CoAP, AMQE DDS -
[Pv6 and 6LoWPAN for IoT - Routing Protocols for Wireless Sensor Networks
- Adaptive Link and Network Layer Protocels - Edge, Fog and Cloud
Connectivityin loT.

MODULE-IV MOBILITY MANAGEMENT AND QUALITY OF SERVICEIN loT

NETWORKS 7 g
Mobility in Wireless loT Networks - Cellular and Heterogeneous Network
Architectures - Handoff Management - Roaming and Connectivity
Management - Mobility Prediction in Smart Netwaorks - QoS Challengesin loT
Systems - QoS Architecture, QoS Attributes and End-to-End {JoS Management
- Resource Allocation and Traffic Management in LTE/56 loT Networks,

MODULE-V  ADVANCED WIRELESS TECHNOLOGIES FOR 10T 7
MIMO Communication Systems - Diversity Techniques - Beamforming and
Spatial Multiplexing - Massive MIMO for 5G 10T - Muld-User Communication
Systems - Adaptive Wireless Communication Technigues - Channel Capacity
and Performance Enhancement - Application of Optimization Technigues in
Wireless Network Design,

MODULE-VI SECURITY, DEPLOYMENT AND loT APPLICATIONS 8
Security Challenges in Wireless loT MNetworks - Authentication, Access
Contrel and Encryption Technigues - Secure Wireless Communication
Protocols - Energy Efficlent Wireless Communication and Power
Management - loT Device Deployment and Network Monitoring - Case
Studies: Smart Homes, Smart Healthcare, Smart Agriculture, Smart Citles and
Industrial
TOTAL : 45 PERIODS
TEXT BOMMKS:
1. David Hanes, Gonzalo Salpueiro, Patrick Grossetete, Bob Barton and
Jerome Henry, loT Fundamentals; Networking Technologies, Protocols
and Use Cases for the Internet of Things, Cisco Press, 2017,
2. Vijay Madisetti and Arshdeep Bahga, Internet of Things - A Hands-On
Approach, Universities Press, 2015,
3.  Andreas F Molisch, Wireless Communications: From Fundamentals to
Beyond 5G", Wiley-1EEE Press., John Wiley & Sons, 3rd Edition (2022).
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| Syllabus /1T |

4,  Jan Holler, Vlasios Tsiatsis, Catherine Mulligan, Stefan Avesand, Stamatis

Karnouskos and David Boyle, From Machine-to-Machine to the Internet

of Things: Introduction to a New Age of [ntelligence, Academic Press,
2014,

REFERENCES:

1.  Olivier Hersent, David Boswarthick and Omar Elloumi, The Internet of
Things: Key Applications and Protocols, Wiley, 2nd Edition, 2012,

2. Behrouz A. Forouzan, Wireless Communication and Networking.
MeGraw-Hill Education, 1st Edition (2015).

3. Raj Kamal, Internet of Things: Architecture and Design Principles,
MeGraw-Hill Education, 5th Edition, 2024.

4. Adrian McEwen and Hakim Cassumally, Designing the Internet of Things,
Wiley, 1st Editlon (2014]

5. Aldo Morabito, The Internet of Things: Architectures, Protocols and
Standards, Springer, 2018.

WEE REFERENCES:

1. https:/ fonlinglibrarywilev.com,/doi/10,1155/2016/ 8206548

2. https:/ farxiverg/abs/1611.00861

3. https:/ /www.sciencedirect.com/topics fengineering/wireless-
technologies

OUTCOMES:

Atthe end of this course, the students should be able to:

L Apply loT architectures, wireless communication principles, standards,
and design requirernents for loT systerms. [K3)

2. Utilize suitable short-range, long-range, and cellular wireless
technologies for different loT application scenarios. (K3

3. Identify the wireless channels, communication protocols, networking
approaches, and mobility management technigues in loT environments.
(K3}

4. Examine Qo3 requirements, advanced wireless communication methods,
and optimization technigues for improving IoT network performance.
(K4}

5%  Analyze the security mechanisms, energy-efficient communication
strategies, and deployment considerations inwireless [oT systems. (K4)
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6. Dissect the wireless 1ol solutions for real-world applications using
appropriate technologies, protocols, and emerging communication
paradigms. (K4)
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PROFESSIONAL ELECTIVES - 1l

COURSE CODE:

aucitisos | DESCRIPTIVE ANALYTICS FOR ot = | T [P [CPIC
3(o/0|3|3

i e SYLLABUS VERSION 1.0 SDG NO. 4, 9

PRE-REQUISITE

MSIEE TRITPWE0Z

OBJECTIVES: -

#® Tolearnthe basics of Data analytics

® Tolearnabout big data analytics platforms,

® Tounderstand about handling the data with machine learning.
® Toacquire knowledge about MongoDA.

MODULE -1 INTRODUCTION DATA ANALYTICS FOR 1OT 8
Data Analytics - Structured data - Semi structured data - Unstructured data -
Data in Motion vs Data at rest - Characteristics of Data - Evolution of Big data

- Why Big Data - Importance of Big data - Big data applications - [oT Data

Analytics Overview - lo'T Data Analytics Challenges
Recommended in Board of Studies (Bos) Mesting Mo, __— holdon 1225 2eo
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MODULE-11  BIGDATA PLATFORMS FORIOT B
Massively Parallel processing databases - NoSOL - Definition - Types of NeS(L
= Advantages of NoSQL - Use Of NoSQL in Industry - SQL vs NoSQL - Mew SQL-
Comparison of NoSQL vs 50L vs New S0L - Hadoop - Features of Hadoop - Key
advantages of Hadoop - Versions of Hadoop - Overview of Hadoop ecosystem -
Hadoop distributlons - Hadoop vs SQL - cloud based Hadoop solutions-
Processing data with Hadoop-Map reduce Daemons-HDFS [(Hadoop
Distributed File Systems) - Hadoop to YARN-Interacting with Hadoop
ecosystem-Pig-Hive-Sqoop-Hbase

MODULE-III HANDLING THE DATA WITH MACHINE LEARNING B

Definition of Machine Learning - NumPy - Pandas - Matplot - SciPy - Data
serialization - Regression Model - Clustering - Collaborative Filtering-
Association Rule Mining - Decision tree - random forest - Supervised learning-

Unsupervised learning - reinforcement learning - Support vector machine -
KNN algorithm

MODULE-IV INTRODUCTION TO MONGODB 7

Pefinition - Need - Using JSON - Creating or generating a unigque key - suppart
for dynamic gueries - Storing Hinary data - Heplication - Sharding -Updating
information In place - Create database - Drop database - Insert method - Save()
method - Update method - Remove method - Find method - Dealing with MULL
values - Count, Limit, Sort and Skip-Arrays - Aggregate Function - Map Reduce
Fumction - Java Script programming - Cursors in MongoDE - Indexes - Mongo
Import - Mongo Export - Automatic generation of unique numbers for”_id field

MODULE-V  BIGDATA TRENDS 7
Edge streaming analytics - Comparing Big Data and Edge Analytics -
Distributed Analytics System - Network Analytics - Flexible Net Flow
Architecture - FNF components

MODULE-VI CLOUDCOMPUTING 7
Cloud computing - Massive Data challenges - Cloud Service Interactive Mode

= Cloud Service Configuration Mode - Features, Scope, Role and modes of
Industrial Cloud - Resource management in Clowd Computing - Data
management in Cloud - Clowd Security - Open Source and commercial Cloud

TOTAL : 45 PERIODS
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TEXT BOOKS:

1. David Hanes, Gonzalo Salgueiro, Patrick Grossetete, Rob Barton, Jerome
Henry, 10T Fundamentals Networking Technologies, Protocols and Use
Cases for the Internetof Things “published by C15C0, Lst Edition [2017)

2. Kris MYLaw, Andrew WHIp,BrijBGupta, Shuangteng, Managing loT and
Mubile Technologies with Innovation, Trust and Sustainable Computing’,
CRC press, 1st Edition (2021)

3. Seema Acharya, Subashini Chellapan,”BigDataand Analytics™ 2ndEdition
by Wiley, 2nd Edition (2018 / 2019 Reprint).

REFERENCES:

1. Minteer Andrew, Analytics for the Internet of Things(loT),Packt
Publishing Lud. [uly 2017, 15BN 9781787120730, 1st Edition (2017)

2. Kai Hwang, MinChen,Big-Data Analytics for Cloud, loT and Cognitive
Computing, Wiley, 1st Editlon (2017)

3. Hwaiyu Geng, Internet of Things and Data Analytics Handbook, Wiley, 15t
Edition (2017)

4. Kristina Chodorow, "MongeDB: The Definitive Guide”, 3rd Edition,
O'Reilly Media, 3rd Edition (2020)

5. John SoldatosBuilding Blocks for 1oT Analytics Internet-o f-Things
Analytics,RivePublishers Gerardus Blokdyk, 15t Edition (201 fr)

6. Blokdyk, G. 10T Analytics A Complete Guide, (2021), 55tarCools

WEBREFERENCES:

L. https:/ fwww.udemy.com /course /iot-data-a nalytics/feouponCode=
KEEF LEARNING

2. https:/ fonlinecoursesnptelacin/nocZ1_cs14/ preview

3. hbps:/fonlinecou rses.nptelacin/mocZZ_cs 18/ preview

4. htrps:/ fwww.edemy.com /course fiot-data-analytics, feouponCodes
KEEP LEARNING

OUTCOMES:

Atthe end of this course, the students should be able to:

L. Identify the key concepts and techniques used in data analytics
processes [K3)

2. Make use of Hadoop and Spark tools for distributed storage and data
processing. (K3)

3. Apply the process of data handling, preprocessing and preparation for
machine learning models.[K3)
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4. [lustrate and demonstrate the fundamental concepts and operations of
MongoDB (CRUD, aggregation, indexing).[K3)

5. Analyze and discuss the current trends and future directions in Big Data
Analytics.(K4)

6. Build Big Data solutions using cloud computing platforms and
technologies.(K3)

CO-FPO, PSOMAPPING:

P PO | PO) | PO4 | POS | PDE | POT | POA | PO | POIO | POMY | PSOT | PSO2

ool |oF: | % | = | & | ] =] == = d| | & |2

8

3 3 - - z - - ¢ 1 2 2| 3 K|

&
e
[

i

1
L
L)
Lak
ek

o 3 2 2 - 2 1 3 3
05| 2 2 . . 1 1 1 . 1) 3 2 2 2
coB| 3 2 1 1 1 1 g 2 3 2

PROFESSIONAL ELECTIVES - 11

COURSE CODE: MACHINE LEARNING FOR L|T P|CP|C
ACSELS0S INTRUSION DETECTION 3(ojo|3|3

NPTEL CODE:
106105152

PRE-RECQLISITE
COURSES
OBJECTIVES:

¢ To understand the role of machine learning in enhancing intrusion
detection systems.

¢ Tolearn data preprocessing and feature engineering technigues specific to
security datasets.

® Toexplore supervised and unsupervised learning algorithms for intrusion
detection,
# Toanalyse IDS/1PSarchitectures integrated with ML approaches.

SYLLABUS VERSION 1.0 506G NO. 8,11
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® To evaluate model performance using security-specific metrics and alert
correlation technigues,

®  Toapply ML tools and libraries for building practical intrusion detection
solutions.

MODULE -1 INTRODUCTION TO MACHINE LEARNING IN SECURITY B
Basics of Security and Intrusions - Need for Intrusion Detection Systems (1D5)
= Hole of Machine Learning in Security - Classification of IDS: Host-based,
Network-based - Sources of Vulnerabilities and Attacks against Security
Objectives - Countermeasures and ML-driven defense strategies.

MODULE=Il DATA PREPROCESSING FOR INTRUSION DETECTION 8
Security Data Collection (logs, traffic, alerts) = Data Cleaning and Handling
Missing Values - Feature Engineering for IDS datasets - Feature Scaling and
Encoding Categorical Data - Train-test split, Normalization, and
Standardization - Case study: Preprocessing KDD Cup / NSL-KDD dataset

MODULE- Il SUPERVISED LEARNING FORIDS 8
Regression models for anvmaly scoring - Classification models: Logistic
Regression, Decision Trees, Random Forests - K-Mearest Neighhars (KMN) for
intrusion detection - Evaluation metrics: Accuracy, Precision, Recall, F1 Score,
ROC-AUC - Applications of supervised MLin detecting known attacks.

MODULE-IV UNSUPERVISED AND DEEP LEARNING APPROACHES a
Clustering: K-Means, Hierarchical Clustering lor anomaly detection -
Dimensionality Reduction: PCA, Autoencoders - Anomaly Detection using
statistical and ML-based methods - Introduction to Deep Learning for 105
CNNs, RNNs, LSTMs - Applications in detecting zero-day and unknown
attacks,

MODULE-V  IDS/TPSARCHITECTURE AND ALERT MANAGEMENT 7
IDS/1PS Architectures: Single-tiered, Multi-tiered, Peer-to-Peer - Sensor,
Agent, and Manager components with ML integration - Information flow in
[D5/IPS with ML models - Alert Management and Correlation: preprocessing,
correlation techniques, post-processing - Cooperative Intrusion Detection
and ML-based fusion technigues,
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5 s/ IT
MODULE-VI TOOLS, IMPLEMENTATION & CASESTUDIES i}
Python for Security-focused ML - Libraries: NumPy, Pandas, Scikit-learn,
TensorFlow, PyTorch - Implementation workflow for 1DS using ML - Case
studies: ML-based IDS (Snort + ML, Suricata + ML) - Emerging trends: Hybrid
1135, Federated Learning for IDS.
TOTAL : 45 PERIODS
TEXT BOOKS:
L. © Endorf, E. Schultz and |. Mellander, Intrusion Detection & Prevention,
McGraw-Hill /0shorne, 2004.
2. Aurélien Géron, Hands-On Machine Learning with Scikit-Learn and
TensorFlow, O'Reilly, 2019,
3. Ali A Ghorbani, Network Intrusion Detection and Prevention: Concepts
and Techniques, Springer, 2010.

REFERENCES:

1, |.M.Kizza, Computer Network Security, Springer, 2005.

2. Chris Sanders and |ason Smith, Applied Network Security Monitoring:
Collection, Detection, and Analysis, Syngress, 2013,

3. Bishop CM., Pattern Recognition and Machine Learning, Springer, 2006,

4. Kevin P Murphy, Machine Learning: A Probabilistic Perspective, MIT
Press, 2012,

WEE REFERENCES:

htrps:/ fseikit-learn.org

https: { fwwwikaggle.com

https:/ /machinelearningmastery.com

https:/ fwwwitensorflow.org

https:/ /pyrorch.org
hitps://www.sans.org/white-papers/intrusion-detection [sans.org in
Bing)

7. https:/ fwww.cisecurityorg

B e R

OUTCOMES:

Atthe end of this course, the students should be able to:

1. Explain the integration of machine learning concepts into intrusion
detection systems, (K2)

2. Apply preprocessing and feature engineering techniques to security
datasets. (K2)
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[Syllabus /1T ]

3. Implement supervised and unsupervised ML algorithms for intrusion
detection. [(K3)

4. Analyse|DS/IPS architectures enhanced with ML components. [K3)

3. Evaluate IDS performance using security-specific metrics and alert
correlation. [K3)

6. Use ML tools and libraries to build and test intrusion detection models.
(K3)

CO= PO, PSOMAPPING:
ml|mmmmm|pm!mmmmm|m

= : ! |

@3 )2 | £ Bl e L= e ] o . |- e

ok EN BN E-A A R ES O P A

sl 2a|2 =] ]=1=0=1=®]=z |

tod | 3 3 3 2 2 - 3 Z

mE | 3 3 ¥ 2 2 - - 2 3

oo a|ls|ajala].] - BN E)

PROFESSIONAL ELECTIVES - II

COURSE CODE: | DEEP LEARNING ARCHITECTURES | L T|P|CP
ZLCSELS0T

L |

AND APPLICATIONS 3/ 0(0 3

NPTEL CODE:
iy SYLLABUS VERSION 1.0 SDG NO. 9, 11

PRE-REQUISITE
[ COURSES

OBJECTIVES:

® Understand the fundamental techniques and principles of Neural
MNetworks.

® Identify and apply appropriate Deep Learning architectures for analyzing
data acress various problem domains,

* Analyze Deep Learning concepts through Convelutional Neural Network
case studies.

® Implementdifferent Deep Learning algarithms for real-world problems.
Study advanced Deep Lea rning technigues and emerging applications.
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MODULE -1 FOUNDATIONS OF DEEP LEARNING & NEURAL
NETWORKS T

Historical context and maotivation for Deep Learning-Machine Learning vs
Deep Learning.-Fundamentals of Neural Networks. Comparison of Biologleal
and Artificial Neurons-Perception model and its limitations-Model of Artificial
Newron-Feed forward Neural Networks. Shallow vs Deep Networks. Vanishing
and exploding gradient problem Role of data, computation, and algorithms in
the success of Deep Learning,

MODULE-Il DEEPNEURALNETWORK TRAINING & OPTIMIZATION
APPLICATION 8
Deep Network architectures-Loss functions and optimization overview,
Backpropagation algorithm (intuition and workflow)-Regularization
technigues: L1, L2, Dropout, Barly stopping-Model exploration and
hyperparareter tuning-Bias-Varance trad coff. Batch Mormalization.
Weight initialization techniques [Xavier He initialization])-Learning rate
scheduling and aptimization strategies..

MODULE-1IT REPRESENTATION LEARNING & UNSUPERVISED DEEP
LEARNING : k., T
Representation: Learning-Width and Depth of Neural Networks. Activation
Functions: ReLl!, Leaky Relll, ELU / EReLU-Unsupervised training of Neural
Networks-Auteencoders: basic, sparse, and denoising autoencoders-
Restricted Boltimann Machines [RBMz). Variational Autoencoders
[coneeptual])-Dmensionality reduction using desp models.

MODULE-[V. CONVOLUTIONALNEURAL NETWORKS [CNNS) 8
Introduction to Convolutdonal Neural Wetworks-Convolution operation,
filters, feature maps-Stride, padding pooling, techniques-Parameter sharing
and regularization in CNNs-Architectural overview of CNNs. Popular CNN
architectures: AlexNet, ResNet-Applications in image and text r_]aq.ﬂhr.annn..
Transfer Lt:lrnmg Fine-tuning pre-trained CNN models

MODULE-YV  SEQUENCE MQDELING&HECUHRENT NEURAL
NETWORKS 7
Sequential data modeling concepts- Unﬁ:ri-dln g computational graphs.
Recurrent Newral Networks (RNNs)-Deep RNNs-Bidirectional RNNs.
Encoder-Decoder architecture-Sequence-to-sequence learning models-Long
Short-Term Memory [LSTM) and Gated Recurrent Units {(GRU). Introduction to
Attention mechanisms-Applications inspeech, text. and time-series analysis.
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MODULE -Vl ADVANCED DEEP LEARNING TECHNIQUES H]
Deep Belief Networks (DEN)-Deep Boltzmann Machines (DEM)-Deep
Associative Memory Networks-Generative Adversarial MNetworks [GANs).
Deeptake Technology - concepts and challenges-Ethical issues and societal
impact of Deep Learning-Introduction to Explainable Al (XAI)-Generatjve
Neural Networks., Case Studies: Designing Deep Learning solutlons for
identifying fake fingerprints. Detection of fake images and deeptake videos.
TOTAL : 45 PERIODS
TEXT BOOKS:
1. Simon Haykin, "Neural Networks, A Comprehensive Foundation®, 2nd
Edition, Addison Wesley Longman, 2001,
2. lan Good fellow, Yoshua Bengio, Aaran Courville, "Deep Learning”,MIT
Press, 2016
3. leff Heaton, Deep Learning and Neural Metworks, Heaton Research Inc,
2015,
4. Josh Patterson, Adam Gibson "Deep Learning: A Practitioner's Approach”,
O'Reilly Media, 2017
5. David - Foster “Generative Deep Learning™ 0'Reilly Media, Inc- Znd
Edition (latest): Published April 2023

REFERENCES:
1. CosmaRohilla Shallzi® Advanced Data Analysis from anElementary Point
ofView', 2015,

2. Deng &Yu, “Deep Learning: Methads and Applications”, Now Publishers,
2013,

3. Michael Nielsen," Neural Networks and Deep Learning”, Determination
Press, 2015,

WEBREFERENCES:

L wwwinptelacin/courses /106,/106/106 106184/

2. www.nptelacin/courses/106/106/106106201/

3w ww.nptel.acin/courses/106,/105/106105215/

4 wwwoowmitedu/courses felectrical-e ngineering-and-computer-

seience/6-s191-introd uctionto-deep-learning-january-lap-2020/5.
5 mw.-.]{aggle.mrn,-’learnflntm-tu—deep-Iearning
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OUTCOMES:

At the end of this course, the students should be able to:

1. Analyze the fundamental concepts, learning paradigms, and
architectures of Neural Networks and Deep Learning models.[K3)

2. Analyze Deep Learning training, optimization, and regularization
technigues to improve model performance and generalization.(K3)

3. Design and implement Convelutional Neural Networks for image-hased
applications such as handwriting and abject recognition. [K4)

4. Design and implement Recurrent Neural Network=-based models for
sequential and time-series data analysis.(K4)

5. Evaluate and compare Deep Learning architectures and generative
madels for real-world datasets with respect to accuracy, efficiency,
robustness, and ethical implications. (K5)

6. Critically assess advanced Deep Learning techniques including GAMs,
deep fake technologies, and Explainable Al methods to ensure
responsible and interpretable Al solutions. [K5)

CO-PO,PSOMAPPING:
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(am| 3 |3 |33 - [ a]s s
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PROFESSIONAL ELECTIVES - 11

2ucseisio | INTELLIGENT DECISION SYSTEMS E ! e _| s
B

ottt SYLLABUS VERSION 1.0 SOG NO. 9,11
PRE-REGLISITE T

COURSES

OBJECTIVES:

*  Tounderstand the lundamentals of Reinforcement Learning [RL)

® Tolearn Markov Decision Processes (MDP) and Bellman equations

*  Toapply value-based and policy-based learning techniques

®  Toexplore model-free and model-based RL algorithms

& TolmplementRL in real-world applications

*  Toevaluate performance of BL models

MODULE-1 INTRODUCTION TO REINFORCEMENT LEARNING 8
Introduction to Reinforcement Learning - Agent and Envirenment - Reward
Signal - Policy - Value Function - Exploration vs Exploitation - Multi-armed
Bandit Problem - Action-value methods - e-greedy method - Upper
Confidence Bound [LICR),

MODULE-II MARKOV DECISION PROCESSES (MDP) 8
Markov Property - MDP Framework - State, Action, Reward — Transition
Probabilities = Return - Discount Factor - Value Functions - Bellman
Equations - Optimal Value Function - Policy Evaluation and Policy
Improvement.

MODULE -1l DYNAMIC PROGRAMMING METHODS i

Policy lteration - Value lteration - Generalized Folicy Iteration (GP1) -
Convergence of DP algorithms - Applications and limitations of Dynamic
Frogramming,

MODULE-IV MONTECARLOMETHODS 7
Monte Carlo Prediction - Monte Carlo Contral - Explaring Starts - On-policy
and Off-policy Learning - Importance Sampling - Incremental

Implementation - Applications.
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MODULE-V TEMPORALDIFFERENCE LEARNING 8
TD Learning - TD[0) Prediction - SARSA - (-Learning - Expected SARSA -
Comparison between MC and TD methods - Blas and Variance tradeoff.

MODULE-V1 ADVANCED TOPICSIN RL 7
Function Approximation - Deep Reinforcement Learning (Introduction] -
Policy Gradient Methods - Actor-Critie Methods — Applications of BL (Gaming,
Robotics, Recommendation Systems).
TOTAL : 45 PERIODS
TEXT BOOKS:
1. Richard % Sutton and Andrew G. Barto, "Reinforcement Learning: An
Introduction®, 2nd Edition, MIT Press, 2018,
2. Csaba Szepesvari, "Algorithms for Reinforcement Learning”, Morgan &
Claypool, 2010,

REFERENCES:
1. David Silver, Reinforcement Learning Course Notes, University College
London

2. lan Goodfellow, Yoshua Bengio, Aaron Courville, "Deep Learning”, MIT
Press, 2016

3. Marco Wicering, Martijn van Otterlo, "Reinforcement Learning: State-of-
the-Art", Springer

4, Sutton & Barto - Online materials (http://incompleteideas.net/
book/the-book.html)

5  OpenaAl Spinning Up KL Documentation

WEE REFERENCES:

1. https:/ fwww.geckslorgeeks.org/machine-learning/reinforcement-
learning/

2. https://spinningup.openal.com

3. https:/ fwww.coursera.org/learn/ reinforcement-learning

OUTCOMES:

Atthe end of this course, the students should be able to:

1.  Explainthe fundamentals of reinforcement learning and deciston-making
maodels [K2)

2. Apply MDP and Bellman equations to solve sequential decision problems
(K3)

Recommandad in Board of Studies (BoS) MeetingNo. __ 35 heldon 12 - =% 2 .36

Izﬂ‘u—h——-—“"‘—"‘_’
CHAIRMAN

ard of Studi==
1n'|E:mnunn Tachnuwiogy




[Syfabus 7 1T |
3. Implement Dynamic Programming methods for optimal policy finding
(K3)
4. Apply Monte Carle methods for prediction and control (K3)

3. Develop Temparal Difference learning algorithms such as Q-learning and
SARSA (IK3)

6. Analyze advanced RL methods including deep RL and policy gradients
(K4)

C0- PO, PSOMAPPING:
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Imagine the Future and

Make it happen!

e 20 38R 4ML 53R fuum
it & o~ M § U@
T pEINMN ONENN 0. 1ENE pzws
o o K 5" iz CO

13 ﬁl 14 I{l-um 15 o L m!n'mm

e s 17 Revesms sa

Together let’s build a better world where there is PO%'| ZERD HUNGER.
3 V2 G0OD HEALTH AND WFLL BEING and full [T everywhere.
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